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1 Introduction
1.1 About this Manual

This manual provides information on how to set and configure the device
parameters of a netX based PROFINET IO-Controller device using the
PROFINET 10-Controller DTM, and what can be read from the diagnosis

panes.

The configuration of the Sync domain settings for RT or IRT-capable
PROFINET 10-Devices is enclosed.

Operating instruction manual Topology Editor.

For information concerning the configuration of the topology of devices in
domains for isochronous real-time communication (IRT), refer to the

1.11 Descriptions of the Dialog Panes

The table below gives an overview for the individual dialog panes

descriptions:

Section Subsection Page
Settings Overview Settings 29
Driver 32
Device Assignment 41
Firmware Download 47
Licenses 128
Ethernet Devices 55
Configuration Overview Configuration 70
Configure IRT Communication 75
Controller Network Settings 76
Device Table 79
IP Address Table 81
Process Data 83
Isochronous Modules 84
Address Table 87
FSU/Port-Settings 91
Stations Timing 93
Controller Settings 106
Diagnosis Overview Diagnosis 141
General Diagnosis 142
Master Diagnosis 144
Station Diagnosis 145
Firmware Diagnosis 146
Extended Diagnosis Overview Extended Diagnosis 147
Tools Overview Tools 156
Packet Monitor 157
IO Monitor 160
Process Image Monitor 161

Table 1: Descriptions Dialog Pages

DTM for Hilscher PROFINET IO-Controller Devices | Configuration of Hilscher Controller Devices
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1.1.2 Online Help
The PROFINET IO-Controller DTM contains an integrated online help

facility.

» To open the online help, click on Help or press F1.

1.1.3 List of Revisions

In- Date Version Chapter Revision
dex
1 15-10-22 1.000 All Created.
2 16-12-15 1.000 5.2, Sections Configuring Device Parameters, Controller Network Settings,
5.4, IP Address Table updated.
5.6, Section Isochronous Modules created.
5.8, Section Stations Timing updated.
5.11
3 17-02-24 1.100 1.4.1 Section Requirements Internet access added, Windows 8.1 and
(and Windwos 10 added.
1.0100)
4 18-02-16 1.100 Versioning information revised (title page and this section).
(and 251, Safety Message or warning added: Sections Power Disconnect while
1.0100) dowloading Firmware or Configuration, Safety Messages on Firmware
3.2, or Configuration Download, Firmware Download and Download
45,6.3 Configuration.
Safety communication in the document revised in general.
5 19-04-03 1.200 5.4, Section Controller Network Settings: Name coding added.
(and 6.2 Section ‘Network Scan’ and ‘Upload’ updated.
1.0200)
Table 2: List of Revisions

DTM for Hilscher PROFINET IO-Controller Devices | Configuration of Hilscher Controller Devices
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1.1.4 Conventions in this Manual

Notes, operation instructions and results of operation steps are marked as
follows:

Notes

Important: <important note you must follow to avoid malfunction>

Note: <general note>

<note, where to find further information>

®@HeQ

Operation Instructions

1. <instruction>

2. <instruction>
or

»  <instruction>

Results

R <result>

Note: The PROFINET 10 specification defines the designations
"Controller" instead of "Master" and "Device" instead of "Slave". In this
manual "Controller" and "Device" are used with the PROFINET 10 device
or the DTM. In connection with general questions about the Master or the
Slave functionality, the terms "Master" and "Slave" are used, as in the
network configuration on the Master bus line, the ,Stand-Alone-Slave*, the
Master diagnosis or the Master license.

Positions in Fiqures

The Positions @ @ @ ... or @ @ @ ... or @ , © ... refer to the

figure used in that section. If the numbers reference to a section outside the
current section then a cross reference to that section and figure is
indicated.

DTM for Hilscher PROFINET IO-Controller Devices | Configuration of Hilscher Controller Devices
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1.2 Legal Notes

Copyright
© Hilscher Gesellschaft fur Systemautomation mbH
All rights reserved.

The images, photographs and texts in the accompanying materials (in the
form of a user's manual, operator's manual, Statement of Work document
and all other document types, support texts, documentation, etc.) are
protected by German and international copyright and by international trade
and protective provisions. Without the prior written consent, you do not
have permission to duplicate them either in full or in part using technical or
mechanical methods (print, photocopy or any other method), to edit them
using electronic systems or to transfer them. You are not permitted to make
changes to copyright notices, markings, trademarks or ownership
declarations. lllustrations are provided without taking the patent situation
into account. Any company names and product designations provided in
this document may be brands or trademarks by the corresponding owner
and may be protected under trademark, brand or patent law. Any form of
further use shall require the express consent from the relevant owner of the
rights.

Important notes

Utmost care was/is given in the preparation of the documentation at hand
consisting of a user's manual, operating manual and any other document
type and accompanying texts. However, errors cannot be ruled out.
Therefore, we cannot assume any guarantee or legal responsibility for
erroneous information or liability of any kind. You are hereby made aware
that descriptions found in the user's manual, the accompanying texts and
the documentation neither represent a guarantee nor any indication on
proper use as stipulated in the agreement or a promised attribute. It cannot
be ruled out that the user's manual, the accompanying texts and the
documentation do not completely match the described attributes, standards
or any other data for the delivered product. A warranty or guarantee with
respect to the correctness or accuracy of the information is not assumed.

We reserve the right to modify our products and the specifications for such
as well as the corresponding documentation in the form of a user's manual,
operating manual and/or any other document types and accompanying
texts at any time and without notice without being required to notify of said
modification. Changes shall be taken into account in future manuals and do
not represent an obligation of any kind, in particular there shall be no right
to have delivered documents revised. The manual delivered with the
product shall apply.

Under no circumstances shall Hilscher Gesellschaft flir Systemautomation
mbH be liable for direct, indirect, ancillary or subsequent damage, or for
any loss of income, which may arise after use of the information contained
herein.

Liability disclaimer

The hardware and/or software was created and tested by Hilscher
Gesellschaft fur Systemautomation mbH with utmost care and is made
available as is. No warranty can be assumed for the performance or

DTM for Hilscher PROFINET IO-Controller Devices | Configuration of Hilscher Controller Devices
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flawlessness of the hardware and/or software under all application
conditions and scenarios and the work results achieved by the user when
using the hardware and/or software. Liability for any damage that may have
occurred as a result of using the hardware and/or software or the
corresponding documents shall be limited to an event involving willful intent
or a grossly negligent violation of a fundamental contractual obligation.
However, the right to assert damages due to a violation of a fundamental
contractual obligation shall be limited to contract-typical foreseeable
damage.

It is hereby expressly agreed upon in particular that any use or utilization of
the hardware and/or software in connection with

¢ Flight control systems in aviation and aerospace;

¢ Nuclear fusion processes in nuclear power plants;

¢ Medical devices used for life support and

¢ Vehicle control systems used in passenger transport

shall be excluded. Use of the hardware and/or software in any of the
following areas is strictly prohibited:

e For military purposes or in weaponry;

¢ For designing, engineering, maintaining or operating nuclear systems;

¢ In flight safety systems, aviation and flight telecommunications systems;
¢ In life-support systems;

¢ In systems in which any malfunction in the hardware and/or software
may result in physical injuries or fatalities.

You are hereby made aware that the hardware and/or software was not
created for use in hazardous environments, which require fail-safe control
mechanisms. Use of the hardware and/or software in this kind of
environment shall be at your own risk; any liability for damage or loss due
to impermissible use shall be excluded.

Warranty

Hilscher Gesellschaft fir Systemautomation mbH hereby guarantees that
the software shall run without errors in accordance with the requirements
listed in the specifications and that there were no defects on the date of
acceptance. The warranty period shall be 12 months commencing as of the
date of acceptance or purchase (with express declaration or implied, by
customer's conclusive behavior, e.g. putting into operation permanently).

The warranty obligation for equipment (hardware) we produce is 36
months, calculated as of the date of delivery ex works. The aforementioned
provisions shall not apply if longer warranty periods are mandatory by law
pursuant to Section 438 (1.2) BGB, Section 479 (1) BGB and Section 634a
(1) BGB [Burgerliches Gesetzbuch; German Civil Code] If, despite of all
due care taken, the delivered product should have a defect, which already
existed at the time of the transfer of risk, it shall be at our discretion to
either repair the product or to deliver a replacement product, subject to
timely notification of defect.

The warranty obligation shall not apply if the notification of defect is not
asserted promptly, if the purchaser or third party has tampered with the
products, if the defect is the result of natural wear, was caused by
unfavorable operating conditions or is due to violations against our

DTM for Hilscher PROFINET IO-Controller Devices | Configuration of Hilscher Controller Devices
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operating regulations or against rules of good electrical engineering
practice, or if our request to return the defective object is not promptly
complied with.

Costs of support, maintenance, customization and product care

Please be advised that any subsequent improvement shall only be free of
charge if a defect is found. Any form of technical support, maintenance and
customization is not a warranty service, but instead shall be charged extra.

Additional guarantees

Although the hardware and software was developed and tested in-depth
with greatest care, Hilscher Gesellschaft fir Systemautomation mbH shall
not assume any guarantee for the suitability thereof for any purpose that
was not confirmed in writing. No guarantee can be granted whereby the
hardware and software satisfies your requirements, or the use of the
hardware and/or software is uninterruptable or the hardware and/or
software is fault-free.

It cannot be guaranteed that patents and/or ownership privileges have not
been infringed upon or violated or that the products are free from third-party
influence. No additional guarantees or promises shall be made as to
whether the product is market current, free from deficiency in title, or can be
integrated or is usable for specific purposes, unless such guarantees or
promises are required under existing law and cannot be restricted.

Confidentiality

The customer hereby expressly acknowledges that this document contains
trade secrets, information protected by copyright and other patent and
ownership privileges as well as any related rights of Hilscher Gesellschaft
fir Systemautomation mbH. The customer agrees to treat as confidential all
of the information made available to customer by Hilscher Gesellschaft fur
Systemautomation mbH and rights, which were disclosed by Hilscher
Gesellschaft fir Systemautomation mbH and that were made accessible as
well as the terms and conditions of this agreement itself.

The parties hereby agree to one another that the information that each
party receives from the other party respectively is and shall remain the
intellectual property of said other party, unless provided for otherwise in a
contractual agreement.

The customer must not allow any third party to become knowledgeable of
this expertise and shall only provide knowledge thereof to authorized users
as appropriate and necessary. Companies associated with the customer
shall not be deemed third parties. The customer must obligate authorized
users to confidentiality. The customer should only use the confidential
information in connection with the performances specified in this
agreement.

The customer must not use this confidential information to his own
advantage or for his own purposes or rather to the advantage or for the
purpose of a third party, nor must it be used for commercial purposes and
this confidential information must only be used to the extent provided for in
this agreement or otherwise to the extent as expressly authorized by the
disclosing party in written form. The customer has the right, subject to the
obligation to confidentiality, to disclose the terms and conditions of this
agreement directly to his legal and financial consultants as would be
required for the customer's normal business operation.

DTM for Hilscher PROFINET IO-Controller Devices | Configuration of Hilscher Controller Devices
DOC1507040I05EN | Revision 5 | English | 2019-04 | Released | Public © Hilscher, 2015-2019



Introduction

12/194

Export provisions

The delivered product (including technical data) is subject to the legal
export and/or import laws as well as any associated regulations of various
countries, especially such laws applicable in Germany and in the United
States. The products / hardware / software must not be exported into such
countries for which export is prohibited under US American export control
laws and its supplementary provisions. You hereby agree to strictly follow
the regulations and to yourself be responsible for observing them. You are
hereby made aware that you may be required to obtain governmental
approval to export, reexport or import the product.

1.3 Registered Trademarks

Windows® XP, Windows® Vista, Windows® 7, Windows® 8, Windows® 8.1
and Windows® 10 are registered trademarks of Microsoft Corporation.

PROFINET® is a registered trademark of PROFIBUS & PROFINET
International (PI), Karlsruhe.

CODESYS® is a registered trademark of 3S-Smart Software Solutions
GmbH, Deutschland.

All other mentioned trademarks are property of their respective legal
owners.

1.4 About PROFINET IO-Controller DTM

You can use the PROFINET IO-Controller DTM to configure the PROFINET
IO-Controller device within a FDT Framework.

DTM for Hilscher PROFINET IO-Controller Devices | Configuration of Hilscher Controller Devices
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Requirements

System Requirements

e PC with 1 GHz processor or higher

e Windows® XP SP3,
Windows® Vista (32-Bit) SP2,
Windows® 7 (32-Bit and 64-Bit) SP1,
Windows® 8 (32-Bit and 64-Bit),
Windows® 8.1 (32-Bit and 64-Bit),
Windows® 10 (32-Bit and 64-Bit)

¢ Administrator privilege required for installation

e Internet Explorer 5.5 or higher

e RAM: min. 512 MByte, recommended 1024 MByte
e Graphic resolution: min. 1024 x 768 pixel

o Keyboard and Mouse

¢ Restriction: Touch screen is not supported.

Note: If the project file is used on a further PC,
= this PC must also comply with the above system requirements,

= the device description files of the devices used in the project must be
imported into the configuration software SYCON.net on the new PC,

= and the DTMs of the devices used in the project must also be installed
on that further PC.

Requirements PROFINET IO-Controller DTM

To configure the PROFINET 10-Controller device with the PROFINET 10-
Controller DTM the following requirements have to be accomplished:

e Completed hardware installation of a netX based DTM-compatible
PROFINET IO-Controller device, inclusive loaded firmware, license and
loaded cifX configuration file

e Installed FDT/DTM V 1.2 compliant frame application
¢ Loaded DTM in the Device Catalog of the FDT Framework

¢ Additional Requirement for the Topology Editor:
Microsoft .NET Framework 4.0

Note: If the PROFINET |O-Controller DTM and the PROFINET IO-
Controller device are installed on the same PC, the cifX Device Driver
must be installed on that PC, as you can connect the DTM to the device.

For more information to the hardware installation, please refer to the
corresponding User Manual of your device.

To get information on how to order and to download the license to the
device, please refer to section Licenses on page 128.
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1.5 Dialog Structure of the PROFINET 10-Controller DTM

The graphical user interface of the DTM is composed of different areas and
elements listed hereafter:

1.

AN A

A header area containing the General Device Information,
The Navigation Area (area on the left side),

The Dialog Pane (main area on the right side),

OK, Cancel, Apply, Help,

The Status Line containing information e. g. the online-state of the
DTM.

General Device Information

Navi
gation
Area

Dialog Pane

OK Cancel Apply Help

Status Line

Figure 1: Dialog Structure of the PROFINET 10-Controller DTM
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151 General Device Information

Parameter

Meaning

10 Device

Name of the device

Vendor

Vendor name of the device

Device ID

Identification number of the device

Vendor ID

Identification number of the vendor

Table 3: General Device Information

1.5.2 Navigation Area

The Navigation Area contains folders and subfolders to open the dialog

panes of the DTM.

Navigation Area

Settings
= Driver
Device Assignment
Firmware Download
Licensing
Configuration

Figure 2: Navigation Area

B

» Select the required folder and subfolder.

2 The corresponding Dialog pane is displayed.

Hide / display Navigation

E Hiding the navigation area (above right side).

E Show navigation area

Opening the navigation area (below left side).
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153 Dialog Panes
At the dialog pane the Settings, Configuration, Diagnosis/Extended
Diagnosis or the Tools panes are opened via the corresponding folder in
the navigation area.
Settings
Driver To establish a connection from the PROFINET 10-Controller DTM to the PROFINET IO-

Controller device, on the pane Driver you can verify if the default driver is checked and
respectively check another driver or multiple drivers. For further information, refer to section
Driver on page 32.

Device Assignment

On the Device Assignment pane you select the device and assign the device to the driver.
For further information, refer to section Device Assignment on page 41.

Firmware Download

The dialog on the Firmware Download pane is used to load a new firmware into the device. A
detailed description can be found in section Firmware Download on page 47.

Licensing

Using the license dialog, you can order licenses for Master protocols or Utilities and download
them to your device. A detailed description can be found in section Licenses on page128.

Ethernet Devices

The dialog on the Ethernet Devices pane is used to adjust the device name (=Name of
Station) or the IP address at Ethernet-capable devices or to use existing values therefore.
A detailed description can be found in section Ethernet Devices on page 55.

Configuration

Controller Network
Settings

The Controller Network Settings pane displays general PROFINET IO-Controller
information. Here you must set the name of station and the IP settings for the PROFINET IO-
Controller. For further information, refer to section Controller Network Settings on page 76.

Device Table

The Device Table displays the list of all configured PROFINET IO-Device devices. Here you
must set the network name for the PROFINET 10-Device station. For further information, refer
to section Device Table on page 79.

IP Address Table

The IP Address Table pane displays communication data of the devices associated with the
PROFINET IO-Controller. Here you must make the IP settings for the PROFINET |I0-Device
station. For further information, refer to section IP Address Table on page 81.

Process Data

The Process Data pane serves for the PROFINET 10-Controller DTM as an external process
data interface. For further information, refer to section Process Data on page 83.

Isochronous
Modules

The Isochronous Modules pane displays IRT capable (isochronous) devices or modules, or
isochronously supported submodules, which provide the isochronous mode. For further
information, refer to section Isochronous Modules on page 84

Address Table

The Address Table pane shows a list of all dpram addresses used in the process data image.
Here you must set the address. For further information, refer to section Address Table on
page 87.

FSU/Port Settings

On the FSU/Port Settings pane you set in the PROFINET IO-Controller device, wether a
PROFINET IO-Device must use a fast start up (FSU) connection to establish the the cyclic
data exchange. For further information, refer to section FSU/Port-Settings on page 91.

Stations Timing

On the Stations Timing pane you can select or set the station global and the Sync domain
settings. For further information, refer to section Stations Timing on page 93.

Controller Settings

At the Controller Settings pane device related settings can be made. For further information,
refer to section Controller Settings on page 106 .

Diagnosis

Diagnosis/
Extended Diagnosis

At the Diagnosis panes information can be read for troubleshooting. For further information,
refer to section Overview Diagnosis on page 141 or section Overview Extended Diagnosis on
page 147.

Tools
Packet Monitor/ Under Tools the Packet Monitor and the 10 Monitor are provided for test and diagnosis
10 Monitor/ purposes. For further information, refer to section Packet Monitor on page 157, section 10
Process Image Monitor on page 160 or section Process Image Monitor on page 161.

Monitor

Table 4: Overview Dialog Panes
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_) Note: Accessing the Diagnosis panes of the PROFINET 10-Controller
DTM requires an online connection from the PROFINET 10-Controller
DTM to the PROFINET IO-Controller device.

, For further information, refer to section Connecting/Disconnecting Device
) on page 109.

1.5.4 OK, Cancel, Apply and Help

OK, Cancel, Apply and Help you can use as described hereafter.

Meaning

OK To confirm your latest settings, click OK. All changed values will be applied on the frame application
database.
The dialog then closes.

Cancel To cancel your latest changes, click Cancel.

Answer to the safety query Configuration data has been changed. Do you want to save the data?
by Yes, No or Cancel.

Yes: The changes are saved or the changed values are applied on the frame application database.
The dialog then closes.

No: The changes are not saved or the changed values are not applied on the frame application
database.
The dialog then closes.

Cancel: Back to the DTM.

Apply To confirm your latest settings, click Apply. All changed values will be applied on the frame application
database.
The dialog remains opened.

Help To open the DTM online help, click Help.
Table 5: OK, Cancel, Apply and Help

155 Table Lines

In the DTM dialog pane table lines can be selected, inserted or deleted.

Meaning

4 To select the first line of a table use First Line.

To select the previous line of a table use Previous Line.

To select the next line of a table use Next Line.

b To select the last line of a table use Last Line.

Create a new Line inserts new lines into the table.

Delete selected Line deletes the selected line from the table.

FEFFE

Table 6: Selecting, inserting, deleting Table Line
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1.5.6 Status Bar

The Status Bar displays information about the current state of the DTM.
The current activity, e.g. download, is signaled graphically via icons in the

status bar.
<[ Disconnected [ Data Set
1 2 34566
Figure 3: Status Bar — Status Fields 1 to 6
Status | Icon/Meaning
Field
1 DTM Connection States
ﬂf Connected: Icon closed = Device is online
K]0~ | Disconnected: Icon opened = Device is offline
2 Data Source States
G Data set: The displayed data are read out from the instance data set
(database).
_[j_ Device: The displayed data are read out from the device.
3 States of the instance Date Set
/ Valid Modified: Parameter is changed (not equal to data source).
4 Changes directly made on the Device
'@ Load/configure diagnosis parameters: Diagnosis is activated.
6 Device Diagnosis Status
] Save operation succeeded: The save operation has been successful.
Further messages due to successful handling of device data.
{D Firmware Download: Firmware Download is running
@ Save operation failed: The save operation has failed.
Further fail operation messages due to incorrect communication due to
malfunction in the field device or its peripherals.

Table 7: Status Bar Icons [1]

Offline State

Save operation
succeeded

Firmware Download

Firmware Download
successful

Online State and
Diagnosis

2)l= Disconnected () Data Set

=l[= Disconnected O Data Set f sl |52ve operation succeeded
= Discannected [ Data Set (1 Firmware Dawnload

<)l= Disconnected [ Data Set |seall

ﬂ&: Connected i Cevice L

Figure 4: Status Bar Display Examples
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2 Safety

2.1 General Note

The documentation in the form of a user manual, an operating instruction
manual or other manual types, as well as the accompanying texts have
been created for the use of the products by educated personnel. When
using the products, all Safety Messages, Integrated Safety Messages,
Property Damage Messages and all valid legal regulations must be obeyed.
Technical knowledge is presumed. The user has to assure that all legal
regulations are obeyed.

2.2 Intended Use

The PROFINET 10-Controller DTM serves for configuration and diagnosis
of PROFINET IO-Controller devices.

2.3 Personnel Qualification

Personnel responsible for the application of the network system shall be
aware of the system behavior and shall be trained in using the system.

2.4 Safety Instructions

To ensure your own personal safety and to avoid personal injury, you
necessarily must read, understand, and comply with the safety instructions
and safety messages in this manual before you install and operate your
system.

For cases if both, personal injury as well as property damage (damage of
equipment or device) may occur together, you find the safety instructions in
this section.
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24.1 Communication Stop during Firmware or Configuration

Download

If you want to perform either a firmware update (as a download) or a
configuration download, both via the PROFINET IO-Controller DTM, be
aware of the following:

Together with the firmware download, an automated reset to the device
is performed that will interrupt all network communication and all
established connections will drop.

If you download the configuration during bus operation, the
communication between master and slaves is stopped.

Possible faulty System Operation

>

>

An unpredictable and unexpected behavior of machines and plant
components may cause personal injury and property damage.

Stop the application program, before starting the firmware update or
before downloading the configuration.

Make sure that your equipment operates under conditions that prevent
personal injury or property damage. All network devices should be
placed in a fail-safe mode, before starting the firmware update or before
downloading a configuration.

Loss of Device Parameters, Overwriting of Firmware

>

>

Both the firmware download and the configuration download erase the
configuration data base. The firmware download overwrites the existing
firmware in the network device.

To complete the firmware update and to make the device operable
again, re-load the configuration after the firmware update has been
finished.

Device parameters that have been saved volatile, e. g. as the
temporarily set IP address parameters, are getting lost during the reset.

In order to prevent loss of configuration data, make sure that your
project configuration data are saved non-volatile, before you initiate a
firmware update or download the configuration.

2.4.2 Mismatching System Configuration

Mismatching system configuration loaded into the device could result in
faulty data mapping in the application program and thus unexpected
equipment operation may cause personal injury or damage of equipment.

>

In the device use only a configuration suitable for the system.
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2.5 Property Damage

251

2.5.2

To avoid property damage and damage to your system or to your
equipment, you necessarily must read, understand, and comply with the
safety instructions and safety messages in this manual before you
configure your system.

Power Disconnect while dowloading Firmware or Configuration

If during the process of downloading a firmware or configuration
¢ the power supply to a PC with the software application is interrupted,

e or the power supply to the PROFINET IO-Controller device is
interrupted,

e or areset to the device is performed,
this may lead to the following consequences:

Loss of Device Parameters, Firmware Corruption

¢ The firmware download or the configuration download will be interrupted
and remains incomplete.

e The firmware or the configuration database will be corrupted and device
parameters will be lost.

¢ Device damage may occur as the device cannot be rebooted.

Whether these consequences occur depends on when the power
disconnect occurs during the download.

» During configuration download process, do not interrupt the power
supply to the PC, or to the device and do not perform a reset!

Otherwise you might be forced to return your device for repair.

Power Drop during Write and Delete Accesses in the File System

The FAT file system in the netX firmware is subject to certain limitations in
its operation. Write and delete accesses in the file system (firmware
update, configuration download etc.) can destroy the FAT (File Allocation
Table) if the accesses cannot be completed if the power drops. Without a
proper FAT, a firmware may not be found and cannot be started.

Make sure that the power supply to the device is not interrupted during
write and delete accesses in the file system (firmware update, configuration
download, etc.).

Invalid Firmware

Loading invalid firmware files could render your device unusable.
» Only download firmware files to the device that are valid for this device.

Otherwise you might be forced to return your device for repair.
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2.6 Labeling of Safety Messages

e The Section Safety Messages at the beginning of a chapter are
pinpointed particularly and highlighted by a signal word according to the
degree of endangerment. The type of danger is specified by the safety
message text

e The Integrated Safety Messages within an instruction description are
highlighted with a signal word according to the degree of endangerment.
The kind of danger is specified exactly by the safety message text.

Signal Word Meaning (International) Meaning (USA)

Indicates a direct hazard with high risk, which Indicates a hazardous situation which if not
will have a consequence of death or grievous avoided, will result in death or serious injury.
bodily harm if it is not avoided.

Indicates a possible hazard with medium risk, Indicates a hazardous situation which if not
which will have a consequence of death or avoided, could result in death or serious injury.
(grievous) bodily harm if it is not avoided.

Indicates a minor hazard with medium risk, Indicates a hazardous situation which if not
which could have a consequence of minor or avoided, may result in minor or moderate injury.
moderate bodily harm if it is not avoided.

NOTICE Indicates a property damage message. Indicates a property damage message.

Table 8: Signal Words

Note: The ANSI Z535.6 standard specifies in section 4.8: "Messages
about hazards that could result in both, physical injury and property
damage are considered safety messages, not property damage
messages." Thus depending of the type of danger and its consequences,
warning messages marked by a signal word DANGER, WARNING or
CAUTION may include both, messages on physical injury and property
damage.

In this document all Safety Instructions and Safety Messages are designed
according both to the international used safety conventions as well as to
the ANSI Z535.6 standard, refer to safety reference [S1].

In this document the signal words ‘WARNING’, ‘CAUTION' and ‘NOTICE’' are used
according to ANSI z535.6 standard. The meaning given in ISO/IEC 26514 [S4] section
‘11.11 Contents of warnings and cautions’ is not relevant in this manual.

2.7 References Safety

[S1] ANSI Z535.6-2011 American National Standard for Product Safety Information in
Product Manuals, Instructions, and Other Collateral Materials

[S4] 26514-2010 - IEEE Standard for Adoption of ISO/IEC 26514:2008 Systems and
Software Engineering--Requirements for Designers and Developers of User
Documentation
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3 Getting st

arted

3.1 Configuration Steps

The following overview provides to you the step sequence on how to
configure a netX based PROFINET IO-Controller device with PROFINET
IO-Controller DTM as it is typical for many cases. At this time it is
presupposed that the hardware installation was done.

The overview lists all the steps in a compressed form. For detailed
descriptions of each step refer to the sections noted in the column For
detailed information see section.

# Step

Short Description For detailed information Page
see section

1 Add PROFINET IO-
Device in the Device
Catalog

Add the Device in the Device Catalog by -

importing the device description file to the (See Operating Instruction
Device Catalog. Manual netDevice and
Depending of the FDT Container. netProject)

For netDevice:
- Network > Import Device Descriptions.

2 Load device catalog

Depending of the FDT Container: -

For netDevice: (See Operating Instruction
- select Network > Device Catalog, Manual netDevice and
- select Reload Catalog. netProject)

3 Create new project / Depending of the frame application. (See Operating Instruction | -
Open existing For the configuration software: Manual of the Frame
project - select File > New or File > Open. Application)

4 Insert Controller or Depending of the FDT Container: -
Device into For netDevice: (See Operating Instruction
configuration Important! In order to select the de- MatrFlua.I nt;)tDewce and

sired device in the device catalog, note netProject)

the details about the DTM and the de-
vice at the bottom of the window. When
sorting by Fieldbus multiple devices
with identical names by different
vendors can be displayed.

- in the Device Catalog click to the Controller,

- and insert the device via drag and drop

to the line in the network view,

- in the Device Catalog click to the Device, *

- and insert the device via drag and drop

to the Controller bus line in the network view.*

(*This step won'’t be necessary if the network
structure is scanned automatically.
See step 19.)

5 Open the Controller
DTM configuration
dialog

Open the Controller DTM configuration dialog. - -
- Double click to the device icon of the
Controller.

- The Controller DTM configuration dialog is
displayed.
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6 Verify or adapt In the Master DTM configuration dialog: Settings for Driver and 30
Driver Settings - select Settings > Driver. Device Assignment
Note! For PC cards cifX the cifX gn.d 32
'+ Device Driver is preset as a default river

driver. For all the other Hilscher
devices the netX Driver is preset as a
default driver.

e Use the cifX Device Driver if the
PROFINET IO-Controller DTM is
installed on the same PC as the
PROFINET IO-Controller device.

e Use the netX Driver to establish a
USB, Serial (RS$232) or TCP/IP
connection from the PROFINET IO-
Controller DTM to the PROFINET
10-Controller device.

e The 3SGateway Driver for netX
(V3.x) is used only in relationship
with CODESYS.

To search for devices you can check
one or multiple drivers simultaneously.

- Verify that the default driver is checked.
- If necessary, check another driver or multiple
drivers.

7 Configure Driver If you use the netX Driver, you respectively
must configure it. Configuring netX Driver 35

For netX Driver and communication via
TCP/IP set the IP address of the device:

- Select Settings > Driver > netX Driver > TCP
Connection.

-Via[El add an IP range.

- Under IP Address enter the IP Address of the
device or an IP range.

- Click Save.

Adjust the driver parameters netX Driver
USB/RS232 only if they differ from the default

settings.
a Note!
e The cifX Device Driver requires no
configuration.
e The configuration of the 3SGateway
Driver for netX (V3.x) is carried out
via the CODESYS surface.
8 Assign Controller Assign the device to this driver. Selecting the Device (with 44
device (with or In the Controller DTM configuration dialog: or without firmware)
without firmware) - select Settings > Device Assignment,
- select a Controller device (with or without
firmware),
- therefore check the appropriate checkbox,
- select Apply.
9 Select and download | If not yet a firmware was loaded to the device: Safety Messages on 28
firmware - Adhere to the necessary safety precautions to Elrmvvlaredor Configuration
prevent personnel injury and property damage. ownioa
In the Controller DTM configuration dialog: .
'guret! 1a0g Firmware Download 47

- select Settings > Firmware Download,
- select Browse..,

- select a firmware file,

- select Open,

- select Download and Yes.
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10

Assign Controller

device once more
(with firmware and
system chanal)

For repeated
download this step is
omitted.

In the Controller DTM configuration dialog:

- select Settings > Device Assignment,

- select Scan,

- select the Controller device (with loaded and
defined system channel),

- therefore check the appropriate checkbox,

- select Apply,

- close the Controller DTM configuration dialog
via OK.

Selecting the Device once
more (with Firmware)

45

11

Configuring Ethernet
Device*

In the Controller DTM configuration dialog:

- select Settings > Ethernet Devices,

- click Devices Online > Search devices,

- under Devices Online click the line for the
device to be configured.

- Respectively check Use Configuration of and
select a device, the configuration of which shall
be used.

- Set the device name (=Name of Station) newly
or overtake it,

- click Set Name,

- set the IP address, subnet mask and gateway
address newly or overtake them,

- click Set Address,

- click Search devices once more to display the
newly adjusted current values,

- close the Controller DTM configuration dialog
via OK.

Ethernet Devices

55

12

Configure Device*

(*This step won't be
necessary if the
network structure is
scanned
automatically.

See step 19.)

Configure the Device.

In the DTM device configuration dialog:

- select Configuration > Modules,

- configure the PROFINET 10-Device modules,
- select Configuration > Device Settings,

- set the Device Settings.

- Close the DTM device configuration dialog via
OK.

(See Operating Instruction
Manual DTM for
PROFINET IO-Devices)

13

Configure Controller
device

For Device device:
Set Name of Station
and

IP settings.

Configure the Controller device.

- Double click to the device icon of the
Controller.

In the Controller DTM configuration dialog:

- select Configuration > Controller Network
Settings,

- set the name of station for the Controller,

- make the IP settings for the Controller,

- possibly make further settings if required.

- select Configuration > Device Table,

- select the PROFINET IO-Device required,

- Enter the name of station of the PROFINET
I0-Device station,

- select Configuration > IP Address Table,

- Enter the IP settings of the PROFINET IO-
Device station.

- select Configuration > Process data,

- set symbolic names for the configured
modules or signals.

- select Configuration > Isochronous
Modules,

- enable isochronous mode and set parameters
for this mode.

- select Configuration > Address Table,

- activate or deactivate auto addressing,

- for manual addressing: enter the addresses,
- select Configuration > FSU/Port-Settings,
chose the FSU-Port settings. Therefore check
FSU for the appropriate device(s) and for each
port set the MAU-Type.

Configuring Device
Parameters

Controller Network
Settings

Device Table

IP Address Table

Process Data

Isochronous Modules

Address Table

FSU/Port-Settings

71

76

79

81

83

84

87

91
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- select Configuration > Stations Timing,

- select the appropriate station,

- make the station global and the Sync domaine
settings for the PROFINET I0-Device stations,

Stations Timing

93

- select Configuration > Controller Settings, Controller Settings 106
- set the Controller Settings (including the
Port Settings for the Controller device and
IOPS interface configuration).
- close the Controller DTM config. dialog via
OK.
14 | Configure topology Settings in the topology editor to make: (See Operating Instruction | -
- Connect the devices. Manual Toplogy Editor)
- Configure the properties for devices and ports.
15 | Save project Depending of the frame application. (See Operating Instruction | -
For the configuration software: Manual of the Frame
- select File > Save. Application)
16 | Connect Controller Depending of the FDT Container. Connecting/Disconnecting 109
device For netDevice: Device
- right click to the device icon of the Controller,
- select Connect.
17 | Licensing How to order licenses later and how to transfer Licenses 128
them to the device.
18 | Download - Adhere to the necessary safety precautions to Safety Messages on
Configuration prevent personnel injury and property damage. Firmware or Configuration 28
Depending of the FDT Container. Download
For netDevice:
- right click to the device icon of the Controller,
- select Download. Download Configuration 125
19 | Network Scan/ As an alternative to manually configure the ‘Network Scan’ and 111

Upload

Device, you can automatically scan the network
structure by using the context menu Network
Scan. Then confirm the query whether the
module configuration of the Device shall be
generated and download the configuration to
the Controller device.

Important: For the generation of the module
configuration, you first must manually assign the
IP settings to the Device in the PROFINET IO
Controller DTM.

Proceed the steps as follows:
1. Start the Network Scan function.

2. Make the settings in the Scan Response
dialog of the Master DTM.

3. Click Create devices.

4. Assingn the IP address of the Device in the
Controller DTM manually

5. Download of the configuration to the
Controller device (Download).

6. Upload of the Device configuration and
genere the module configuration.

7. Download the Device configuration to the
Controller device (Download).

‘Upload’
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20 | Diagnosis Depending of the FDT Container. Overview Diagnosis 141
For netDevice:

- right click to the device icon of the Controller,
- select Diagnosis.

- The Controller DTM diagnosis dialog is
displayed.

(1) Check whether the communication is OK:
Diagnosis > General Diagnosis > Device
status "Communication" must be green!

(2) "Communication" is green: Open thel 10
Monitor and test the input or output data.

(3) "Communication" is not green: Use
Diagnosis and Extended diagnosis for
troubleshooting.

- close the Controller DTM diagnosis dialog via
OK.

21 | 10 Monitor Depending of the FDT Container: 10 Monitor 160
For netDevice:

- right click to the device icon of the Controller,
- select Diagnosis,

- select Tools > 10 Monitor.

- Check the input or output data,

- close the 10 Monitor dialog via OK.

22 | Disconnect Depending of the FDT Container. Connecting/Disconnecting | 109
For netDevice: Device
- right click to the device icon of the Controller,
- select Disconnect.

Table 9: Getting started - Configuration Steps
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3.2 Safety Messages on Firmware or Configuration Download

If you perform a firmware download or a configuration download via the
PROFINET IO-Controller DTM be aware of the following:

| A WARNING |

Communication Stop caused by Firmware or Configuration Download
Initiating a firmware or configuration dowload process during bus operation
will stop the communication and a subsequent plant stop may cause
unpredictable and unexpected behavior of machines and plant
components, possibly resulting in personal injury and damage to your
equipment.

The firmware download overwrites the existing firmware. The
communication stop may cause loss of device parameters and possible
device damage may occur.

» Stop the application program, before you start the firmware or
configuration dowload.

» Make sure that all network devices are placed in a fail-safe condition.

| & WARNING |

Mismatching System Configuration

Mismatching system configuration loaded into the device could result in
faulty data mapping in the application program and thus unexpected
equipment operation may cause personal injury or damage of equipment.

» In the device use only a configuration suitable for the system.

NOTICE

Power Disconnect while dowloading Firmware or Configuration

If the power supply to the PC or device is interrupted while the firmware or
configuration is being downloaded, the download will be aborted, the
firmware may be corrupted, the device parameters may be lost, and the
device may be damaged.

» During firmware or configuration download process do not interrupt the
power supply to the PC, or to the device and do not perform a reset to
the device!

NOTICE

Invalid Firmware
Loading invalid firmware files could render your device unusable.

» Only proceed with a firmware version valid for your device.
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4 Settings
4.1 Overview Settings

Settings Dialog Panes

The table below gives an overview for the individual Settings dialog panes
descriptions:

PROFINET IO-Controller | Folder Name / Subsection Manual
DTM Section Page
M avigation Area = Driver 32
23] Settings Verify or adapt Driver Settings 32

{4 Driver cifX Device Driver 34
nek Driver -
Dervice Assignrent netX Driver 34
Firrware Download Configuring netX Driver 35
Licensing Device Assignment 41
Navigation Area — Scanning for Devices 41
Settings (Example) S - Tor all Dovi : — ] 23
- . canning for all Devices or for suitable on
Additional drivers can be 9 y
displayed. Selecting the Device (with or without firmware) 44
Selecting the Device once more (with Firmware) |45
Firmware Download 47
Licenses 128

Table 10: Descriptions of the Dialog Panes Settings

_) Note: To edit the Settings dialog panes you need User Rights for
“Maintenance”.

Notice the descriptions in the section Settings for Driver and Device
Assignment on page 30.

To access to the online help with the descriptions of the drivers:
» Select Settings > Driver > [Name of the assigned driver].
» Press the F1 key.

DTM for Hilscher PROFINET IO-Controller Devices | Configuration of Hilscher Controller Devices
DOC1507040I05EN | Revision 5 | English | 2019-04 | Released | Public © Hilscher, 2015-2019



Settings

30/194

4.2 Settings for Driver and Device Assignment

The following steps are needed to establish a connection from the
PROFINET 10-Controller DTM to the PROFINET IO-Controller device:

Verifying or adapting Driver Settings

Verify the Driver Settings and adapt them if necessary.

1. Open the DTM configuration dialog.

> In the FDT container netDevice double click to the PROFINET IO-
Controller device icon.

2. Verify that the default driver is checked and respectively check another
or multiple drivers.

» Select Settings > Driver.

Note! For PC cards cifX the cifX Device Driver is preset as a default
driver. For all the other Hilscher devices the netX Driver is preset as a
default driver.

= Use the cifX Device Driver if the PROFINET IO-Controller DTM is
installed on the same PC as the PROFINET |IO-Controller device.

= Use the netX Driver to establish an USB, Serial (RS232) or TCP/IP
connection from the PROFINET 10-Controller DTM to the PROFINET
|O-Controller device.

= The 3SGateway Driver for netX (V3.x) is used only in relationship with
CODESYS.

To search for devices on the network you can check one or multiple
drivers simultaneously.

» Verify that the default driver for your device is checked.

» If necessary, check another driver or multiple drivers.

Confiquring Driver

Note!

= The cifX Device Driver requires no configuration.
= The configuration of the 3SGateway Driver for netX (V3.x) is carried
out via the CODESYS surface.

If you use the netX Driver, you respectively must configure it.
3. Configure the netX Driver if necessary.

For the driver netXDriver an individual driver dialog window can be opened
where you can configure the driver.

» Select Settings > Driver > netX Driver.

> For netX Driver and communication via TCP/IP set the IP address of
the device.

Adjust the driver parameters netX Driver USB/RS232 only if they differ
from the default settings.

Assigning the Controller device to the DTM
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Scan for and select the devices (with or without firmware).
Select Settings > Device Assignment.
Under Device selection select suitable only or all and then Scan.

In the table check the required devices.

v V Vv VvV &

Select Apply.

Selecting and downloading the Firmware

o

If not yet a firmware was loaded to the device, select and download the
firmware.

Select Settings > Firmware Download.
Select and download the firmware via Download.
Select Apply.

© VvV V V

Scan for and select the devices (with firmware and defined system
channel) once more.

For repeated download this step is omitted.
Select Settings > Device Assignment.
Select Scan.

In the table check the required device.

NV VvV Vv

Close the DTM configuration dialog via OK.

Connecting the Device

8. In netDevice put a right-click on the PROFINET IO-Controller device
icon.

9. Select the Connect command from the context menu.

2 In the network view the device description at the device icon of the
Controller is displayed with a green colored background. The
PROFINET IO-Controller device now is connected to the PROFINET
|O-Controller DTM via an online connection.

Further Information

~ For descriptions about these steps refer to the sections following here-
after.
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4.3 Driver

The Driver dialog pane displays the drivers to be used for a PROFINET 10-
Controller DTM to establish a device communication connection.

Note! A default driver is set in the configuration software.

Driver
| Driver Version | 1D
CIF¥ Device Driver 1.101.1.9801 {368BEC5B-0E92-4C0E-B4AS-54F 6 2AETAAFA}
[0  3sGateway Driver for nety (V3.x) 0.9.1.2 {787CD3A3-4CF6-4259-3E4D-109B6ABBEAS 1}
[0 netx Oriver 1,103,2,5183 {B54CaCCTF333-4135-6405-6E 1 2FCEBEES 2}
Figure 5: Default Driver ,cifX Device Driver’ for PC cards cifX
Parameter Meaning
Driver Name of the driver (for more details see descriptions hereafter)
Version ODMV3 Version of the respective driver
ID ID of the driver (driver identification)

Table 11: Driver Selection List Parameters

To establish a connection from the PROFINET |O-Controller DTM to the
PROFINET IO-Controller device, verify if the default driver is checked and
respectively check another driver or multiple drivers.

4.3.1 Verify or adapt Driver Settings

Proceed as follows:
1. Select Settings > Driver in the navigation area.

2 The Driver dialog pane is displayed with the available drivers and the
setting for the default driver.

Driver
| Driver | Version | 1D
CIFX Device Driver 1.101.1.9801 {368BEC5B-0ES2-4C0E-B4AS-04F6 2AETAAFA}
O 35Gateway Driver for nety (v3.x) 0.9.1.2 {787CD3A9-4CF5-4259-8E4D-109B6A5BEAT 1}
O netk Driver 1,103.2.5183 {B54C8CCTF333-9135-6405-6E12FC33EEG 2}

Figure 6: Default Driver ,cifX Device Driver’ for PC cards cifX (example)

Driver
| Driver Version | 1D
I:I CIFX Device Driver 1.101.1.9801 {368BECSB-0ES 2-4C0E-B4A-64F 5 2AETAAFA}
D 35Gateway Driver for net¥ (V3.x) 0.9.1.2 {787C03A9-4CF6-4259-5E4D- 109B6ACBEAD 1}
netX Driver 1.103.2.5183 {B54CaCCTF333-4135-8405-6E 1 2FCBBEEA 2}

Figure 7: Default Driver ,netX Driver for Hilscher devices except for PC cards cifX (example)

2. Verify that the default driver is checked.

» Verify that the default driver for your device is checked.
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Default Driver (Pre-settings in the Configuration Software): For PC cards
cifX the cifX Device Driver is preset as a default driver. For all the other
Hilscher devices the netX Driver is preset as a default driver.

3. Respectively check another driver.

Note! The driver used for the connection from the PROFINET IO-
Controller DTM to the PROFINET 10O-Controller device must be supported
by the device and must be available for the device.

e Use the cifX Device Driver if the PROFINET IO-Controller DTM is
installed on the same PC as the PROFINET IO-Controller device.

o Use the netX Driver to establish a USB, Serial (RS232) or TCP/IP
connection from the PROFINET |O-Controller DTM to the PROFINET
|O-Controller device.

e The 3SGateway Driver for netX (V3.x) is used only in relationship with
CODESYS. The version V3.x refers to the driver version defined by 3S-
Smart Software Solutions GmbH.

» Check the checkbox for the driver in the selection list.

4. Respectively check multiple drivers.

To search for devices on the network you can check multiple drivers
simultaneously.

Driver

| Driver

| Version | 1D

CIFX Device Driver
[0  3scateway Driver for nets {v3.x) 0.9.1.2 {737CD3A9-4CF6-4259-8E4D-109B6AEBEAS 1}
nety Driver

1.101.1.9801 {368BECSB-0E92-4C0E-B4AT-04F6 2AETAAFA}
1,103.2.5183 {B54CACCTF333-4135-3405-6E12FC38EER 2}

Figure 8: Manual Selection of multiple drivers (Example)
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4.3.2 cifX Device Driver

In the PROFINET 1O Controller DTM for the cifX Device Driver no driver
dialog pane is available, since for the cifX Device Driver no driver settings
are required.

The cifX Device Driver will be used if the PROFINET IO Controller DTM is
installed in the same PC as the PROFINET IO Controller device.

Note: To establish a connection from a DTM to a Controller device via the
cifX Device Driver, the cifX Device Driver must be installed and the
driver must have access to the Controller device.

4.3.3 netX Driver

The netX Driver is used to connect the DTM to the device via different
connection types. The DTM communicates with the device via an USB
connection, a serial (RS232) connection or a TCP/IP connection. The netX
Driver establishes

¢ via the USB interface of the device and the USB port of the PC an USB
connection to the device,

e via the RS232 interface of the device and the COM port of the PC a
serial connection (RS232) to the device

e and via Ethernet a TCP/IP connection to the device.

To connect the DTM to the physical layer of the device the netX Driver
software works in combination with the software components:

e “USB/COM connector” for the USB connection and for the serial
connection (RS232) and

e “TCP/IP connector” for the Ethernet connection.
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4.3.4 Configuring netX Driver

The following steps are required to configure the netX Driver:

USB/RS232 Connection

To set the driver parameters for an USB/RS232 connection note:

Note: Adjust the driver parameters netX Driver USB/RS232 only if they
differ from the default settings. After saving the changed driver
parameters, these parameters are used for the device assignment when
scanning devices.

For setting the driver parameters for an USB connection or a serial
connection:

1. Select Settings > Driver > netX Driver > USB/RS232 Connection.
» Set the driver netX Driver USB/RS232 parameters.

TCP/IP Connection

For setting the driver parameters for a TCP/IP connection:

1. Select Settings > Driver > netX Driver > TCP Connection.
Set IP Address of the device:

2
» Add an IP Range via Select IP Range D
3

Under IP Range Configuration > IP Address enter the IP Address of
the device (Use IP Range is unchecked).

Set IP Range:
Check Use IP Range.

» Under IP Range Configuration > IP Address enter the start address
(left side) and the ending address of the IP scanning range (right side).

5. Click Save, to save the IP address or the IP range.

R After saving the changed driver parameters, these parameters are used
for the device assignment when scanning devices.
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4.3.5 netX Driver - USB/RS232 Connection

The communication from the DTM to the device via an USB/RS232
Connection is used when the DTM is installed on a PC and between the
PC and the device

e an USB connection

e or a serial connection (RS232) exists.

The DTM accesses the device via the USB interface or via the RS232
interface. This requires either to connect an USB port of the PC to the USB
interface of the device using an USB cable or to connect a physical COM
port of the PC to the RS232 interface of the device via a serial cable.

The netX Driver / USB/RS232 Connection supports all physical and
virtual COM ports available on the PC.

Via the RS232 interface or USB interface, the device is configured or
diagnosis is performed.

4351 Driver Parameters for netX Driver - USB/RS232 Connection

The settings of the driver parameters for the USB/RS232 connection are
made via the netX Driver / USB/RS232 Connection configuration dialog.

» Open the USB/RS232 Connection dialog via navigation area Settings
> Driver > netX Driver.

 The USB/RS232 Connection dialog is displayed:

USE/RS232 Connection | TCP Connection |

[v Enable USE/RS23Z Connector (Restart of QDM required)

Select Part:

Port Configuration
[ Disable Port

Baud Rate:

Skop Bits:

Send Timeaouk; | 1000
Reset Tireout: | 10000

[COM1 |

11152 kBitfs | Byte Size: | Byte |

|1 Stopbit | Parity: Mo Parity |

ms keep Alive Timeauk: | 2000 i‘ ms

ms

4|k

4|k

Restore Save | Save Al |

Figure 9: netX Driver > USB/RS232 Connection

DTM for Hilscher PROFINET IO-Controller Devices | Configuration of Hilscher Controller Devices
DOC1507040I05EN | Revision 5 | English | 2019-04 | Released | Public © Hilscher, 2015-2019



Settings

37/194

Parameter

Meaning

Range of Value /
Default Value

Enable USB/RS232
Connector (Restart of
ODM required)

checked: The netX Driver can communicate via the
USB/RS232 interface.

unchecked: The netX Driver can not communicate via the
USB/RS232 interface.

If the check mark for Enable USB/RS232 Connector is set
or removed, then the ODM server must be restarted?, to
make the new setting valid.

1 Restart the ODM server via the ODMV3 Tray Application:

-In the foot line click on m using the right mouse key.
- In the context menu select Service > Start.

checked,
unchecked;
Default:
unchecked

Select Port

Depending on the COM ports (interfaces) available on the
PC, they will be listed under Select Port.

COM1to COMN

Port Configuration

Disable Port checked: No connection. checked,
unchecked: The netX Driver tries to establish a connection unchecked (Default)
using the configured USB/RS232 interface.
Baud rate Transfer rate: number of bits per second. 9.6, 19.2, 38.4, 57.6 or
. 115.2 [kBit/s];
The d t t the baud rate. J
e device must support the baud rate Default (RS232): 115.2
[kBit/s]
Stop bits Number of stop bits sent after the transfer of the send data Stop bit: 1, 1.5, 2;

for synchronization purposes to the receiver.

Default (RS232): 1

Send Timeout

Maximum time before the transfer of the transmission data is
canceled, when the send process fails, for example, because
of the transfer buffer is full.

100 ... 60.000 [ms];
Default (RS232 and
USB): 1000 ms

Reset Timeout

Maximum time for a device reset, including the re-
initialization of the physical interface used for the
communication.

100 ... 60.000 [ms];
Default (RS232 and
USB): 5000 ms

Byte size Number of bits per byte by byte specification 7 Bit, 8 Bit;
Default (RS232): 8 Bit
Parity In the error detection in data transmission using parity bits, No Parity,
"parity" describes the number of bits occupied with 1 in the Odd Parity,
transmitted information word. Even Parity,
No Parity: no parity bit Mark Parity,

Odd Parity: The parity is "odd" if the number of bits occupied
with 1 in the transmitted information word will be odd.

Even parity: The parity is "even" if the number of bits
occupied with 1 in the transmitted information word will be
even.

Mark Parity: if the parity bit is always 1, this will be named
mark-parity (the bit does not contain any information).
Space Parity: if the parity bit always 0, this will be named
space-parity (the bit represents an empty space).

Space Parity;
Default (RS232):
No Parity

Keep Alive Timeout

The "Keep Alive" mechanism is used to monitor whether the
connection to the device is active. Connection errors are
detected using a periodic heartbeat mechanism. The
heartbeat mechanism will be initiated after the set time has
elapsed if the communication has failed.

100 ... 60.000 [ms];
Default (RS232 and
USB): 2000 ms

Restore Resets all settings in the configuration dialog to the default
values.

Save Saving all settings made in the configuration dialog netX
Driver > Save USB/RS232 Connection, i. e. only for the
selected connection type.

Save All Saving all settings made in the configuration dialog netX

Driver, i. e. for all connection types.

Table 12: Parameters netX Driver > USB/RS232 Connection
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4.3.6 netX Driver - TCP/IP Connection

The communication from the DTM to the device via a TCP/IP Connection
is used in the following two typical applications:

Application 1: The device has its own Ethernet interface. The DTM is
installed on a PC and the TCP/IP connection is established from this PC to
the stand-alone device. The IP address of the device is used.

Application 2: The device is installed in a remote PC. The DTM is installed
on an additional PC and the TCP/IP connection is established from this PC
to the remote PC. The IP address of the remote PC is used. For the TCP/IP
connection is made, on the remote PC the cifX TCP/IP server must be
started. The cifX TCP/IP server allows the remote access to the device via
a TCP/IP connection.

_) Note: An exe file for the cifXTCP/IP server is provided on the product CD
in the Tools directory.

Via the TCP/IP interface of the device or of the remote PC, the device is
configured or diagnosis is performed.
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436.1 Driver Parameters for netX Driver - TCP/IP Connection

The settings of the driver parameters for the TCP/IP connection are made
via the netX Driver / TCP Connection configuration dialog.

» Open the TCP Connection dialog via navigation area Settings >

Driver > netX Driver.
 The dialog netX Driver is displayed:
» Select TCP Connection.

USERS232 Connection  TCP Connection ]

[v Enable TCP Connector (Restart of QDM required)

Select IP Range:

|IP_RANGED [ ® | Scan Timeou: | 100

IP R.ange Configuration
[ Disable IP Range

IP Address

[ Use IF Range TiZP Port Address Count

-
:lms
-

| 192 . 168 . 1

Send Timeouk;

1 - B ETEN |1

| 1000 :‘ ms Keep Alive Timeout: |2EIEIEI :l ms

Reset Timeout: | 20000 :‘ ms

Restore Save

| Save Al |

Figure 10: netX Driver > TCP Connection

Parameter

Meaning

Range of Value /
Default Value

Enable TCP Connector
(Restart of ODM
required)

checked: The netX Driver can communicate via the TCP/IP
interface.

unchecked: The netX Driver can not communicate via the
TCP/IP interface.

If the check mark for Enable TCP Connector is set or
removed, then the ODM server must be restarted?, to make
the new setting valid.

1 Restart the ODM server via the ODMV3 Tray Application:

-In the foot line click on m using the right mouse key.
- In the context menu select Service > Start.

checked,
unchecked;
Default:
unchecked

Select IP Range

Via Select IP Range already created IP ranges can be
selected.

Via |:| an additional IP range can be added.

Via L2z an IP range can be deleted.
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Parameter

Meaning

Range of Value /
Default Value

Scan Timeout [ms]

With Scan Timeout can be set, how long to wait for a
response while a connection is established.

10 ... 10000 [ms];
Default: 100 ms

IP Range Configuration

Disable IP Range

checked: No connection.

unchecked: The netX Driver tries to establish a connection
using the configured TCP/IP interface.

checked,
unchecked (Default)

IP Address (left)

Enter the IP address of the device, (if Use IP Range is not
checked).

Enter the start address of the IP scanning range, (if Use IP
Range is checked).

valid IP address;
Default: 192.168.1.1

Use IP Range

checked: An IP address range is used.
unchecked: Only one IP address is used.

checked,
unchecked;
Default:
unchecked

IP Address (right)

Enter the ending address of the IP scanning range, (only if
Use IP Range is checked).

valid IP address;
Default: 0.0.0.0

Address Count

Displays the scanning range address count, depending on
the selected IP-start or IP-end address. (For this read the
note given below.)

recommended: 10

TCP Port

Identifies the endpoint of a logical connection or addresses a
specific endpoint on the device or PC.

0 - 65535;
Default Hilscher device:
50111

Send Timeout [ms]

Maximum time before the transfer of the transmission data is
canceled, when the send process fails, for example, because
of the transfer buffer is full.

100 ... 60.000 [ms];
Default (TCP/IP): 1000
ms

Reset Timeout [ms]

Maximum time for a device reset, including the re-
initialization of the physical interface used for the
communication.

100 ... 60.000 [ms];
Default (TCP/IP): 2000
ms

Keep Alive Timeout
[ms]

The "Keep Alive" mechanism is used to monitor whether the
connection to the device is active. Connection errors are
detected using a periodic heartbeat mechanism. The
heartbeat mechanism will be initiated after the set time has
elapsed if the communication has failed.

100 ... 60.000 [ms];
Default (TCP/IP): 2000
ms

Restore Resets all settings in the configuration dialog to the default
values.

Save Saving all settings made in the configuration dialog netX
Driver > Save TCP/IP Connection, i. e. only for the selected
connection type.

Save All Saving all settings made in the configuration dialog netX

Driver, i. e. for all connection types.

Table 13: Parameters netX Driver > TCP Connection

Note: Do not use large IP ranges in combination with a low scan timeout. Microsoft
introduced in Windows® XP SP2 a limit of concurrent half-open outbound
TCP/IPconnections (connection attempts) to slow the spread of virus and malware from
system to system. This limit makes it impossible to have more than 10 concurrent half-
open outbound connections. Every further connection attempt is put in a queue and
forced to wait. Due to this limitation a large IP range used in combination with a low scan

timeout could prevent the connection establishment to a device.
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4.4 Device Assignment

Note: In the Device Assignment dialog pane you first must assign the
PROFINET 10-Controller device to the PROFINET 10-Controller DTM by
checking the check box. This is essential to establish an online connection
from the PROFINET I10-Controller DTM to the PROFINET IO-Controller
device later, as described in section Connecting/Disconnecting Device on
page 109.

Therefore in the Device Assignment dialog pane you scan for the
PROFINET 10-Controller device and select it.

If the device did not get a firmware or shall get a new firmware:

1. first you scan for the device (with or without firmware) and select the
device,

then you download a firmware to the device and

subsequently you scan for the device (with firmware) once more and
select the device again.

4.4.1 Scanning for Devices

1. Select Settings > Device Assignment in the navigation area.

 The dialog pane Device Assignment is displayed.

Scan progress: 315 Devices (Current dewvice: =)

ENENEEEEENENEEEENNNNEEENE
Device selection: suitable only -

| Device | Hardware Part D,|'1,|'2,|'3| Slot number | Serial nurnber | Driver Channel Pratocol | Access path
[ Device G --PROFIBUS/- 1 20148 CIF¥ Device Driver  Undefined Undefined B V0 Y

Access path: |

Figure 11: Device Assignment - detected Devices (* The name of the device class is
displayed.) — Example for a device without firmware

2. Under Device Selection select suitable only.

3. Select Scan, to start the scanning process.

2 In the table all devices are displayed, which can be connected to the
PROFINET IO-Controller DTM via the preselected driver.

Note: For devices, which have been found via the cifX Device Driver in
the column Access path the indication ...\cifX[OtoN]_SYS is displayed.
This is correct, as long as a device did not get a firmware. After the
firmware download has been completed, in the column Access path the
indication ...\cifX[OtoN]_Ch[0to3] is displayed.
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Parameter

Meaning

Range of Value /
Default Value

Device selection

Selecting suitable only or all devices.

suitable only, all

Device

Device class of the PROFINET 10-Controller Devices.

Hardware Port
0/1/2/3

Shows, which hardware is assigned to which communication interface.

Slot number

Shows the Slot Number (Card ID) preset at the PC card cifX via the Rotary
Switch Slot Number (Card ID).

The indication n/a means that no Slot-Nummer (Card ID) exists. This will
occur if the PC card cifX is not equipped with a Rotary Switch Slot Number
(Card ID) or for PC cards cifX equipped with a Rotary Switch Slot Number
(Card ID) if the rotary switch is set to the value O (zero).

1to 9,
n/a

Serial number

Serial number of the device

Driver

Name of the driver

Channel Protocol

Shows, which firmware is loaded to which device channel.

The data for the used channel consists of the protocol class and the
communication class.

a.) For devices without firmware: Undefined Undefined,
b.) For devices with firmware: Protocol name corresponding to the used
Firmware

Access path
(last column on
the right)

Depending on the used driver in the column Access path different data to
the device are displayed.

For the cifX Device Driver the following data are displayed:

a.) For devices without firmware: ...\cifX[OtoN]_SYS,
b.) For devices with firmware: ...\cifX[OtoN]_Ch[0to3].

cifX[OtoN] = Board number O to N
Ch[0to3] = Channel humber 0 to 3

Depending on the
device and on the
driver:

board or channel
number, IP address
or COM interface

Access path

(at the lower side
of the dialog
pane)

If in the table a device is checked, under Access path (at the lower side of
the dialog pane) the driver identification or depending on the used driver
additional data to the device will be displayed.

For the cifX Device Driver the following data are displayed:
a.) For devices without firmware: ...\cifX[OtoN]_SYS,
b.) For devices with firmware: ...\cifX[OtoN]_Ch[0to3].

cifX[OtoN] = Board number O to N
Ch[0to3] = Channel number 0 to 3

driver identification
(ID)

depending on the
device and on the
driver:

board or channel
number, IP address
or COM interface

Table 14: Parameters of the Device Assignment
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44.1.1 Scanning for all Devices or for suitable only

all
1. Under Device Selection select all.

2. Select Scan.

Scan progress: 55 Devices (Current device: -)

Scan
Device selection: T -

| Device | Hardware-Port 0123 | Slot number | Serial number | Driver | Channel Prokocol | Access path
O Device ¢ - PROFIBUS)- 1 T z0148 CIFY Device Driver  Undefined Undefined  ...\cif%3_5v5
O -[-[Devicelet)- nia 20027 CIFY Device Driver  Undefined Undefined .. \cif1_Svs
O -1 nfa 20055 niet, Driver Undefined Undsfined  ...1192 168.1.,
O EthernetjEthernet/--  nfa 20266 CIFX Device Driver  Undefined Undefined . .\cifx2_svs
O -[-jAMopen;- nia 20022 CIF Device Driver  Undefined Undefined .. \cif¥0_svs

Figure 12: Device Assignment - detected Devices (* The name of the device class is
displayed.) Example for Devices without Firmware

2 In the table all devices are displayed, which are attainable in the
network and which can be connected to a single DTM each via the
preselected drivers.

Note: During a subsequent firmware download in the selection window
Select Firmware File all files from the selected folder are displayed,
under Files of Type ,All Files (*.*)* is displayed and the check box
Validate the selected firmware file. is unchecked.

suitable only
1. Under Device Selection select suitable only.

2. Select Scan.

2 In the table all devices are displayed, which can be connected to the
PROFINET IO-Controller DTM via the preselected drivers.

Note: During a subsequent firmware download in the selection window
Select Firmware File only firmware files from the selected folder are
displayed, under Files of Type ,Firmware Files (*.nxm)“ or ,Firmware
Files (*.nxf)* is displayed and the check box Validate the selected
firmware file. is checked.
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4.4.2 Selecting the Device (with or without firmware)

_) Note: A connection with the PROFINET 10-Controller DTM can only be
established with one PROFINET IO-Controller device.

To select the physical PROFINET IO-Controller device (with or without
firmware):

1. Check the appropriate device.

Scan progress: 55 Devices (Current device: -)

Device selection: suitable only -

| Device | Hardware Pork IZI,|'1,|'2,|'3| Slok numnber | Serial number | Driver | Channel Prokocal | Access path
[ Device i -j-fPROFIBLS)- 1 20145 CIF¥ Device Driver  PROFIBUS Master o FE3_SYS
|
Access path: | {368EECSE-0E92-4C0E-B4A9-04F 62 AEFAAFA M CIFXI_SYS

Figure 13: Device Assignment - Selecting the Device (* The name of the device class is
displayed.) — Example for a device without firmware / one Device is selected

2 Under Access path (below in the dialog pane) the access path to the
device, e. g. the driver identification, or depending on the used driver
additional access data of the device are displayed.

2. Select Apply, to apply the selection.

Note: Before an online connection from the PROFINET 10-Controller
DTM to the PROFINET IO-Controller device can be established, a
firmware must be loaded to the device and the device must be selected
once more.

For further information refer to section to section Firmware Download on
page 47 or to section Selecting the Device once more (with Firmware) on
page 45.
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4.4.3 Selecting the Device once more (with Firmware)

Note: For repeated download this step is omitted.

To select the PROFINET IO-Controller device (with firmware and defined
system channel) once more, proceed as described hereafter:

L

NI

Under Device Selection select all.
Select Scan.

In the table all devices are displayed, which are attainable in the
network and which can be connected to a DTM via the preselected
drivers.

Check the appropriate device.

Scan progress: 505 Devices (Current device; -)

Scan

Device seleckion: T -

| Device | Hardwate-Pork 01213 | Slot number | Serial number | Driver Zhannel Protocol | Aiccess path

B Device G --IPROFIELS- 1 20148 CIFE Device Driver  PROFIBUS-DP Master  ...\cifx3_cho
O -J-{DeviceMet]- nla 20027 CIFY Device Driver  DeviceMet Master . Af_chio
O -1-H- nia 20055 nety Driver Undefined Undefined  ...\192.165....
O Ethernet/Ethernetf-/-  n/a 20266 CIFY Device Driver  PROFINET IO Device  ...\ciFx2_Chi
O Pevice G -j-fCaMopen- nia 20022 CIFX Device Driver  Undefined Undefined ., \cifX0_SYS

|

Access path: | {368BECSE-0E92-4C0E-B4AT-64F62AE7ARFA cif%3_ChD

Figure 14: Device Assignment - Selecting the Device (* The name of the device class is
displayed.) — Example for Devices with and without Firmware / one Device is selected

Note: After the firmware download has been completed, for the devices which have been
detected via the cifX Device Driver the following data are displayed:

In the column Channel Protocol: the data for the firmware for the used channel

In the column Access path or under Access path (below in the dialog pane):
the data: ...\cifX[0OtoN]_Ch[0to3].

cifX[OtoN] = board number O to N
Ch[0to3] = channel number 0 to 3

Select Apply, to apply the selection.

Or select OK, to apply the selection and to close the DTM interface
dialog.

Connect the DTM to the device using the context menu (right mouse
click).
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Or:

suitable only
1. Under Device Selection select suitable only.

2. Select Scan.

2 In the table all devices are displayed, which can be connected to the
PROFINET IO-Controller DTM via the preselected drivers.

3. Check the appropriate device.

Scan progress: 55 Devices (Current device; -}

Device selection: suitable anly -

| Device | Hardware Part D,fl,r2,|'3| Slok number | Serial nurnber | Driver | Zhannel Prokocal | Access path
Device CrY  -J-/PROFIBUS)- 1 0148 CIF% Device Driver  PROFIBUS-DP Masker Lo ifE3_Cho
|
Access path: | {368BECSE-0E92-4C0E-B4A9-64FEZAE 7 AAFA L CIFX3_ChD

Figure 15: Device Assignment - Selecting the Device (* The name of the device class is
displayed.) — Example for a device with firmware / one Device is selected

detected via the cifX Device Driver the following data are displayed:

.a Note: After the firmware download has been completed, for the devices which have been
- Inthe column Channel Protocol: the data for the firmware for the used channel

- Inthe column Access path or under Access path (below in the dialog pane):
the data: ...\cifX[0OtoN]_Ch[0to3].

cifX[OtoN] = board number O to N
Ch[0to3] = channel number 0 to 3

4. Select Apply, to apply the selection.

Or select OK, to apply the selection and to close the DTM interface
dialog.

6. Connect the DTM to the device using the context menu (right mouse
click).

For further information how to establish an online connection from the
PROFINET 10-Controller DTM to the PROFINET |O-Controller device,
refer to section Connecting/Disconnecting Device on page 109.
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45 Firmware Download

Using the Firmware Download dialog a firmware can be transferred to the
device.

_) Note: Prior to the firmware download, you must select the driver and the
Controller device (with or without firmware) and the device must be
assigned to the hardware.

For further information refer to section Overview Settings on page 29.

To load the firmware to the device:
1. Inthe navigation area select Settings > Firmware Download.

2 The dialog Firmware-Download pane is displayed.

Marne: r Erowse, ..,

Wersion:

& CALTION:

The Firrware download

- skops the bus communication,

- erases the configuration database and

- overarites the existing firmware in the device,

To complete the update and to make the device operable again, please re-download the

configuration when this operation has finished,

Figure 16: Firmware Download

Element Meaning

Name The path and name of the firmware file selected are displayed.

Version The version and build version of the firmware file selected are displayed.
Browse... Via ‘Browse..." you can select the firmware file for the download.
Download Via ‘Download’ you can download the firmware to the device.

Table 15: Parameter Firmware Download

2. Select the firmware file.

> Select Browse.

Device is not assigned to the Hardware

If the device is not assigned to the Hardware, the error message ‘The
device is not assigned to the hardware!’ is displayed:
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Figure 17: Error Message ‘The device is not assigned to the hardware!’

» Click OK and select and assign the Controller device as described in
section Device Assignment.

Device is assigned to the Hardware

2 The selection window Select Firmware File is displayed.

» Enlarge the selection window to view the columns Hardware and
Version.
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Looki_n:l | CIFX -]
It= Mame : Firmware Hardware Yersicn I
e | ECM
| RecentPlaces CECS VALK
| J EIM_mit_QC
- J PMNM
Desktop CPNSV35.X
o 1 53M
= O cif2asm. nadf AS-Interface Master CIFX [ x (Build x)J
Libraries ik cifx2dpr.nxf PROFIBUS-DP Master CIFX [ x (Build x)]
i cifx2dps.nxf PROFIBUS-DP Slave CIFX [ x (Build x)]
Eh-h_ﬁl 3 cifxces.nuf CC-Link Slave CIFX [ (Build x)]
Computer O cifscom.nf CAMopen Master CIFX [x.x (Build x)J
- 0 cifxcos. nuf CAMopen Slave CIFX [x.x (Build x)J
Qg 0k cifdnm.nxf DeviceMet Master CIFX [x.x (Build x)J
Network O cifudns. naf DeviceMet Slave CIFX [ x (Build x)J
3 cifxdpm.naxf PROFIBUS-DP Master CIFX [ x (Build x)]
e cifdps.nxf PROFIBUS-DP Slave CIFX [ x (Build x)]
0k cifxecrn.nf EtherCAT Master CIFX [x.x (Build x)J
OE cifxecs.nuf EtherCAT Slave CIFX [x.x (Build x)]
0 cifueim.nxf EtherMet/IP Scanner CIFX [x.x (Build x)J
OE cifweis.nf EtherMet/IP Adapter CIFX [x.x (Build x)]
Mcif’xr‘npi.nrf PROFIBUS-MPI Meszaging CIFX [x.x (Build x)J
O cifxomb.nuf Cpen Modbus/TCP Messaging CIFX [x.x (Build x)J
h=i3 cifxpls.nxf POWERLINE Controlled Node CIFX [x.x (Build x)]
ot cif {pnm.nxf PROFIMET-IO IO Controller CIFX [x.x (Build x)]
o cifipns, naf PROFIMET-IC IO Device CIFX [ex (Build x)]
ok cifis3m.mf SERCOS I Master CIFX [ x (Build x)]
ot cifusIs.naf SERCOS I Slave CIFX [ x (Build x)]
0 cifivrs,maf YARANM Slave CIFX [ x (Build x)]
File name: Iﬂ'u'ame of the Firmware Filel.nxf or nxm j Qpen I
Files of type: |F|m'|ware Files {*.rod ;™ roam) ;I Cancel |
Recent folders: | [Path of the last used Folder] | Help |
Firmware: [Firmware Mame, Version, Device Class!
Figure 18: Window ‘Select Firmware File’ (Example CIFX)
Parameter Meaning Range of Value /
Default Value
Column Name | File name of the firmware file nxf, nxm
To sort the entries of the window Select Firmware File by name click to
the column head Name
Column Name of the firmware (consisting of the protocol name and protocol class)
Firmware
Column Device class of the associated hardware e. g. CIFX,
Hardware COMX, COMX 51,
NETJACK 10,
NETJACK 50,
NETJACK 51,
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NETJACK 100,
NETTAP 50 (Gateway),
NETTAP 100 (Gateway),
NETBRICK 100 (Gateway)
Column Firmware version x.x (build x)
Version
Tooltip To view the tooltip information move with the mouse pointer over the
selected firmware line.
Type: Hilscher firmware file for netX-based targets (MNXF)
Size: 563 KB
Date of change: 2013/03/26 11:10
Files of Type |,All Files (*.*)* if before in the Device Assignment pane under Device All Files (*.*%),
selection all was selected. Firmware Files (*.nxm),

» Firmware Files (*.nxm)“ or Firmware Files (*.nxf) if before in the Device Firmware Files (*.nxf)

Assignment pane under Device selection suitable only was selected.

Recent folders

Path of the recently opened folder

Firmware As soon as the firmware file has been selected, under Firmware the Name, Version, Build
name, the version and the build version as well as the device class for the | Version, Device Class
selected firmware is displayed. for the selected firmware

Help Button, to open the online help of the DTM.

Table 16: Parameters Select Firmware File

, Further descriptions to the selection window Select Firmware File are
| included in the context sensitive help (F1 key) of the Microsoft
»  Corporation.

has been set, during a subsequent firmware download in the selection window Select

.a Note: After in the Device Assignment pane under Device selection all or suitable only
Firmware File the following data are displayed or set:

(for list box entry —) all suitable only

In the selection window all files from the only firmware files from the

Select Firmware File: selected folder selected folder

Under Files of Type*: LAl Files (*.%)* JFirmware Files (*.nxm),

JJFirmware Files (*.nxf)*

Validation: A restricted validation | A validation is made whether
will be performed if the firmware file is suitable for
the selected firmware | the PROFINET IO-Controller
is applied for the DTM.
download.

*These settings in the selection window Select Firmware File can also be changed
manually.

3. In the selection window mark the firmware file to be loaded using the
mouse.

2 In the selection window under Firmware the name and the version of
the firmware are displayed.

4. In the selection window select the Open button.

Validation

2 A validation is made, whether the selected firmware file is suitable for
the PROFINET IO-Controller device.
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Invalid Firmware

NOTICE

Invalid Firmware

Loading invalid firmware files could render your device unusable.

» Only proceed with a firmware version valid for your device.

2 If a firmware file is selected, which is not valid for the assigned device,
the request Select Firmware File will be displayed.
‘Invalid firmware for assigned device!

[detailed explication]
Shall firmware file nevertheless be applied for the download?’

Select Firmware File [%|

"'_-, Ireealid Firmware for the assigned device!
L

The hardware options do nat makch,
Reqguired: -/-/CaANopen/-
Firrmmare file: -f-/PROFIBUS)-

The prokocol classes do nok match,
Required: CAMopen
Firrmware file: PROFIBEUS-DP

Shall the Firrmware file nevertheless be applied
for the download?

Yes

Figure 19: Request Select Firmware File - Example Invalid Firmware

» Answer to the request with No and select a valid firmware.

R The selection window is closed.
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Valid Firmware

> The selection window is directly closed (without dialog).

5. Start firmware upgrade.

|& WARNING|

Communication Stop caused by Firmware Update,

faulty System Operation possible, Overwriting of Firmware or
Loss of Device Parameters

Before you initiate a firmware download process, while the bus is still in
operation status:

» Stop the application program.

» Make sure that all network devices are placed in a fail-safe condition.

NOTICE

Firmware Corruption or Loss of Parameters caused by Power
Disconnect during Firmware Download

» During firmware download process, do not interrupt the power supply to
the PC, or to the device and do not perform a reset to the device!

» In the dialog pane Firmware Download click to the Download button,
to download the firmware.

 The request Do you really want to download the firmware? is

displayed.
\:{I/ Lo wou really wank to download the new Firmware?

Yes |

Figure 20: Request - Do you really want to download the firmware?

6. Click Yes.

» If you are sure, that you have selected the appropriate firmware file
answer to the request with Yes otherwise with No.

2 During the download a progress bar is displayed (‘Download active,
device performs initialization...”), in the status line a clock / green hook
symbol is displayed and in the dialog pane Firmware Download
Download is grayed out.

netDevice

Device: Device Name [Description] =Station Addresss (Network 10)
Download active, device performs initialisation. ..
99 %% complete

Figure 21: Firmware Download - Progress Bar
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=05 () (T} Firmware Dawrload

=0 | i

Figure 22: Clock Symbol and Hook Symbol green

2 In the Firmware-Download dialog pane the path and name as well as
the version of the selected firmware file are displayed.

Mame: IName of the Firmware File]

Version: Iiersion and Boild Wersion of the Firmware]

& CAUTION:
The firmware download

- skops the bus communication,
- erases the configuration database and
- overwrites the existing firmware in the device.

Tao camplete the update and ko make the device operable again, please re-dawnload the

configuration when this operation has finished,
Download

Figure 23: Firmware Download — Download
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4.6 Licensing

To open the Licensing pane:
1. Inthe navigation area select Settings > Licensing.

? The dialog Licensing pane is displayed.

Licenze Type

| | Existing | Order -
¥ =1 Master protocols
|| i L.0ne General M aster License MO O
L. Two General M aster Licenses MO O
|| i.  PROFIBUS Master YES O
N CAMopen b aster YES O
i DeviceMet Master YES O
AS-nterface Master YES O
1 ERAFIMET 1IN BT Ceambeallar WD (| b
Reguest Form, pleaze fill out
M ame | Yalue A
Hlicenze type [Uszer Single Device License
|| Manufacturer® 000000071
| |Articls number® 01250510
|| Senial number® 000200386
|| Chiptype® 00000002
| |Step” Q0000000
||Fomeode revision® 000000z w

Fieldz marked with ** are mandatorn.

Hilzcher Germaty j license@hilzcher. com

+439 B130 3307-50

|
|
| +49 190 39070
|

Dawwnload
Licensze

Figure 24: Licensing

For a detailed description refer to section Licenses on pagel28.
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4.7 Ethernet Devices

In the dialog Ethernet Devices the Device Name or the IP address at
Ethernet-capable devices can be adjusted. The device name must match to
the PROFINET 10 specification [3] for the “Name of Station”.

Alternatively a Device Name or IP address an can be used that was set in
the configuration under Configuration > Device Table > Name of Station
or under Configuration > IP Address Table > IP Address for a different
device.

~ For more information refer to section Device Table on page 79, and to
section IP Address Table on page 81.

The identification of devices is done via the DCP protocol, which is
supported by PROFINET compatible devices.

4.7.1 Overview Ethernet Devices

» Select Settings > Ethernet Devices.

Devices Online

Use Network Connections for Scan: @
Device l Port
Broadcom NetXtreme Gigabit Ethernet Driver (Micro... \Device\NPF_{DF10B663-7D6C-4143-ASB3-CDF99...
YMware Virtual Ethernet Adapter \Device\NPF_{70F0A330-6C60-47DB-86EA-CIDES. ..
YMware Virtual Ethernet Adapter \Device\NPF_{B181D0D4-83F4-4DFE-B245-ACD7F...

Find: | next | previous I

-

MAC Address | Device Type | Device Name I IP Address I Protocol | Device ID | Vendor ID | Device role |
Search Devices |
B I
» / Set Name ¥ Set IP Address )’ Other Functions \ <] ]
Device name: | ©

New device name: [ i\ I

Figure 25: Ethernet Devices Pane
(The figure shows example devices.)
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In the window Ethernet Devices you can.

1. Select Network Devices

Under Use Network Connections for Scan @ the network devices at
the PC are displayed. Here you must select the network devices at the
PC are to be used at the scan.

2. Search and select Devices

Under Devices Online the devices are displayed, which are found
in the Ethernet network connected to the PC via the DCP protocol. The
device to be configured must be selected here.

3. Configure Devices

The selected device is to be configured in the area below © Therefore
the configuration for the device can be perfomed here or a configuration
of an other device can be used.

4.7.2 Selecting Network Devices for Scan

_) Note: Using the DCP protocol to scan for devices, the network devices to
be used for the scan must be selected manually.

Under Use Network Connections for Scan the network devices at the PC
are displayed.

Use Network Connections for Scan:

L o
| Device 2) [Port 3)
kroadcom NetXtreme Gigabit Ethernet Driver (Microso... \Device\NPF_{DF10B663-7D6C-41A3-ASB3-CDF99A833D82}
Mware Virtual Ethernet Adapter \Device\NPF_{70FDA330-6C60-47DB-86EA-CIDE362F3DSF}
¥Mware Virtual Ethernet Adapter \Device\NPF_{B181D0D4-83F4-4DFE-B245-ACD7F20DE72A}

Figure 26: Ethernet Devices Pane - Selection of the Ethernet Connection
(The figure shows example devices.)

Here you must select the network devices to be used at the scan via the
DCP protocoll.

> Under Device @ check the network devices to be used with the DCP
protocol at the scan.

2 Under Device @the name and under Port @ the port number of the
network devices of your PC are displayed.
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4.7.3 Searching and selecting Devices

» To search for devices, click Devices Online > Search Devices (refer to
position @ in the following figure).
2 The Ethernet network connected to the PC is searched for devices

reacting to the DCP protocoll. If devices are found, they are listed in the
following manner:

Devices Online Find: [ next | previous ‘

MAC Address I Device Type I Device Name [ IP Address [ Protocol | Device 1D I Yendor ID I Device role I

00-02-A42-20-91... MNXIO S0 nxioSOrepn... 0.0.0.0 DCP 0x010C Ox011E Device
00-02-A2-20-91... NXIO S0 nxioSOrepn... 0.0,0.0 DCP 0x010C 0x011E Device
00-02-A2-20-91... NXIO S0 nxioSOrepn... 0.0.0.0 DCP 0x010C 0x011E Device
00-02-A2-20-71... cifx fpnm controller 192.168.0.1 DCP 0x0203 Ox011E Controller

® 66 0 0 6060 ©® 6
@

Figure 27: Ethernet Devices Pane - Searching and selecting Devices
(The figure shows example devices.)

In the table in the figure above you can find the following information:

Item Position | Meaning Value /
in Figure Range of Value
MAC Address @ The MAC Address (=MAC-ID) is on delivery the unique

(physical) Ethernet address of the device fixed by the
manufacturer of the device.

Device type Name for the device that is stored non-volatile on the device.

Device name Device name that can be set in the Ethernet Device dialog. Character string,

The device name must match to the PROFINET IO specification 1... 240 characters

[3] for the “Name of Station”.

Q OO

IP-Address IP-Address of the device that can be set in the Ethernet Device | valid IP-Address
dialog.
The IP address must be unique and must fit to the used
network. The IP address 0.0.0.0 indicates that no IP address
has been adjusted yet.
Protocol Protocol by which the device has been found. DCP
Device ID @ Identification number of the device, 0x00000000 ...
is fixed by the manufacturer for every device. OXFFFFFFFF (hex)
Vendor ID Identification number of the vendor, assigned by PROFIBUS 0x00000000 ...
Nutzerorganisation e. V. OXFFFFFFFF (hex)
Device Role @ Textual description on the function the device has on the "Device",
network. "Controller",
"Multidevice",
"Supervisor"

Table 17: Parameters of found Devices
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4731 Search

Device within Table

How to proceed:

> Putin the string to be searched at Find @

If the table is large, you can search within the table for any sequence of
characters appearing within one single column.

® ®@ 06

Find: | next | previous l

Devices Online

MAC Address

l Device Type l Device Name [ IP Address [ Protocol [ Device ID [ Vendor ID l Device role I

00-02-A2-20-91...
00-02-A2-20-91...
00-02-A2-20-91...
00-02-42-20-71...

NXIO 50 nxioSOrepn... 0.0.0.0 DCP 0x010C 0x011E
NXIO 50 nxioSOrepn... 0.0.0.0 DCP Ox010C Ox011E
NXIO 50 nxioSOrepn... 0.0.0.0 DCP 0Ox010C Ox011E
cifx fpnm controller 192.168.0.1 DCP 0x0203 0x011E

Figure 28: Ethernet Devices Pane - Search Device within Table
(The figure shows example devices.)

Device
Device

Device
Controller

e Using next @ you can find the next entry in the table matching the

search string (Direction of search: downwards).

e Using previous @ you can find the next entry in the table matching the

search criteria (Direction of search: upwards).

Sorting the Table

By a mouse click at a field at the head line of the table, you can force
sorting the lines in alphanumerically ascending or descending order

according to the entries of the selected column.
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4.7.3.2 Selecting Device
» To select a device to be configured click the corresponding line in the
table Devices Online.
Devices Online Find: | nesxk ‘ previous |
MaC Address | Device Type | Device Mame | IP Address | Protocol | Device ID | Yendor ID | Device role
00-02-A2-20-91 | NIO SO | 0.0.0.0 L DCP | Dc010C | Dx0LIE
00-02-A2-20-91... MNxID 50 nxio50repn...  0.0.0.0 DCP 0010 0x011E Device
00-02-A42-20-91... MNxIO S0 rxioS0repn...  0.0.0.0 DCP 010 0x011E Device
00-02-52-20-71... cifx fpim conkroller 192.165.0.1 DCP 0x0203 0x011E Controller

Search Devices

Figure 29: Ethernet Devices Pane - Selecting Device
(The figure shows example devices.)
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4.7.4 Configuring Device

Using the DCP protocol you can newly assign the Device Name or the IP
Address of a device or you can change an already configured device name
or IP address. For configuring a device there are the two possibilities:

The configuration for the device can be created newly.

Alternatively a configuration already existing can be used, which has
been created / set at another place in the configuration software for
another device.

4.7.4.1 Overview on Configuration

For configuring Ethernet capable devices when using the DCP protocol in
the Ethernet Devices dialog there are the following options:

Device name:
New device name:

I” temporary

I Use Configuration of: |nxi050repns—00, Index 1 j
/ Set Name Y Set IP Address ' Other Functions \ <] [

| nxioS0repns-01

[ Set Name

Figure 30: Ethernet Devices Pane - Overview on Configuration
(The figure shows example devices.)

Under Use Configuration of @ it is possible to define whether the
configuration for a device shall be created newly or whether a configu-
ration shall be used, that has been created /set at another place of the
configuration software for another device

Under Set Name @ the device name read out from the device can be
displayed and respectively be changed or set newly. The device name
must match to the PROFINET IO specification [3] for the “Name of
Station”.

Under Set IP Address @the IP Address can be set or changed.

Under Other Funktions @ for Ethernet capable devices there are the
configuration possibilities Signal and Reset to factory defaults.

_) Note: For PROFINET IO-Controller devices a change of the device name
or the IP address can be rejected. Then an error message is displayed.
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4.7.4.2 Creating new Configuration or using from Device

elsewhere for a PROFINET IO device (Controller or Device) can be

- applied to another device, the already configured PROFINET 10 device
must be configured in the FDT container (here netDevice) as a
PROFINET 10 DTM.

0 Important: As a configuration that was made in the configuration software
I |

Under Use Configuration of can be defined whether
¢ the configuration for a device must be created newly,

¢ or for configuring a device a configuration is to be used, which was set in
the configuration software elsewhere for another device. The existing
configuration can be used for the selected device and must be sent to
this device.

How to proceed:

1.
If the configuration shall be created newly:

» Uncheck Use Configuration of @

» Or check Use Configuration of @ when an already created
configuration will be used.

» Select the device @ whose configuration will be used for the device to
be configured newly.

@ IV Use Configuration of: |nxi05IJrepns-DD, Index 1 2 LI

§ NxioS0repns-00, Index 1
/ Set Name \( Set IP Addrg nxioSOrepns-00-001, Index 2

nxioSOrepns-00-002, Index 3

Figure 31: Ethernet Devices Pane - Use Configuration of
(The figure shows example devices.)

2. Configure the device name and the IP address as described hereafter.

3. Click Devices Online > Search Devices once more.

2 Only then the used values are displayed as current values.
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4.7.4.3 Creating new Configuration / Setting new Device Name

Note: The device name must comply with the PROFINET IO specification
[3]. Forbidden signs (e. g. blanks) must not be used in the name.

How to proceed:

1.

2.

Device name:

Uncheck Use Configuration of @
Click the Set Name @tab.

|nxioSUrepns‘00, Index 1 LI

/ Set Name \( Set IP Address )’ Other Functions \ J J

[ nxioS0repns-0 @

New device name: [ ( 5 ) Set Mame @
[ temporary @

Figure 32: Ethernet Devices Pane - Setting new Device Name
(The figure shows example devices.)

For the PROFINET IO device (Controller or Device):

2 The current device name is displayed under Device Name @

Y v o

o

%

To New device name @ type a new device name according to the
PROFINET IO specification [3].

To set the device name "temporary" or "permanent":

Check temporary @ if the device name is to be saved only
temporarily (as far as the used device supports this functionality).

Or uncheck temporary @ if the device name should be set
permanently (if the device supports this choice).

Set Device Name:

Click Set Name @
The new device name will be transferred to the used device.

Click Devices Online > Search Devices once more.

The newly set device nhame is displayed under Device Name @ as the
current device name.

Note: For PROFINET IO-Controller devices a change of the device name
can be rejected. Then an error message is displayed.
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4.7.4.4 Device Name according to PROFINET , Name of Station* Specification

The device name must comply with the coding rules following excerpt from
the PROFINET 10O specification [3] for the ,Name of Station*.

A Name of Station:

has a length of 1 ... 240 characters.

may consist of one or more labels, which are 1 ... 63 characters long
and which are separated by dots.

must contain only valid characters:

a—z lower case letters,

0-9 digits,

- Minus sign,

. Point.

The point is the separator between labels.

The minus sign must not be used as the start or end character.
The minus sign must not be used before or after a dot.

The Name of Station must not begin or end with a point.
Invalid characters are, for example, capital letters and spaces.

Source [3] (see section References on page 186): PNO document 2722,
section 4.3.1.4.15.1, on page 10073f.
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4.7.4.5 Use Configuration / Use Device Name

®

Device name:

How to proceed:

1.

2.

/ Set Name"{Sel IP Address}’ Other Functions \

Check Use Configuration of @

Select the device @ whose configuration will be used for the device to
be configured newly.

Click the Set Name @tab.

InxioSElrepns-OD, Index 1 @ L]
ki

PN
[nx‘roSUrepns-Ul ‘ 4 '

New device name: [nxioSUrepns-DlJ ‘ 5 ’ Set Name [@
I temporary @

Figure 33: Ethernet Devices Pane - Use Name of Station
(The figure shows example devices.)

4.
2

%

For the PROFINET IO device (Controller or Device):
The current device name is displayed under Device Name @

Under New device name @ the device name is displayed that was
already entered in the configuration software as the ,Name of Station“.
This one must not be entered again, but can be sent as a new device
name to the used device.

To set the Device Name "temporary" or "permanent":

Check temporary @ if the device name is to be saved only
temporarily (as far as the used device supports this functionality).

Or uncheck temporary @ if the device name should be set
permanently (if the device supports this choice).

Set Device Name:

Click Set Name @

The device name to be used will be transferred to the used device and
is displayed under Device name @as the current device name.

Click Devices Online > Search Devices once more.

The used device name is displayed under Device Name @ as the
current device name.

Note: For PROFINET IO-Controller devices a change of the device name
can be rejected. Then an error message is displayed.
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4.7.4.6 Creating new Configuration / Setting new IP Address

The IP address is statically during the configuration. Later on, the
PROFINET IO-Controller will assign an IP address via the ,Name of
Station®. If the used device supports the IP address assignment via a
DHCP server (for future application), you can choose between static IP
address assignment and taking over the IP address from a DHCP server.

Ho

W to proceed:

1.

2.

Uncheck Use Configuration of @.
Click the Set IP Address ®tab.

O

() I ez Contiiraton [rdoStrepns-00, Tndex 1 =
. / ‘SetName y Set IP Address "(\ Other Functions \ J
@ & Use static IP Address
0 Current IP Address: ‘ IP Address: I o .0 .0
9 Current Subnet mask: ‘ Subnet mask: [ o .0 .0 .0
@ Current Gateway: J Gateway! I o .0 .0

@r

(5)
.U

Authentication method: | _| @
Set Address H : :’
Client ID: | @
I Store settings temporary

Figure 34: Ethernet Devices Pane - Setting new IP Address
(The figure shows example devices.)

3.

v Vv »

>

* Use stati

e Current
e Current
@ Current

Select Use static IP Address @ (default setting).

Or select Get IP Address via DHCP @(for future application).

If under point 3. Use static IP_Address was selected, continue as

follows:
For the PROFINET IO device (Controller or Device):

Under IP Address @enter the IP address.
Under Subnet Mask @enter the subnet mask.

Under Gateway @enter the gateway address.

ic IP Address

P Address: | IP Address: | 192 . 168 .

Subnet mask: I Subnet mask: | 255 , 255 .

Gateway: | Gateway: | o .0

QEE

Figure 35: Ethernet Devices Pane — Enter new IP Address, Subnet Mask and Gateway

Addr

ess
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e If under point 3. Get |IP_Address via DHCP (for future application) was
selected, continue as follows:

> The area to specify the static IP address is grayed out.

Ea

Under Authentication method @ select how to identify the device, via
MAC Address, Device Name or by Client ID.

» For the authentication method Client ID: set the Client ID under
Client ID @
e For both possibilities of point 3., continue as follows:

5. To set the IP address, the subnet mask and the gateway address
"temporary" or "permanent":

» Check Store settings temporary @

Note: If the IP address, subnet mask and gateway address are set "only
temporarily”, after a device reset the settings are no longer stored in the
device.

» Or uncheck Store settings temporary @ to set the IP address, the
subnet mask and the gateway address permanently (if the device
supports this choice).

Note: The PROFINET IO-Controller can assign a new IP address to the
PROFINET 10-Device during the start of the PROFINET network.

6. Set the Address:
> Click Set Address @

Set Address K : :'

Figure 36: Ethernet Devices Pane — Set Address

2 The new IP address, subnet mask and gateway address will be
transferred to the used device. The transfer may take up to 40 seconds
depending by the device.

7. Click Devices Online > Search Devices once more.

X Under Current IP Address , Current Subnet Mask @ or Current

Gateway the new current IP Address, Subnet Mask and Gateway
Address are displayed.

(% Use static IP Address

e Current IP Address: I IP Address: [ o .0 .0 .0 @
o Current Subnet mask: I Subnet mask: [ o .0 .0 .0
0

Current Gateway: I Gateway: [ o .0 .0 .0

Figure 37: Ethernet Devices Pane — The new current IP Address, Subnet Mask and
Gateway Address are shown.

_) Note: For PROFINET IO-Controller devices a change of the IP address
can be rejected. Then an error message is displayed.
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4.7.4.7 Use Configuration / Use IP Address

The IP address is statically during the configuration. Later on, the
PROFINET IO-Controller will assign an IP address via the ,Name of
Station®. If the used device supports the IP address assignment via a
DHCP server (for future application), you can choose between static IP
address assignment and taking over the IP address from a DHCP server.

How to proceed:

1. Check Use Configuration of (.

2. select the device @ whose configuration will be used for the device to

be configured newly.

3. Click the Set IP Address ®tab.

@ IV Use Configuration of: ]nxioSUrepns-DD, Index 1 LI
/ SetName Y Set IP Address X Other Functions \ <] o

9 Current IP Address: ‘ IP Address: | @
0 Current Subnet mask: ] Subnet mask: |

@ Current Gateway: ] Gateway: |

@r

Authentication method: | _|@
Set Address I@
Client ID: | @
[” Store settings temporary

Figure 38: Ethernet Devices Pane - Use IP Address
(The figure shows example devices.)

3. Select Use static IP Address @ (default setting).
Or select Get IP Address via DHCP @(for future application).

e If under point 3. Use static IP_Address was selected, continue as
follows:

4. For the PROFINET 10 device (Controller or Device):

2 Under IP Address @ Subnet Mask @ or Gateway @ the IP add-
ress, subnet mask and gateway address to be used are displayed,
which were already entered in the configuration software. These need
not to be entered again, but can be sent as a new IP address, subnet
mask and gateway address to the used device.
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e If under point 3. Get |IP_Address via DHCP (for future application) was
selected, continue as follows:

> The area to specify the static IP address is grayed out.

Ea

Under Authentication method @ select how to identify the device, via
MAC Address, Device Name or by Client ID.

» For the authentication method Client ID: set the Client ID under
Client ID @

e For both possibilities of point 3., continue as follows:

5. To set the IP address, the subnet mask and the gateway address
"temporary" or "permanent":

» Check Store settings temporary @

Note: If the IP address, subnet mask and gateway address are set "only
temporarily”, after a device reset the settings are no longer stored in the
device.

» Or uncheck Store settings temporary @ to set the IP address, the
subnet mask and the gateway address permanently (if the device
supports this choice).

Note: The PROFINET IO-Controller can assign a new IP address to the
PROFINET 10-Device during the start of the PROFINET network.

6. Set the Address:
> Click Set Address @

Set Address K : :'

Figure 39: Ethernet Devices Pane — Set Address

2 The IP address, subnet mask and gateway address to be used will be
transferred to the used device. The transfer may take up to 40 seconds
depending by the device.

7. Click Devices Online > Search Devices once more.

X Under Current IP Address , Current Subnet Mask @ or Current
Gateway 'Y the new current values are displayed.

* Use static [P Address

e Current IP Address: ] 1P Address: [ @
e Current Subnet mask: l Subnet mask: [
D

@ Current Gateway: I Gateway: l

Figure 40: Ethernet Devices Pane — The new current IP Address, Subnet Mask and
Gateway Address are shown.

_) Note: For PROFINET IO-Controller devices a change of the IP address
can be rejected. Then an error message is displayed.
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4.7.4.8 Signal, Factory Defaults

The tab Other Functions provides the funtions Signal and Reset to
factory defaults.

How to proceed:

1. Do not check Use configuration of @

2. Click Other Functions @),

@ I Use Configuration of: [nxtoSGrepns-OO, Index 1 L]

/ SetName )’ Set IP Address )’ Other Functions <] ]

Signal @
Reset to factory defaults @

Figure 41: Ethernet Devices Pane - Signal, Factory Defaults
(The figure shows example devices.)

For the PROFINET IO device (Controller or Device):

> Click Signal ®.

2 The LED on the selected device blinks. This allows to clearly identifying
the device among others.

» Click Reset to factory defaults @
2 Adjustments made at the device are reset to the factory defaults.
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5 Configuration
5.1 Overview Configuration

Configuration Dialog Panes

The table below gives an overview for the Configuration dialog panes
descriptions:

PROFINET IO-Controller DTM Folder Name / Section Page
Mavigation Area = |Controller Network Settings 76
[ Settings| Device Table 79
23 Configuration
Controller Network Settings IP Address Table 81
Device Table Process Data 83
IP Address Table Isochronous Modules 84
Process Data
Isochronous modules Address Table 87
stations Timing FSU/Port-Settings 91
Address Table - —
FSU-/Port- Settings Stations Timing 93
Controller Settings Controller Settings 106

Navigation Area — Configuration

Table 18: Descriptions of the Dialog Panes Configuration

Notice the descriptions in the section Configuration Steps on page 23.

Configuration of the PROFINET IO-IRT Device Topology

Settings in the topology editor to make for PROFINET 10-IRT devices:
- Connect the devices.
- Configure the properties for devices and ports.

Information about the configuration of the PROFINET IO-IRT device
topology you find in the Operating Instruction Manual Toplogy Editor.
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5.2 Configuring Device Parameters

The following steps are required to configure the parameters of the
PROFINET IO-Controller device using the PROFINET IO-Controller DTM:

Controller Network Settings

1. Set the name of station and the IP settings for the PROFINET 10-
Controller.

» Select Configuration > Controller Network Settings.

» Set the Name of Station and the IP settings for the PROFINET 10O-
Controller.

» Check DCP set is activated via the network if the settings for the
Name of Station and the IP settings are to be made via the DCP
protocol (if necessary via an external tool).

» Check Overwrite Name of Station of devices based on topology
information if Name of Station settings are to be set to devices
subsequently.

» Apply all settings.

Device Table

2. Select the PROFINET IO-Device devices required for communication:
Select Configuration > Device Table in the navigation area.

Select the required device/s.

In the column Activate check the corresponding checkbox.

Set the Name of station of the PROFINET IO-Device station.

W'V VvV VvV

station set in the PROFINET |O-Device.The name of station must be
explicit in the PROFINET network. It must be a DNS compatible name.

Note: The Name of station displayed here must match with the name of

> In the column Name of station set the network name of the PROFINET
|O-Device station.

> Apply all settings.

IP_Address Table

4. Set the IP settings of the PROFINET 10-Device station.

Select Configuration > IP Address Table in the navigation area.
Select Inherit(Standard).

Set the IP address manually.

The manually set IP address is applied to the PROFINET I0O-Device
device. Also the network mask and gateway address from the Controller
Network Settings are applied.

v Vv 9V

Alternatively select Assign manually.
» Set the IP address, network mask and gateway address manually.

» The manually set values are applied to the PROFINET 10-Device
station.
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7. Or select Assume from network.

 The IP address, network mask and gateway address are applied from
the network settings to the PROFINET 10-Device station.

» Apply all settings.

Process Data

8. Set the process data:

» Select Configuration > Process Data in the navigation area.
» Set symbolic names for the configured modules or signals.
>

Apply all settings.

Isochronous Modules

9. Enable isochronous mode and set parameters for this mode.
» Select Configuration > Isochronous Modules in the navigation area.

» By activating the Isochronous option, you define, for which
isochronous devices or modules or isochronously supported
submodules (if can be enabled), the timing parameters configured
automatically or manually in this window should apply.

» Check Isochronous.
» Set isochronous mode parameters.

The isochronous mode parameters are configured on the device level.

Note! By default use the Auto setting! Use the Manual (expert mode)
setting only if you know exactly how to make the configuration.

» Under Options for Calculation select Auto (recommended).

2 The timing parameters are automatically configured in the background.
The calculated times apply to the entire selection, i. e.. to all selected
devices, modules or submodules.

Address Table

10. Set the device address:

» Select Configuration > Address Table in the navigation area.
» Activate or deactivate Auto Addressing.

» For manual addressing: Enter the addresses.

>

Apply all settings.

FSU/Port-Settings
11. Choose the FSU-Port settings.

» Select Configuration > FSU/Port-Settings in the navigation area.

» Check FSU for those PROFINET 10-Devices, which must use a fast
start up (FSU) connection to establish the cyclic data exchange.

> Apply all settings.
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Stations Timing

12. Make the Station global settings and respectively the sync domain
settings for each selected PROFINET IO-Device station.

» Select Configuration > Stations Timing in the navigation area.

Example ,Unsynchronized (RT)

» Adjust the values for Updating time manually or via Adjust.
» Adjust the values for Watchdog time manually.

Example ,Synchronized (IRT)‘, with or without isochronous mode

> For each PROFINET IO-Device station select the station RT mode
(only for devices without isochronous mode).

> For each PROFINET I0-Device station select the Basic send-clock
factor.

Important: By changing the ,Basic send-clock’ factor invalid values for the

‘ cycle time (‘Updating time) of PROFINET IO-Devices can be generated.

Values which are marked with a red exclamation mark, result in an invalid
configuration and must be adjusted before the configuration is complete.

» Adjust the values for Updating time manually or via Adjust.
» Adjust the values for Watchdog time manually.
» Apply all settings.

Controller Settings

13. Set the Controller Settings:
» Select Configuration > Controller Settings in the navigation area.

» Under Start of Bus Communication: Select Automatically by device
or Controlled by application option.

» Under Application Monitoring: Set Watchdog time.

» Under Module Alignment: Set Byte boundaries or 2 Byte
boundaries option.

» Under Port Settings: Under Port 1 or Port 2 each set the port setting
required.

» Under 10 State Information: Configure the IOPS interface. Therefore
select under Input Provider or Output Provider the mode ,Disabled’,
,Bit’ or ,Byte’.

Close Master DTM Configuration Dialog

14. Click OK in order to close the Controller DTM configuration dialog and
to store your configuration.

Configuration Download to the PROFINET IO Controller Device

» Adhere to the necessary safety precautions to prevent personnel injury
and property damage.

Note: In order to transfer the configuration to the PROFINET 10 Controller
device, download the data of the configuration parameters in the
PROFINET 10 Controller device. See section Download Configuration on
page 125.
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Further Information

#=N, For more information refer to the sections Controller Network Settings on
f_ page 76, Device Table on page 79, IP Address Table on page 81,
@ Process Data on page 83, Isochronous Modules on page 84, Address
Table on page 87, FSU/Port-Settings on page 91, Stations Timing on

page 93 and Controller Settings on page 106.
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5.3 Configure IRT Communication

To configure devices for the isochronous real-time communication (IRT)

¢ the configuration of the Stations Timing settings in the PROFINET IO-
Controller DTM for IRT is required. For this, the sync domain settings
must be made for IRT-capable PROFINET 10-Device devices. For more
information, see section Stations Timing on page 93.

e Furthermore the planning and configuration of the device topology and
the configuration of the properties of the device, port and connection
must be done in the Topology Editor.

For information concerning the configuration of the topology of devices in
domains for isochronous real-time communication (IRT), refer to the
Operating instruction manual Topology Editor.
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5.4 Controller Network Settings

Mame of station:

Description:

Accept DCP Set via Metwork

IP Settings

[P address:

Metwork mask:

Gateway address:

Device Settings

controller

The Controller Network Settings dialog page shows the current Name of
Station and the IP settings of the PROFINET 10-Controller, which can be
changed here.

By using the Accept DCP Set via Network option, the controller network
settings can be set via the DCP protocol (if necessary using an external
tool). By using the Overwrite Name of Station of devices based on
topology information option, station names can be subsequently
assigned to devices.

» Select Configuration > Controller Network Settings in the navigation
area.

» The Controller Network Settings pane is displayed.

Controller Network Seftings

CIFX_RE_PNM_IRT V3 PROFIMET IRT COMTROLLER

158 . 0 . 1
255 . 255 . 0
0 0 0

Qverwrite Name of Station of devices based on topology information

Figure 42: Configuration > Controller Network Settings

Parameter Meaning Range of Value /
Value
Name of Network name of the PROFINET 10-Controller station. 1 - 240 characters
Stg.t'ogl The name of station can be edited here. It must be DNS
(editable) compatible. For further information refer to section Device
Name according to PROFINET ,Name of Station“
Specification on page 63. For invalid inputs a red exclamation
mark and an error message will appear.
The name of station of the PROFINET IO-Controller station
can be edited in the ‘Device properties’ of the ‘Topology Editor’
too.
For information on the approved marks, see section Name
encoding on page 186.
Description Symbolic Name of the PROFINET |O-Controller DTM.
(editable)
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Parameter Meaning Range of Value /
Value

Accept DCP Case 1: If Accept DCP Set via Network is checked, Checked, unchecked,

Set via the settings for the Name of Station and the IP settings of the Default: unchecked

Network PROFINET IO-Controller device are made via the DCP

protocol. This can be made in the Ethernet Devices window
(see section Ethernet Devices on page 55) or via an external
tool which can send DCP commands.

As soon as a DCP command is sent in case 1, settings made
in the Controller Network Settings window are overwritten.

&

If the Name of Station is set via an external tool ("name
baptism" of PROFINET devices), this one must be
synchronized manually with the device. I. e., the "name
baptism" is not made via the configuration download in the
configuration software SYCON.net.

Important! The Name of Station and the IP settings
of the PROFINET IO-Controller device can be set
via the DCP protocol only if the PROFINET 10-
Controller device is in operating mode ‘Network Up'.

Case 2: If Accept DCP Set via Network is unchecked,

the Name of Station settings and the IP settings made in the
Controller Network Settings window are used.

In case 2, the Name of Station and IP settings cannot be set in
the Ethernet Devices window or these settings would be
rejected by the PROFINET IO-Controller.

IP Settings of the PROFINET IO-Controller Station (editable)

IP Address IP address of the PROFINET IO-Controller station. valid IP Address
Network Mask | Network mask of the PROFINET IO-Controller station. valid Network Mask
Gateway Gateway address of the PROFINET IO-Controller station. valid Gateway Address
Address

Device Settings

Overwrite By means of the Overwrite Name of Station of devices Checked, unchecked,
Name of based on topology information option, the PROFINET 10- Default: unchecked
Station of Controller device can set a Name of Station subsequently to a

devices based | PROFINET IO-Device device. The subsequent allocation of

on topology names for devices is made in the Device table window (see

information section Device Table on page 79) in the Name of station

column.

As a pre-requisite for the use of this option, corresponding
topology information for the PROFINET 10-Device device
must be present in the firmware. This one is set in the
Topology editor. This means that a connection must be
configured for the device in the Topology editor. For more
information on how to connect devices in the topology editor,
refer to the operation instruction manual Topology Editor.

If the PROFINET I0-Controller firmware does not find a
PROFINET IO-Device device in the network according to the
Name of Station indicated in the Device table window, the
PROFINET IO-Controller device will address the PROFINET
IO-Device device by the use of topology information.

If the PROFINET IO-Controller device then finds a PROFINET
I0-Device device which is located at that position within the
topology, there are two possibilities:

1.) Overwrite Name of Station of devices based on
topology information is checked: In this case the PROFINET
IO0-Controller device will perform the “name baptism” although
the found device already has a Name of station.

2.) Overwrite Name of Station of devices based on
topology information is not checked: In this case the
PROFINET IO-Controller device will perform the “name
baptism” provided that the PROFINET IO-Device device does
not have any Name of station. No consequences will follow for
a wrong Name of station.
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Table 19: Controller Network Settings Pane Parameters

» Set the Name of Station and the IP settings for the PROFINET 10-
Controller.

» Check DCP set is activated via the network if the settings for the
Name of Station and the IP settings are to be made via the DCP
protocol (if necessary via an external tool).

Important! The Name of Station and the IP settings of the PROFINET 10-
Controller device can be set via the DCP protocol only if the PROFINET
IO-Controller device is in operating mode ‘Network Up'.

» Check Overwrite Name of Station of devices based on topology
information if Name of Station settings are to be set to devices
subsequently.
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5.5 Device Table

The Device Table dialog pane shows the list of all PROFINET IO-Devices
configured in the PROFINET IO-Controller configuration.

Follow the steps described hereafter:

1. Activate the required device/s:

Select Configuration > Device Table in the navigation area.

Select the required device/s.

In the column Activate check the corresponding checkbox.

Set the Name of station of the PROFINET IO-Device station.

N VY VWV

_) Note: The Name of station displayed here must match with the name of
station set in the PROFINET 10-Device.The name of station must be
explicit in the PROFINET network. It must be a DNS compatible name.

> In the column Name of station set the network name of the PROFINET
|O-Device station.

Activate | Index | MName of station | Device | Description | Yendar
.......... | 5 Device|-00 Device Device [Wendar Warme]
2 -00-0071 [Wendor Name]
3 -00-002 [endor Narme]

Figure 43: Configuration > Device Table (*The name of the PROFINET IO-Device is

displayed.)
Parameter Meaning Range of Value /
Value
Activate Checkbox, to activate / deactivate a station. Checked, unchecked
If the Activate checkbox is checked, process memory in the Default: checked
controller is reserved for this device and the controller makes
a data exchange on the bus to this device.
If the Activate checkbox is deactivated, the controller reserves
memory in the process data image for this device, but no data
exchange to this device is made on the bus.
Index About the index it is possible to set an user-defined sequence 1..n
(editable) for the devices configured in the PROFINET IO-Controller.
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Parameter

Meaning

Range of Value /
Value

Name of
Station
(editable)

Network name of the PROFINET IO-Device station.

The name of station is set here. In the PROFINET IO-Device-
DTM device it is only displayed or otherwise it must be set
directly in the configuration tool of the PROFINET |O-Device.

The name of station set here must match with the name of
station set in the PROFINET IO-Device. The PROFINET IO-
Controller uses the name of station to identify the PROFINET
I0-Device via the PROFINET network and to build up
communication.

The name of station must be explicit in the PROFINET
network. It must be a DNS compatible name. For further
information refer to section Device Name according to
PROFINET ,Name of Station" Specification on page 63. For
invalid inputs a red exclamation mark and an error message
will appear.

The name of station of the PROFINET IO-Device station can
be edited in the ‘Device properties’ of the ‘Topology Editor’
too.

Unique network name
of the device according
to the PROFINET
specification

(PNO document 2722).

1 - 240 characters

Device

The name of the physical device. Name for the device that is
stored non-volatile on the device.

Description

The symbolic name of the device.

Vendor

Name of the vendor of the device.

Table 20: Device Table Pane Parameters
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5.6

IP Address Table

In the IP Address Table you can configure if the network mask and the
gateway address of the PROFINET 10-Devices are to be taken from the
PROFINET I0O-Controller or if the IP settings are to be set manually or if

they are to be taken from the network.

IP Address Tahle

Station

The name of station is set in the Device Table in the PROFINET 10
Controller DTM. Here it is only displayed (refer to section Device Table
on page 79) or otherwise it must be set directly in the configuration tool of
the PROFINET IO-Device.

MName of station | Mode | IP address | Metwork mask Gateway address
Moihrepns ¢ Inherit(Standard) 192.168.0.2 25525525500 0.0.0.0
IP Address Table
MName of station | Mode | IP address | Metwork mask Gateway address
Mcifxrepns Assign manually [lEk 168 0 2 | 255.255.255.0 0.0.0.0
IP Address Tahble
MName of station | Mode | IP address | Metwork mask Gateway address
| Hcitrepns [%ssume from networe ~ |
Figure 44: Configuration > IP Address Table
Parameter Meaning Range of Value /
Value
Name of Network name of the PROFINET I0-Device station. 1 - 240 characters

IP Settings of the PROFINET IO Device Station

Mode

Inherit(Standard): The IP address is manually. The network mask and
the gateway address are taken from the Controller Network Settings.

Assign manually: The IP address, network mask and the gateway
address can be set or changed manually.

Assume from network: The IP address, network mask and gateway
address are overtaken from the network settings (e. g. from the DHCP
server).

Inherit(Standard),
Assign manually,
Assume from network

IP Address
(editable)

IP address of the PROFINET IO-Device station.

The IP address of the PROFINET IO-Device station is set here in the IP
Address Table. In the PROFINET I0-Device DTM it is only displayed.

The PROFINET IO Controller device transmits the IP address of the
PROFINET IO-Device during startup via the PROFINET network to the
PROFINET IO-Device and thereby configures the PROFINET 10-Device.

valid IP Address

Network Mask
(editable)

Network mask of the PROFINET 10-Device station

The Network mask of the PROFINET |O-Device station is set here in the
IP Address Table. In the PROFINET |0-Device DTM it is only displayed.

The PROFINET IO-Controller device transmits the Network mask of the
PROFINET IO-Device during startup via the PROFINET network to the
PROFINET IO-Device and thereby configures the PROFINET 10-Device.

valid Network Mask
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Parameter Meaning Range of Value /
Value
Gateway Gateway address of the PROFINET |O-Device station valid Gateway Address
Aeress The Gateway address of the PROFINET 10-Device station is set here in
(editable) the IP Address Table. In the PROFINET 10-Device DTM it is only
displayed.
The PROFINET IO-Controller device transmits the Gateway address of
the PROFINET IO-Device during startup via the PROFINET network to
the PROFINET IO-Device and thereby configures the PROFINET IO-
Device.
Table 21: IP Address Table Pane Parameters
5.6.1 Set the IP Settings of the PROFINET 10-Device Station

The IP settings for the PROFINET [O-Device station can be inherited. In
this case, the IP address is set manually and the network mask or gateway
address are applied from the Controller Network Settings of the PROFINET
|O-Controller device, to which the PROFINET 10-Device device is
connected. Alternatively, the IP settings can be set manually or can be
applied from the network settings. Proceed as follows:

» Select Configuration > IP Address Table in the navigation area.

Inherit
1. Select the Inherit(Standard) mode.
2. Set the IP address manually.

2 The manually set IP address is applied to the PROFINET 10-Device
device. Also the network mask and gateway from the Controller
Network Settings are applied.

Assign manually

3. Alternatively select the Assign manually mode.

4. Then set the IP address, network mask and gateway address manually.

Note: The fields Network Mask and Gateway Address are only editable
if Assign manually is selected.

» The manually set values are applied to the PROFINET 10-Device
station.

Assume from network mode

5. Or select the Assume from network mode.

2 The IP address, network mask and gateway address are applied from
the network settings to the PROFINET 10-Device station.
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5.7

Process Data

For the PROFINET IO-Controller DTM the Process Data pane serves as
an external process data interface, e. g. for data transfer to a PLC unit. The
process data pane lists the Device devices connected to the Controller, as
well as the configured modules or input or output signals of the devices.
This makes the fieldbus structure visible.

For the configured modules or signals names can be set (Column Tag).

In addition signal data available to the OPC server can be checked
(Column SCADA).

Process Data

Type

Taa

(%5
[
1=
=)
1=

T D B T T

Device

1 Byte Input <Slot 13

1 Byte Input <Subslot 1
(1 bytes) OctetString input
1 Byte Input <Slot 2

1 Byte Input <Subslot 13
(1 bytes) OctetString input
1 Byte Input <Slot 3=

1 Byte Input <Subslot 13
(1 bytes) Octet String input

Device

1 Byte Input <Slot 1=

1 Byte Input <Subslot 1=
Inputs

1 Byte Input <Slat 2=

1 Byte Input <Subslot 1=
Inputs

1 Byte Input <Slat 3

1 Byte Input <Subslat 13
Inputs

DDDHEEDDDDEEEEEED

~SCADA" (= Supervisory Control and Data Acquisition),
here used with the meaning ,to provide for visualizing purposes”.

| |E-;
| B 1 Byte Input <Slot 1> 1 Byte Input <Slat 13
|| § 1 Byte Input <Subslot 13 1 Byte Input <Subslat 13
CIE (1 bytes) Octet String input Inputs
) - 1 Byte Input <Slot 2 1 Byte Input <Slot 2=
) [l 1 Byte Input <Subslot 1= 1 Byte Input <Subslot 13
N (1 bytes) Octet String input Inputs
Figure 45: Process Data (*The name of the Device device is displayed.)
Column [ Symbol Meaning
Type device Device labeling* provided by the hardware followed by the device’s name of
station in pointy brackets
E| S module, submodule Description of the modules or input or output signals configured to the device
(not editable)
ﬁ' 1/0 signal
Tag device Symbolic name* of the device
E| S module, submodule | Symbolic name for the modules or for the input or output signals configured to
the device (editable)
ﬁ' 1/0 signal
iy warning Duplicate Tag at the same level can cause errors by use of OPC!
SCADA | Option which module or signal data shall be provided for the OPC server.

menu.

*Depending on the protocol, either the device name or the symbolic name can be edited via the device symbol context

Table 22: Process Data
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5.8 Isochronous Modules

The Isochronous Modules window displays IRT capable (isochronous)
devices or modules, or isochronously supported submodules, which
provide the isochronous mode. If not enabled or disabled by default (fixed
setting), the isochronous mode can be activated or deactivated in the
Isochronous column. It serves to determine for which isochronous devices
or modules or isochronously supported submodules the configured timing
parameters

Options for calculation,

e Input time,

¢ Output time,

e Inputinterval steps,

e or Output interval steps will apply.

If the Auto setting is selected (recommended), the automatically in the
background calculated timing parameters applies. In the expert mode
Manual, you can set the timing parameters yourself. These values applies
each for the entire selection.

Isochronous modules

Image Type Tag Isochronous
| | SNAWICS $120.5150 CU320-2.PN V47 <Add| SINAMICS 51205150 CUS202 PN.VA7 | @
4 ZE DO SERVO <Slot 2> DO SERVO «Slot 2> v
i Standard telegram 9, PZD-10/5; SERVO <Subslc Standard telegram 9, PZD-10/3; SERVO <Subslc v
(4 DOENCODER <Slot 3> DO ENCODER <Slot 3> v
------- ZE Standard telegram 83, PZD-2/8 <Subslot 3> Standard telegram 83, PZD-2/8 <Subslot 3> v

Options for calculation Automatic ~
Input time Output time
Input interval steps Output interval steps

Figure 46: Configuration > Isochronous Modules (Example isochronous Device and
configured Modules and Submodules)
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Parameter

Meaning

Range of Value /
Value

Image

Icon for an iscochronous device with isochronous mode

% Icon for an iscochronous module with isochronous mode

QE Icon (indented) for an iscochronously supported sub module
with isochronous mode. In this case the GSDML file includes
an “IsochroneMode” node.

Type

Name of an iscochronous device or module or of an iscochronously
supported submodule of a device with isochronous mode.

String

Tag

Description of an iscochronous device or module or of an iscochronously
supported submodule of a device with isochronous mode.

String

Isochronous

Indicates whether an iscochronous device or module or an isochronously
supported submodule is in isochronous mode from application view.

Within a subnet (domain), the same clock time must be set for all IRT
devices or for all devices that contain isochronous modules or
isochronously supported submodules. If Isochronous is checked for an
IRT device within a subnet, the same clock time is automatically used for
all IRT devices in the corresponding subnet. The same applies to devices
with isochronous modules or isochronously supported submodules.

Isochronous mode is enbaled by default if GSDML attribute
IsochroneModeRequired="true" is present.

v Isochronous mode can be enabled or disabled by the user for a
single submodule, for all submodules in a module or for all
submodules of a device.

Timing parameters for Isochronous mode:

In isochronous applications, the time before the next network cycle
begins or when the isochronous PROFINET IO-Device devices or
output modules or the isochronously supported sub output modules
should set the output values towards the output.

Options for Manual or automatical calculation Manual, Auto,
calculation Note! By default use the Auto setting! Use the Manual Default: Auto
'+ setting only if you know exactly how to make the
configuration.
Manual: Expert mode (refer also to [2])
Auto: Automatical calculation in the background (recommended)

Input time Bus-related input time Editable only for
In isochronous applications, the time before the next network cycle selection "Manual
begins or when the isochronous PROFINET IO-Device devices or input
modules or the isochronously supported sub-input modules should read
in the input values.

Output time Bus-related output time Editable only for

selection “Manual”

Input linterval
steps

The time pattern or isochronous interval steps specified in the GSDML
file for the input time or for receiving the input data.

0..
Default (typically):
125 ps

Output linterval
steps

Time pattern defined in the GSDML file or isochronous intervall steps for
the output time or when output data is sent.

0..
Default (typically):
125 ps

Table 23: Isochronous Modules Pane Parameters

For isochronous real-time communication within a subnet (domain) the
process data is sent in a fixed order, in equidistant (isochronous) time
intervals and isochronously to the other nodes. For IRT communication the
cyclic data transmission is deterministic and based on the clock of the
network master (sync master). The maximum allowed deviation from the
synchronization clock is 1 ps (jitter accuracy).
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Procedure for configuration:

1. Select the isochronous devices or modules or isochronous supported
submodules (if can be enabled*) for which the timing parameters
configured automatically or manually in this window should apply by
activating the Isochron option.

» Check Isochron.

*For isochronously supported submodules in the GSDML of which the
attribute IsochronousModeRequired="true" is present, Isochronous is
checked fixed.

2. Set isochronous mode parameters.
The isochronous mode parameters are configured on the device level.

Note! By default use the Auto setting! Use the Manual (expert mode)
setting only if you know exactly how to make the configuration.

» Under Options for Calculation select Auto (recommended).

2 The timing parameters are automatically configured in the background.
The calculated times apply to the entire selection, i. e.. to all selected
devices, modules or submodules.

If Manual is selected, the input time or the output time for an isochronous
device or module or an isochronous supported submodule can be set
manually. The selected times apply to the entire selection. If a set value for
the input time or the output time at the device, an associated module or
submodule is changed again, a value previously set at another module or
submodule is overwritten for the device, all its modules and submodules.

DTM for Hilscher PROFINET IO-Controller Devices | Configuration of Hilscher Controller Devices
DOC1507040I05EN | Revision 5 | English | 2019-04 | Released | Public © Hilscher, 2015-2019



Configuration 87/194

5.9 Address Table

The Address Table dialog pane shows a list of all addresses used in the

process data image. The displayed addresses refer to the used PROFINET
|O-Controller.

The Address Table displays which input module respectively output
module (respectively sub module) is assigned to which address in the
process data image. The start address of the input module respectively
output module (respectively sub module) is displayed each time.

To display the address data:

» Select Configuration > Address Table in the navigation area.

v Auto addressing Display mode: |Hexadecimal j CSY Export |
Inputs:
fame of station | M odule | Submodule | Twpe | Length | Address |
k| Device| {4 Bit Input 0=x00000002 B 0=00 0=0000
| 4 Bit Input 0x00000002 IE 0x0001  0x0001
| 4 Bit Input 0x00000002 IE 0:0001  0x0002
Oukputs:
fame of station | M odule | Submodule | Twpe | Length | Address |
¥ |Device| {4 Bit Output Q000007 01 0]z Q0007 (0000
| 4 Bit Cutput 000000101 o] 0x0001 00001
| 4 Bit Cutput 000000101 o] 0x0001  0x0002

Figure 47: Configuration > Address Table (*The name of the PROFINET IO-Controller
device is displayed.)
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5.9.1  Auto Addressing, Display Mode, CSV Export

Auto Addressing

v Auta addressing

Figure 48: Configuration > Address Table - Auto Addressing

The Auto Addressing is used by default. For manual addressing the
check-box must be unchecked and the user has to enter the addresses for
input and output data.

Display Mode

» Use the Display Mode drop-down list to select data display mode
decimal or hexadecimal.

Display made: |Hexadecimal j

Figure 49: Configuration > Address Table - Display Mode

CSV Export

The CSV Export option allows to export input- and output addresses as
CSV file (CSV = comma separated value). Therefore:

» Click to the CSV Export button.

2 A file saving dialog opens.

» Save the data as *.CSV file.

You can open the generated data by means of a spreadsheet application.
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5.9.2

Inputs / Outputs

If manual addressing is allowed, you assign the input or output addresses

of the modules manually:
> Click on an address of a module.

» Edit the field and type in a new address.

[~ Auto addressing Display mode: Decimal | SY Export |
Inputs:
Mame of station | Module | Submodule | Type | Length |Addr.. |
: |Device| 16 Bytes [n <Slot 13 0=00000000 <Subslot 13 5] 16 1
| 16 Bytes In < 5lot 23 0=00000000 <Subszlot 1> IB 16 16
le 5 Bytes In <Slat 0x00000009 <Subslet 1> 1B sEE ]
Cukputs:
Marne of station | Module | Subrmodule | Tupe | Length | Addr.. |
k: |Device] $16 Bytes Out <Slat 4 0x0000000E <5ubslat 13 LB 16 1]
| 16 Bytes Out <Slat 5= 0x0000000E <Subzlat 1> OB 16 16
n 8 Bytes Out <5lot B> 0x00000004, <Subzlot 1> OB a8 32
Figure 50: Configuration > Address Table — Input / Output (*The name of the PROFINET IO-
Device is displayed.)
Parameter Meaning Range of Value /

Value

Name of Station

Network name of the PROFINET |O-Device station.

The name of station is set in the Device Table in the PROFINET 10
Controller DTM. Here it is only displayed (refer to section Device
Table on page 79) or otherwise it must be set directly in the
configuration tool of the PROFINET IO-Device.

1 - 240 characters

Module Module name

Submodule Submodule name

Type Data type (QB,QW,IB, IW)

Length Length of the Module / Submodule in Bytes.
Address Data offset address.

Table 24: Address Table Pane Parameters - Inputs / Outputs

» Confirm your modifications by clicking on the OK button.

2 The manually changed address is now set.
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2 The configuration software reports an error if an address overlapping in
the process data image was detected. The configuration software
reports the first adress overlapping, which was detected. The display
includes the Name of Station, the module, the submodule and
especially the start address and the length of the overlapping modlues.

Error §|

@ Dual port memory inpuk address overlap!
MarneCFStation:

Maodule: 16 Bytes In <Slok 2=
Subrmodule: 0x00000000 <Subslat 1 =
fddress: 16 Length: 16

MarneCFStation:

Maodule: § Bytes In <Slob 3=
Subrnadule: 0x00000009 <Subslat 1 =
Address: 18 Length: &

Figure 51: Configuration > Address Table — Adress Overlap

*The name of the PROFINET IO-Device is displayed.

> Correct the address for one of the two modules and enter an unused
address.

» Confirm your modifications by clicking on the OK respectively Apply
button.

Sort Addresses

» To sort the address data, click on the respective column header.
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5.10 FSU/Port-Settings

The FSU/Port Settings pane is used to set in the PROFINET 1O-Controller
device whether a PROFINET IO-Device must use a fast start up (FSU)
connection to establish the the cyclic data exchange. For this, all existing
Ethernet connections from the PROFINET 10-Controller to PROFINET 10-
Devices are displayed, including all existing ports at each Device.

By the MAU Tpye for each PROFINET 10 Device and for each port is to be
set, whether the Device should establish the connection automatically or
whether fixed parameters are to be used.

] Important: If you check FSU (fast start up) to establish a fast connection

0 for a port, use only the MAU Type "100BASETXFD*. For the "AUTO"
setting the Auto negotiation and Auto crossover effects will prevent esta-
blishing a fast Ethernet connection.

» Select Configuration > FSU/Port-Settings.

» Check FSU for those PROFINET 10-Devices, which must use a fast
start up (FSU) connection to establish the cyclic data exchange.

| | M ame | Mare of station | &l Type | FSU |
| | [ [Device name’ [Station name Device'| O
i b 7 Interface 1-Partl AUTO
| - = Interface 1 - Port2 AUTO
= [Station name Device™’| O
| - = Interface 1 - Port AUTO
| - = Interface - Port? AUTO

Figure 52: FSU/Port-Settings (*The name /**Name of Station of the Device device is

displayed.)
Parameter Meaning Range of Value /
Value
Name The symbolic name of the PROFINET 10-Device station.
Name of Network name of the PROFINET 10-Device station. 1 - 240 characters

Station The name of station is set in the Device Table in the PROFINET IO

Controller DTM. Here it is only displayed (refer to section Device Table
on page 79) or otherwise it must be set directly in the configuration tool of
the PROFINET IO-Device.
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Parameter

Meaning

Range of Value /
Value

MAU Type

The MAU-Type (MAU = Medium Attachment Unit) defines the physical
settings (PHY) on the PROFINET IO-Device. For each port at the device
the MAU type must be set separately.

LAUTO": For this setting, the connection between adjacent Devices is
negotiated automatically. It may take 2-3 seconds for the physical
connection is established.

~LOOBASETXFD* [4]: For this setting, the connection between adjacent
Devices is fixed with 100 MBit /Fullduplex.

) ~ Important for Hardware Wiring!
) (1) Make wiring only between ports with the same port setting

(MAU-Type configuration). Otherwise no connection can be
establisehd between the Devices or only in half duplex mode.
(2) Connect only ports with each other, which have different
cross-over settings. Otherwise a connection between the
devices can not be established. Refer to the manual of the
end device manufacturer to get information which crossover
settings are set on the used device. Respectively use
crossover cables.

AUTO,
100BASETXFD

FSU

In the PROFINET IO-Controller device must be configured for each
PROFINET IO-Device, wether the Device must use a fast start up (FSU)
connection to establish the the cyclic data exchange.

checked,
unchecked

Table 25: FSU/Port-Settings
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5.11 Stations Timing

» Select Configuration > Stations Timing in the navigation area.

In the dialog pane Stations Timing for each selected PROFINET 10-
Device station you can make the following stations timing settings.

Not IRT capable devices:

¢ station global settings ‘Updating time’ and ‘Watchdog time’.

Stations Timing

Station global settings

Name of station | Isochro... | RT mode | Lpdating time [ms] | Watchdog time [ms] |
Meibrenns f [0 Unsynchronized (RT) 16.0 430
| |cifxrepns-001 | 5 ) 16.0 430
| |cfarepns-002 ] 160 430
| |cifxrepns-003 | 16.0 480

Sync domain settings

Sync domain name:

Basic send-dock: ms

Figure 53: Configuration > Stations Timing, Example ‘Unsynchronized (RT)’ by default

IRT capable devices or IRT capable devices with isochronous mode:

e unsynchronized (RT) or synchronized (isochronous) real-time
communication (IRT),

e station global settings ‘Updating time’ and ‘Watchdog time’,
e or sync domain settings ,Name* and ,Basic send-clock'.

,Basic send-clock' is only valid for IRT. In a sync domain for all IRT
participants globally an identical value for ,Basic send-clock’ is valid. This is
the basic clock of all IRT participants.
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Station global settings

Stations Timing

Watchdog time [ms] |

Name of station | Isochra... | RT mode | Updating time [ms] |
|Heomx 1 00repns O Unsynchronized (RT) 16.0 480
| |comx100repns-001 O Unsynchronized (RT) 16.0 480
| |com100repns-002 [0  Unsynchronized (RT) 160 4580
| _|comx100repns-003 O Unsynchronized (RT) 16.0 480
Adjus!

Sync domain settings

Sync domain name:

Basic send-dock:

ms

Figure 54: Configuration > Stations Timing, Example ‘Synchronized (IRT)’ (editable)

Station global settings

Stations Timing

Sync domain settings

Sync domain name:

Basic send-dock:

Figure 55: Configuration > Stations Timing, Example

mode

0.25

default-sync-domain

ms

MName of station | lsochro... | RT mode | Updating time [ms] | Watchdog time [ms] |
Meinamice-s 1 20c0320-2nn ! [  Synchronized (IRT) 1.0 30
sinamics-s120-cu320-2pn-001 | Synchronized {IRT) 10 30
sinamics-s120-cu320-2pn-002 [  Synchronized (IRT) 10 3.0
sinamics-s120-cu320-2pn-003 | Synchronized {IRT) 10 30

,Synchronized (IRT)', Isochronous
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5.11.1 Parameter in the ‘Stations Timing’ Pane
The following table shows the parameters description of the Station
Timing pane:
Parameter Meaning Range of Value

/ Value

Station global Settings

support a synchronized (isochronous) real-time communication.

e Synchronized (IRT): The setting involves that IRT (=Isochronous Real-
Time) is used. The data exchange from the PROFINET IO-Controller with
this PROFINET IO-Device device is synchronized.

‘Synchronized (IRT)’ as a fixed setting means that this device supports a
synchronized (isochronous) real-time communication and provides the
isochronous mode. ‘Synchronized (IRT)’ as a selectable setting involves
that the values ‘Updating time’, ‘Watchdog time’ and ‘Basic send-clock’ are
adjusted to each other.

.a Note: The isochronous mode is to be enabled in the Isochronous

Modules pane, in the Isochronous column (see section
Isochronous Modules on page 84).

For synchronized real-time communication (IRT communication), the process

data is send in a fixed order, in equidistant (isochronous) time intervals and

isochronously to the other participants on the bus.

If you select IRT mode, the PROFINET IO-Controller is automatically assigned
as the sync Master, as well, the assignment of the sync domain name is done.

Note that the settings made here are taken over for ,Synchronization role’ in the
Topology Editor and vice versa. For more information, refer to the operation
instruction manual Topology Editor.

Name of Network name of the PROFINET IO-Controller station. Under Name of station | 1 -240
station all devices are displayed, which are connected to the PROFINET IO-Controller. | characters
The corresponding nhame of station is set in the Device Table in the PROFINET
10 Controller DTM (refer to section Device Table on page 79) or otherwise it
must be set directly in the configuration tool of the PROFINET 10-Device.
Isochronous Indicates whether the isochronous mode is used or not. checked,
(not editable) a Note: The selection, whether the isochronous mode is to be used or unchecked
not, for devices module or submodules, is made in the Isochronous
Modules pane, in the Isochronous column (see section
Isochronous Modules on page 84).
Meaning if checked
e Device is IRT-capable (isochronous), or contains isochronous modules or
isochronously supported submodules, provides isochronous mode and
uses isochronous mode.
Meaning if not checked:
e Device is RT capable (not IRT capable), or does not contain isochronous
modules or isochronously supported submodules.
OR
e Device is IRT-capable (isochronous), or contains isochronous modules or
isochronously supported submodules, does not provide isochronous mode.
OR
e Device is IRT-capable (isochronous), or contains isochronous modules or
isochronously supported submodules, provides isochronous mode, does
not use isochronous mode.

RT mode e Unsynchronized (RT): The setting involves that RT (= Real-Time) is used. | Fixed or
The data exchange from the PROFINET |O-Controller with this PROFINET | selectable:
10-Device device is not synchronized. Unsynchronized
‘Unsynchronized (RT)’ as a fixed setting means that this device does not (RT),

Synchronized
(IRT)
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Parameter

Meaning

Range of Value
/ Value

Updating time
[ms]

Eligible (total) cycle time of the device to exchange data.

RT mode = RT: For each unsynchronized device, a value for ,Updating time'
can be chosen. There is no dependence on other variables.

RT mode= IRT: For each synchronized device only those values for ,Updating
time' can be selected which are permissible, in dependence to the value
selected for ,Basic send-clock'.

Important! Values for ‘Updating time’, which after a change of ,Basic
send-clock' are marked with a red exclamation mark, result in an
invalid configuration and must be adjusted manually or via Adjust,
before the configuration is completed.

RT mode RT:

All values that are
defined in the
GSDML file are
selectable.

RT mode IRT:
Only permissible
values can be
selected.

Watchdog time
[ms]

Time, after which a device reports the absence of cyclic telegrams and passes
over to the error state. The value must be an integer multiple of the cycle time
(updating time), (with restrictions from the GSDML file).

Integer multiple of
‘Updating time’

Adjust

Serves in ‘IRT’ mode as auto-correction of invalid values for ‘Updating time’.
For any invalid values for ‘Updating time’ the closest valid values are set
automatically.

Alternatively, the values can be corrected manually.

Sync domain set

tings

Sync domain
name

DNS compatible name in accordance with the "Name of Station" naming
convention. For further information refer to section Device Name according to
PROFINET ,Name of Station" Specification on page 63. For invalid inputs a red
exclamation mark and an error message will appear.

The sync domain includes all devices that are controlled by one sync Master. In
the ‘Topology Editor’ currently only one sync domain is supported.

The packet synchronization for the IRT communication (synchronized real-time
communication) is controlled by a sync Master. For each sync domain exactly
one sync Master is determined. The Hilscher PROFINET 10-Controller device
takes over the role as sync Master. The sync Master sets the synchronization
clock for data exchange with the sync Slaves.

For information on the approved marks, see section Name encoding on page
186.

All devices in
RT mode RT:
disabled
(grayed out)

At least one
device in the
RT mode IRT:
Name acc. to
PROFINET
specification
(PNO document
2722)

1 - 240 characters

Basic send-
clock

Basic clock of all IRT participants of the sync domain. Thus, no PROFINET IO-
Device is capable to exchange cyclical data faster than any other participant.

RT mode = RT: For unsynchronized devices ,Basic send-clock' is disabled
(grayed out).

RT mode= IRT: For synchronized devices the value selected for ,Basic send-
clock' decides about the values selectable for ,Updating time'.

Note: By changing the ,Basic send-clock’ factor invalid values for the cycle time
(‘Updating time) of PROFINET IO-Devices can be generated.

All devices in
RT mode RT:
disabled
(grayed out)

At least one
device in the

RT mode IRT:

All values that are
defined in the
GSDML file are
selectable.

Table 26: Parameters in the ‘Stations Timing’ Pane
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5.11.2 Configuration Steps Stations Timing

5.11.2.1 Example ,Unsynchronized (RT)’

Stations Timing

Station global settings

Sync domain settings

Sync domain name:

Basic send-dock: ms

MName of station | Isochro... | RT mode | LUpdating time [ms] | Watchdog time [ms] |

Meibrenns f [ Unsynchronized (RT) 16.0 430

| |cifxrepns-001 O  Unsynchronized (RT) 160 430

| |cifxrepns-002 O Unsynchronized (RT) 16.0 480

| |cifxrepns-003 O Unsynchronized (RT) 16.0 480
Adjus’

Figure 56: Configuration > Stations Timing, Example ,Unsynchronized (RT)*

1. Adjust the values for Updating time manually or via Adjust.

Stations Timing

Station global settings

Name of station | lsochro... | RT mode Updating time [ms] ‘Watchdog time [ms] ‘
||cifxrepns O Unsynchronized (RT) I~ 480
| |cifrepns-001 O  Unsynchronized (RT) 480
| |cifxrepns-002 O Unsynchronized (RT) 20 480
| |cifxrepns-003 O  Unsynchronized (RT) E\.D 430
Adjus
Sync domain settings

Sync domain name:

Basic send-dodck: ms

Figure 57: Configuration > Stations Timing > ,Updating time‘ to be adjusted, Example

,Unsynchronized (RT)
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Station global settings

Stations Timing

Name of station | lsochro... | RT mode | Updating time [ms] | Watchdog time [ms] |
| |cfxrepns O  Unsynchronized (RT) 30
| |cifxrepns-001 O Unsynchronized (RT) 30
| |cixrepns-002 O  Unsynchronized (RT) 30
|Hcifxrepns-003 O Unsynchronized (R 30
Sync domain settings

Sync domain name:

Basic send-clock:

Figure 58: Configuration > Stations-Timing >

,Unsynchronized (RT)

ms

,Updating time‘ adjusted, Example

2. Adjust the values for Watchdog time manually.

Station global settings

Stations Timing

MName of station | lsochro... | RT mods | LUpdating time [ms] | ‘Watchdog time [ms] |
| |citxrepns O Unsynchronized (RT)
| |citxrepns-001 O  Unsynchronized (RT)
| |cihrepns-002 O Unsynchronized (RT)
|Hcifxrepns-003 O  Unsynchronized (RT)
Sync domain settings

Sync domain name:

Basic send-dock:

Figure 59: Configuration > Stations-Timing > ,Watchdog' to be

,Unsynchronized (RT)*

ms

adjusted, Example

3. Apply all settings or complete the configuration via OK.
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5.11.2.2

Example ,Synchronized (IRT)'

1. For each PROFINET IO-Device station select the station RT mode.

Station global settings

Stations Timing

Name of station | lsochro... | RT mode | Updating time [ms] | Watchdog time [ms] |
|Mcome 1 00repnis | O Unsynchronized (RT) 16.0 480
| |comx100repns-001 [0  Unsynchronized (RT) 16.0 4580
| |come100repns-002 O Unsynchronized (RT) 16.0 480
||come100repns-003 O Unsynchronized (RT) 16.0 480
Adjus
Sync domain settings
Sync domain name:
Basic send-clock: ms
Figure 60: Configuration > Stations-Timing, Example ,Synchronized (IRT)"
Stations Timing
Station global settings
MName of station | lsochro... | RT mode | Updating time [ms] | Watchdog time [ms] |
Hcomx100repns ] Unsynchronized (Rl~ 16.0 430
| |comx100repns-001 O UHW chnized R i 16.0 430
| |comx100rpns-002 | 160 480
| |comx100repns-003 [0  Unsynchronized (RT) 16.0 430

Sync domain settings

Sync domain name:

Basic send-dock:

Figure 61: Configuration >

,Synchronized (IRT)*

ms

Stations-Timing > RT mode to

be selected, Example
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Stations Timing
Station global settings

Mame of station | lsochro... | RT mode | Updating time [ms] | Watchdog time [ms] |
| |comx100repns O  Synchronized (IRT) 1.0 30
| |comx100repns-001 [0  Synchronized (IRT) 1.0 30
|_{comx100repns-002 O  Synchronized (IRT) 1.0 30
|Hecom100repns-003 [0 [Synchronized {IRT).~ 1.0 30
Sync domain settings
Sync domain name: default-sync-domain
Basic send-clock: 1.0 * ms

Figure 62: Configuration > Stations-Timing > RT mode selected, Example ,Synchronized
(IRT)

2. For each PROFINET IO-Device station select the Basic send-clock
factor.

Stations Timing
Station global settings

Name of station | lsochro... | RT mode | Lpdating time [ms] ‘ Watchdog time [ms] |
| |comx100repns [0  Synchronized (IRT) I 10 3
| |comx100repns-001 [0  Synchronized (IRT) ! 10 3
| |comx100repns-002 [0  Synchronized (IRT) ! 10 3
Y| comuc1 00repns-003 O & 1 1.0 3
Sync domain settings
Sync domain name: default-sync-domain
Basic send-clock: m - ms

Figure 63: Configuration > Stations-Timing > Send-Clock, Example ,Synchronized (IRT)"

Important: By changing the ,Basic send-clock’ factor invalid values for the
‘ cycle time (‘Updating time) of PROFINET IO-Devices can be generated.

Values which are marked with a red exclamation mark, result in an invalid

configuration and must be adjusted before the configuration is complete.
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Stations Timing

Station global settings

Name of station | lsochro. .. | RT mode | Updating time [ms] | Watchdog time [ms] |

|Mcomox100repns [0  Synchronized RT) | “:I I~ 30

come 1 00repns-001 O  Synchronized (IRT) ! 40 3.0

| |comx100repns-002 O Synchronized gRT) 1 80 30

[ Jcomx 100repns-003 O Smchonized (R 1 155 30
64.0

Adjust

Sync domain settings

Sync domain name: default-sync-domain

Basic send-clock: 4.0 -~ ms

Figure 64: Configuration > Stations-Timing > ,Updating time‘ to be adjusted, Example
,Synchronized (IRT)*

3. Adjust the values for Updating time manually or via Adjust.

Stations Timing

Station global settings

Name of station | lsochro... | RT mode | Updating time [ms] | Watchdog time [ms] |
| |comu100repns [0  Synchronized (IRT) 40 120
| |comx100repns-001 [0  Synchronized (IRT) 4.0 120
| |comx100repns-002 [0  Synchronized (IRT) 0 120
¥|comc100repns-003 O  Swnchronized (IRT) i 120

Sync domain settings

Sync domain name: default-sync-domain

Basic send-dodk: 4.0 - ms

Figure 65: Configuration > Stations-Timing > ,Updating time‘ adjusted, ,Synchronized (IRT)’

4. Adjust the values for Watchdog time manually.
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Station global settings

Stations Timing

Name of station

| Isochro.... | RT mode | Updating time [ms] | Watchdog time [ms] |
|Mcomx100repns [m] Synchronized (IRT) 4.0[24.
| |comx100repns-001 O  Synchronized (RT) 40 120
| |come100repns-002 O Synchronized (IRT) 40 120
|_|comx100repns-003 O  Synchronized (RT) 40 120

Sync domain settings
Sync domain name: default-sync-domain
Basic send-clock: 4.0 -~ ms

Figure 66: Configuration > Stations-Timing >

\Watchdog' to be adjusted, Example
,Synchronized (IRT)*

Stations Timing
Station global settings

MName of station | Isochro.... | RT mode | Updating time [ms] | Watchdog time [ms] |
|_|comx100repns [m] Synchronized (IRT) 40 240
| |comee100repns-001 O Synchronized (IRT)
| |comoe100repns-002 O Synchronized (IRT)
|Hcomo100repns-003 O Synchronized (IRT)
Sync domain settings
Sync domain name: default-sync-domain
Basic send-dodk: 4.0 * me

Figure 67: Configuration > Stations-Timing > ,Watchdog‘ adjusted, Example ,Synchronized
(IRT)

5. Apply all settings or complete the configuration via OK.
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5.11.2.3 Example ,Synchronized (IRT)‘, Isochronous mode

Stations Timing

Station global settings

| Mame of station | lsochro. .. | RT mode | Updating time [ms] | Watchdog time [ms] |
reinamics:s 1 20cu3 0-2on i [l Synchronized (IRT) 1.0 30
sinamics-s120-cu320-2on-001 [l Synchronized (IRT) 10 30
sinamics-s120-cu320-Zon-002 El  Synchronized (IRT) 10 30
sinamics-s120-cu320-Zon-003 El  Synchronized (IRT) 10 30

Sync domain settings
Sync domain name: default-sync-domain
Basic send-dock: 0.25 ~* ms

Figure 68: Configuration > Stations-Timing, Example ,Synchronized (IRT)‘, Isochronous
mode

1. For each PROFINET |O-Device station select the Basic send-clock
factor.

Stations Timing

Station global settings

| MName of station | lsochro... | RT mode | Lpdating time [ms] | Watchdog time [ms] |
Meinamicss 120cu30-7on : [ Synchonized (RT) 1.0 30
sinamics-s 120-cu320-2pn-001 [l Synchronized (IRT) 1 10 30
sinamics-s120-cu320-2pn-002 [ Synchronized (IRT) 1 10 30
sinamics-s 120cu320-2pn-003 [l Synchronized (IRT) 1 10 30

Adjust

Sync domain settings

Sync domain name: default-sync-domain

Basic send-dodk: m v ms

Figure 69: Configuration > Stations-Timing > Send-Clock, Example ,Synchronized (IRT)',
Isochronous mode
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0 Important: By changing the ,Basic send-clock’ factor invalid values for the
| cycle time (‘Updating time) of PROFINET IO-Devices can be generated.
Values which are marked with a red exclamation mark, result in an invalid
configuration and must be adjusted before the configuration is complete.

Stations Timing
Station global settings

Mame of station | lsochro. .. | RT mode | Updating time [ms] | Watchdog time [ms] |
|Msinamics-s120-cu320-2pn [  Synchronized (IRT) ] “:l I~ 30
| |sinamics-5120-cu320-Zpn-001 [Fl  Synchronized (IRT) ! 40 30
| |sinamics-s120-cu320-Zpn-002 [l Synchronized (IRT) ] 10 30
| |sinamics-5120-cu320-2pn-003 [l Synchronized (IRT) 1 1.0 3.0

Sync domain settings
Sync domain name: default-sync-domain
Basic send-dodk: 4.0 v ms

Figure 70: Configuration > Stations-Timing > ,Updating time‘ to be adjusted, Example
,Synchronized (IRT)‘, Isochronous mode

2. Adjust the values for Updating time manually or via Adjust.

Stations Timing
Station global settings

Mame of station | Isochro... | RT mode | Updating time [ms] | Watchdog time [ms] ‘
| |sinamics-s120-cu320-Zon [ Synchronized (IRT) | 120
| |sinamics-s120-cu320-2pn-001 [l Synchronized (IRT) 120
| |sinamics-s120-cu320-Zpn-002 [ Synchronized (IRT) 120
|Msinamics-s120-cu320-Zpn-003 [ Synchronized (IRT) 120

Sync domain settings

Sync domain name: default-sync-domain

Basic send-dock: 4.0 v ms

Figure 71: Configuration > Stations-Timing > ,Updating time' adjusted, Example
,Synchronized (IRT)‘, Isochronous mode
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3. Adjust the values for Watchdog time manually.

Station global settings

Stations Timing

Sync domain settings

Sync domain name: default-sync-domain

Basic send-dodk: 4.0 * ms

Figure 72: Configuration > Stations-Timing >

,Synchronized (IRT)‘, Isochronous mode

Station global settings

Stations Timing

\Watchdog' to be

Sync domain settings
Sync domain name: default-sync-domain
Basic send-dock: 4.0 v ms

MName of station | lsochro... | RT mode | Updating time [ms] | Watchdog time [ms] ‘
| |sinamics-s120-cu320-Zpn [ Synchronized (IRT) 40 240
| |sinamics-5120-cu320-Zpn-001 [ Synchronized (IRT) 40 240
| |sinamics-5120-cu320-Zpn-002 [l Synchronized (IRT) 4.
\Msinamics-5120-cu320-2pn-003 [l Synchronized (IRT) 4

Mame of station | lsochro. .. | RT mode | Updating time [ms] | Watchdog time [ms] |
Hsinamics-s120-cu320-2pn [  Synchronized (IRT) 4.0[24
| |sinamics-s120-cu320-2pn-001 A Synchronized (IRT) 4.0 120
| |sinamics-s120-cu320-2pn-002 [l  Synchronized (IRT) 4.0 120
| lsinamics-s120-cu320-2pn-003 [ Synchronized (IRT) 40 120

adjusted, Example

Figure 73: Configuration > Stations-Timing > ,Watchdog‘ adjusted, Example ,Synchronized

(IRT)", Isochronous mode

4. Apply all settings or complete the configuration via OK.
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5.12 Controller Settings

At the Controller Settings pane device related settings can be made.
These settings only become active after the configuration was downloaded
to the device.

v Information about the download you find in section Download

S,
[ Configuration on page 125).

Start of bus communication
* Aukomatically by device
" Controlled by application

Application maonitoring

‘hatchdog time: 1000 ms

Port Settings
Part 1: auTo -]
Part 2; aUTO -]

Figure 74: Configuration > Controller Settings

_) Note: The setting options at the dialog pane Controller Settings for client
specific variants of the configuration software can differ from the setting
options displayed here.
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5.12.1 Start of Bus Communication

Start of bus communication
* Automatically by device
" Controlled by application

Figure 75: Controller Settings > Start of Bus Communication

If Automatically by device is selected, the PROFINET IO-Controller
device will start with the data exchange on the bus after the initialization
has been ended.

When Controlled by application is selected, the application program must
activate the data exchange on the bus.

Note: The setting options under Start of Bus Communication for client
specific variants of the configuration software can differ from the setting
options displayed here.

5.12.2 Application Monitoring

Application monitoring
Watchdog time: 1000 ms

Figure 76: Controller Settings > Application Monitoring

The Watchdog time determines the time within which the device watchdog
must be re-triggered from the application program while the application
program monitoring is activated. When the watchdog time value is equal to
0 the watchdog is deactivated and the application program monitoring is
deactivated too.

The permissible range of values of the watchdog time is 20 to 65535. By
default the watchdog time value equals to 1000 ms.

Watchdog time Range of Value /
Default Value

Permissible range of values 20 ... 65535 ms

Default 1000 ms

The software watchdog is deactivated. 0ms

T able 27: Range of Value / Value for the Watchdog time

Note: The setting options under Application Monitoring for client
specific variants of the configuration software can differ from the setting
options displayed here.
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5.12.3 Port Settings

For each port must be configured, whether the PROFINET IO-Controller
device should establish the connection automatically (setting: ,AUTO") or
whether fixed parameters are to be used (setting: ,J00BASETXFD").

Fort Setiings
Port 1; |AUTO ~|
Port 2: |AUTO ~|

100BASET#FD

Figure 77: Controller Settings > Port Settings

Parameter Meaning Range of Value /
Value

Port Settings Port Settings is to be set for each port (Port 1, Port 2) of the AUTO,

Port 1, Port 2 PROFINET IO-Controller separately. 100BASETXFD

LAUTO": For this setting, the connection between adjacent Devices is
negotiated automatically. It may take 2-3 seconds for the physical
connection is established.

~100BASETXFD* [4]: For this setting, the between connection
adjacent Devices is fixed with 100 MBit /Fullduplex.

Table 28: Parameters Port Settings

0‘ Important for Hardware Wiring!

— (1) Make wiring only between ports with the same port setting. Otherwise
no connection can be establisehd between the Devices or only in half
duplex mode.

(2) Connect only ports with each other, which have different cross-over
settings. Otherwise a connection between the devices can not be
established. Refer to the manual of the end device manufacturer to get
information which crossover settings are set on the used device.
Respectively use crossover cables.

_) Note: The setting options under Port Settings for client specific variants
of the configuration software can differ from the setting options displayed
here.
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6 Online Functions

Getting Access to SYCON.net Online Functions

Note! If under ‘Configuration’ > ‘Master Settings’ > ‘Start of bus
communication’ > ‘Controlled by application’ is selected, after ‘Power on
Reset’ the Master device is in ‘Offline’ state! In this state you can not use
the SYCON.net online function ‘Network Scan’. To get access to this
online function in case the Master device is used together with an
application program, you must make sure that the application program will
start the communication. Alternatively you can start the communication
manually from the context menu ‘Start communication’ of the the Master
device.

6.1 Connecting/Disconnecting Device

N
) Ky
|

\\_. 4

Note: Several PROFINET IO-Controller DTM functions e. g. Diagnhosis or
the configuration download in the FDT Framework require an online
connection from the PROFINET 10-Controller DTM to the PROFINET 10-
Controller device.

Connecting Device

The following steps are needed to establish a connection from the
PROFINET IO-Controller DTM to a PROFINET IO-Controller device:

Under Settings in the Driver pane:

1. Verify that the default driver is checked and respectively check another
or multiple drivers.

2. Configure the driver if necessary.
Under Settings in the Device Assignment pane:
3. Scan for the devices (with or without firmware).

4. Select the device (with or without firmware) and apply the selection.

\  Before you download the firmware adhere to the necessary safety
) precautions to prevent personnel injury and property damage. For more

refer to section Safety Messages on Firmware or Configuration Download
on page 28.

Under Settings in the Firmware Download pane if not yet a firmware was
loaded to the device:

5. Select and download the firmware.

Under Settings in the Device Assignment pane if not yet a firmware was
loaded to the device:

6. Scan for the device (with firmware) once more.

7. Select the device (with firmware) once more.

An overview of the descriptions for these steps you find in the section
Overview Settings on page 29.

DTM for Hilscher PROFINET IO-Controller Devices | Configuration of Hilscher Controller Devices
DOC1507040I05EN | Revision 5 | English | 2019-04 | Released | Public © Hilscher, 2015-2019



Online Functions 110/194

8. In the DTM interface dialog select the OK button, to apply the selection
and to close the DTM interface dialog.

9. Put aright-click on the PROFINET IO-Controller device icon.
10. Select the Connect command from the context menu.

» The PROFINET 10-Controller device now is connected to the
PROFINET IO-Controller DTM via an online connection. In the network
view the device description at the device icon of the Controller is
displayed with a green colored background.

Disconnecting Device

To disconnect an online connection from the PROFINET |0O-Controller
device to a PROFINET IO-Controller DTM take the following steps:

1. In the DTM interface dialog select the OK button, to close the DTM
interface dialog.

Right-click on the PROFINET 10O-Controller device icon.
Select the Disconnect command from the context menu.

w

2 In the network view the device description at the device icon of the
Controller is not any more displayed with a green colored background.
Now the PROFINET IO-Controller device is disconnected from the
DTM.
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6.2 ‘Network Scan’ and ‘Upload’

With the function Network Scan... of the PROFINET I0-Controller DTM
you can find out automatically which PROFINET 10-Devices are attached
to the PROFINET IO-Controller device and how these devices are
configured. During the network scan the Controller device requests the
ident codes of the Device devices found at the bus. For each connected
Device device its ident code is read out.

In the Scan Response dialog of the Controller DTM, the assigned device
description files or DTM devices are displayed. Exactly one ident code is
assigned to each device description file and to each DTM device. Different
versions (also language versions) of the same device description file are
defined by the same ident code. For every identified device you can select
the assigned DTM device according to the firmware loaded in that Device
device. Via Create Devices for each Device device the selected DTM
device is created. The IP settings of the Device device can be set manually
in the Controller DTM if necessary.

Note: The IP settings of the Device device must be downloaded to the
Controller device, before uploading the module configuration is started.

The configuration is uploaded after a network scan. Via the Upload
function of the PROFINET I0-Device DTM, data for module configuration
can be uploaded from the individual PROFINET 10-Device devices via the
PROFINET IO-Controller device and the PROFINET I0O-Controller DTM into
the PROFINET |O-Device DTMs.

Requirements
The PROFINET IO-Controller device must be configured.

Important: The configuration of the Controller device must be
downloaded in the Controller device. For more see section Configuration
Steps on page 23.

Overview of the Steps

1. Start the Network Scan function of the Controller DTM.
2. Make settings in the Scan Response dialog of the Controller DTM.
3. Click Create Devices.

4. Use the Download function of the Controller DTM to download the IP
settings of the Device device to the Controller device.

5. Use the Upload function to upload the device configuration of each
Device device to the Device DTM.

6. Use the Download function of the Controller DTM to download the
device configuration of the Device devices to the Controller device.
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6.2.1

Starting ‘Network Scan’

1.
>

>

Start the Network Scan function of the Controller DTM.
In netDevice: right-click on the device symbol of the PROFINET IO-

Controller DTM.

Select Network Scan... from the context menu.

I
: SYCON.net - [PROFINET_IRT_MNetworkScan.spj]

” File View Device MWNetwork Extras Help

D2l @z a %o [

| netProject

=10 x|

CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3]<

- I

pa

Connect
Disconnect

Download

Upload

Cut
Copy
Paste

Topology Editor

Configuration. ..
IMeasured Yalue. ..
Sirnulstion, ..
Diagnasis...

Additional Functions

£
B
(-2 POWERLINK
B
B
B

|
=2-23 Project: PROFINET_IRT_MetworkSc

g-21 Modbus RTU
a1 Open Modbus/TCP

-[Z1] PROFIBUS DPV 0
-[Z1] PROFIBUS DPV 1
7-[L] PROFIBUS MPI

=-[23 PROFINET IO

D Gateway / Stand-Alone Slave
|_:_|D Master

..... S CIFX RE/PNM

..... e CIFX RE/PNM V3

B COMX 1003CK-RE/PMM
B2 COMX 100XX-RE/PNM V3
-.mekx METX 100 RE/PMNM

ez METX 100 RE/PMNM V3
ek METX 500 RE/PMNM

-.mekx METX 500 RE/PMNM V3

[l

L IZA Slave
FieldhusK‘u‘endorX DTM Class)\ Found /

’
A

Lo

Ready

DTM: PROFINET IO IRT Controller DTM -
Delete Info: -
X Vendor: Hilscher GmbH
Symbolic Name. .. Version:  V1.0200.5.1652
Date: 2008-06-24
Device:  CIFX RE/PNM V3
~|| Info: CIFX_RE_PNM_IRT V3 PROFINET IRT
1| | » CONTROLLER
4 | | » | M, Network View { Topology View - CIFX_RE_PNM_IRT V3 PROFINETIRT ¢ | Vendor:  Hilscher GmbH =l
(x|
4
H
(=]
b=
2
=
=
=1
|O|[ 4] 4]'» [M]} SYCON.net  netDevice ,I

|Administrator I[

Figure 78: Starting ‘Network Scan’ (Example)

> Wait for a short time.

Note: It can last some seconds, until the Network Scan... dialog is
displayed.

Via Network Scan...

an online connection from the PROFINET

1O-

Controller DTM to the PROFINET |O-Controller device is established. The
configuration software scans, which PROFINET I0-Devices are attached to
the PROFINET network or to the PROFINET |O-Controller device.
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 The Scan Response dialog of the Controller DTM is displayed.
=18l x]

” File View Device MNetwork Extras Help

DR @ |z a|s o |[=e

| netProject - X | netDevice b
E1-[.0 Project: PROFINET_IRT_MetworkSc - I ,'
e (CIFX_RE_PNM_IRT V3 PROFINE (2 Modbus RTU d
" (21 Open Medbus/TCP
(23 POWERLINK
[Z3 PROFIBUS DPV 0
[Z3 PROFIBUS DPV 1
[Z3 PROFIBUS MPI
— = = - e T r\nnl—uu—-rIO
a netDevice - Scan Response of Device: CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX 1ol =| y / Stand-Alone Slave
The following hardware-devices have been found during network-scan.
Please check automatic selection of corresponding devices found in device catalog in column 'DTM Device' before creating devices. [ RE/PMM
[{ RE/PNM V3
Statlon Add.. | Device Type ID |Sub De\rl_mel DTM to Use | Device Classl DTM Device Quality | Action X 100X4-RE/PNIM
£259 (00000103) nfa Hilscher generic D" DTM Specific |CIF< RE/PMS W31.x [3] Generic fouAdd MM 1003X-RE/PNM V3
[X100 RE/PNM
14100 RE/PNM V3
I'x 500 RE/PMNM
I 500 RE/PNM V3
ST-T100-EN/PMNM =
L00:K-RE/PMNM
L00-RE/PNM V3 J
— | Information of hardware device | Information from DTM | - Vendorx DTM Class )\ Found
Mevice infa CIFX RE/PNS V3.1x
[[DTH Progid - Hilscher PNIOGenDevDTM2.1 fIET 10 IRT Controller DTH 1
| |Station Address cifxrepns - her GmbH
| |Vendar 286 (000001 1e) Hilscher Gesellschaft fir Systemautomation mbH 1200.5.1652
| |Device Type ID 259 ((x00000103) 259 ((x00000103) — [os-24
| |Sub Device Type n/a n/a E/PNM V3
Version n/a V31x =l _RE_PNM_IRT V3 PROFINET IRT
A I Creation Mode: IUse Hilscher generic DTMs if available j | Create Devices I Cancel | rer GmbH ﬂ
*| @ Download succeeded fo device CIFX_RE_PNIM_IRT V3 PROFINET IRT CONTROLLERICIFY RE/PRIM V31= controller (Z1).
! @ etwork Scan is started. -> Device: CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3]<controller> (1)
oDe\.rice entry Station address cifxrepns, -> Device: CIFX_RE_PMNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3]« controller=(#1)
= or\letwork Scan is finished. -» Device: CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3]= controller= (£1)
o
=
=
5
3 SYCON.net", netDevice [4] I
Ready |Administrator I[ [[Muma ]| | 2

Figure 79: Scan Response dialog of the Controller DTM (Example)
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6.2.2 Settings in the Scan Response Dialog of the Controller DTM

2. Make settings in the Scan Response dialog of the Controller DTM.

2 Inthe DTM to Use column the DTM devices assigned to the found ident
codes appear.
=10/ x|
” File View Device MNetwork Extras Help

DR @ |z a s o |[=e e

| netProject PRI rctDevice x
=223 Project: PROFINET_IRT_MetworkSc - I )'-
| ICIFXRE PRIM_TRT V3 BROFINE 51 Modbus RTU a
. 21 Open Modbus/TCP
23 POWERLINK
] PROFIBUS DPV 0
(-2 PROFIBUS DPV 1
Jnn -] PROFIBUS MPL
= _ _ Z ma nnarmier 10
2B s tonesove
The following hardware-devices have been found during network-scan.
Please check automatic selection of corresponding devices found in device catalog in column 'DTM Device' before creating devices. ¥ RE/PMNM
[ RE/PNM V3
Station Addl Device Type ID |Sub Device T):Eel DTM to Use | Device Class DTM Device Quali Action DX 100XK-RE/PNM
cifrepns 259 ((1<00000103) n/a Hischer generic D' DTM Specific [CIFX RE/PNS V3.1x__ T=|3] Generic fousdd | ,
M 100XX-RE/PMNM V3
CIFX RE/PNS V3.1x .
CIFX RE/PNS V3.2x - V3.4, 4100 RE/PNM
CIFX RE/PNS V3.4.13- V3 4 14100 RE/PNM V3
CIFX RE/PNS V3.5.0 - V3.5 ;
CIFX RE/PNS V34138 -V3 J X500 RE/PNM
CIFX RE/PNS V3.4.143 - V3] I'x 500 RE/PNM V3
CIFX RE/PNS V3.518 - V3.4 ST-T100-EN/PNM
CIFXRE/PNSV31x | 00X-RE/PNM
CIFX RE/PNS V3.2x- V34 L003CK-RE/PNM V3
CIFX RE/PNS V3.4.19- V3 4 ﬂ
— | Information of hardware device |CIFX RE/PNS V3.5.0 - V3.5. - ‘u’endurx DTM Class>\ FUund/
5 n/a CIFX RE/PNS V3.4.138 - V3]
5 ReductionRatio=12 4 8 16 JET IO IRT Controller DTM -
| [DTM Progld - ReductionRatio=4 & 16 Send?DTM2.1
| |Station Address cifxrepns ReductionRatio=124 2 16 her GmbH
| |Vendar 286 (2000001 1) Hilscher Gesellschaft fir Systemautomation mbH 200.5. 1652
| |Device Type ID 259 (2<00000103) 259 (2<00000103) P s
| |Sub Device Type n/a n/a E/PNM V3
Version n/a V31x -] _RE_PNM_IRT V3 PROFINET IRT
hl Creation Mode: IUse Hilscher generic DTMs if available j | Create Devices I Cancel | rer GmbH =l
El oDown oad succeeded to device LIFA_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3T< controller> (£1).

! ONetwork Scan is started. -> Device: CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PMM V3]« controller= (1)
oDe\rice entry Station address cifxrepns, -> Device: CIFX_RE_PMNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3]« controller= (#1)
ONetwork Scan is finished. -» Device: CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3]< controller= (£1)

z

3

!

2

b=l

=

|| 4[ 4 ¥ [¥]\, SYCON.net, netDevice |« |»
Ready |Administrater I[ [[Muma]] | 2

Figure 80: Scan Response dialog of the Controller DTM (Example)

» In the DTM Device column, select for every identified device the DTM
device corresponding to the firmware loaded in this Device device.

e If in the DTM Device column no DTM device or a DTM device not
desired is displayed, add the required DTM devices to the device
catalog.

e Or adapt the creation mode under Creation Mode.
> In the Action column select, whether the found DTM device shall be:

e added or skipped.
(if a device is not yet present in the project),

e orreplaced or skipped
(if a device is already present in the project)
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6.2.3 Description on the Scan Response dialog of the Controller DTM

2 netDevice - Scan Response of Device: CIFX_RE_PNM[CIFX RE/PNM]=controller ={#1) Channel: /PROFINET_IO

The Following hardware-devices have been found during network-scan.
Please check autamatic selection of correspanding devices found in device catalog in column 'DTM Devices' before creating devices,

Station Address | Device Type ID | Sub Device Type | DTM to Use | Device Class | OTH Davice | Cuality Action

M rwioS0repns-01 268 [0x0000010c) nfa Use Hilscher generic: DTMs if available [DTM Specific Group |NXI0 S0-RE/PNS [3] Generic found | &dd

|| nwioBrepns-02 268 (0:0000070c) n/a Usze Hilzcher generic DTMs if available DT Specific Group MxI0 50-RE/PNS [3] Generic found [Add

|| rwiob0repns-03 268 [0x0000010c] nfa Usze Hilzcher generic DTMs if available DTM Specific Group N0 50-RE/PNS [3] Genernic found [&dd

< ?

- | Information of hardware device | Information from DT |

Hleyice inla MNAI0 B0-RE/PNS
| |DTH Progld - Hilzzher PHIDGenDevDiTM21
| |Station Address rxin50rephs-01 -
| |endor 286 [0x0000011&) Hilzzher GrbH
| |Device Type ID 268 [0=0000010c) 268 [0=000001 0c)
| |Sub Device Type n'a n'a
| |DTH to Usge Mot Specified DT Specific Group
| |Generic DTM - es
Creation Mode Use Hilscher generic DTMs if available j | Create Devices Cancel

Figure 81: Scan Response dialog of the Controller DTM (Example)

In the following table you find a description about the Scan Response
dialog of the Controller DTM.

Column Description

Title Bar With the text: Symbolic Name of the Controller Device [Device Description] <Device Address>
(#Network ID) channel/PROFINET_IO.

Instruction In the Network Scan window the instruction text is displayed: The following hardware-devices

have been found during network scan. Please check automatic selection of corresponding
devices found in device catalog in column ‘DTM Devices’ before creating devices.

Station PROFINET IO station address, which displays the logical sequence of the devices within a
Address PROFINET network.
Colors Meaning of colors in the Scan Response dialog of the Controller DTM:

Red If a field marked in red appears in column Station address, the respective DTM device

is already present on the network.
Yellow If a field appears marked in yellow, a selection can be made by a combo box.

Device Type ID | Identification (ID): Ident code read out from each device (Unique Identifier)

Sub Device Sub type of the device type, if applicable

Type

DTM to Use Display of the DTM devices, which are assigned to the ident codes found during scanning:
if Use Hilscher generic DTMs if available is displayed without color marking, there is no selection
possibility.
if Use Hilscher generic DTMs if available is gisplayed marked in yellow, the following selection can be
made:
Use Hilscher generic DTMs if available ﬂ (In the figure shown example DTMs are

.................... displayed.)

A selection will only be displayed if under Creation Mode > Choose for each device was
selected and if another DTM has been found for the respective device.

Device Class Device class of the PROFINET 10-Device device.
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Column Description

DTM Device Found Device-DTM (the device name as taken from the DTM)
Only the device description files or DTM devices can be displayed within the column DTM
Devices:

e Which are available in the device catalog for the scanned ident code,
e Respectively, which belong to the selection made under Creation Mode

o and which belong to the selection made under Creation Mode > Choose for each device
under DTM to create.

For each device type ID in This means, within the device catalog of netDevice for the
the column DTM Device found ident code and the selected Creation Mode these
the following is displayed: alternatives are available:
e no device, e noDTM
e one single device e A device description file or a DTM device of the manufacturer
e or multiple devices e One or more device description files or DTM devices of a
(within a combobox). manufacturer
Quality Associated quality information
Display: [1] DTM found, [3] Generic found
Action The action to be performed with the corresponding device during the process of device creation.

o If no device is present within the current project, the selection Add/Skip will appear.

o Ifthere is already a device present within the current project, the selection Replace/Skip will
appear.

Add adds a new instance for the selected DTM during the process of creation of a device.
Skip skips the process of creation of a device for the respective device address.

Replace erases the instance of the DTM currently located at this address during the process of
creation of a device, and replaces it with the instance of the chosen DTM.

Table below

The lower table in the Scan Response dialog of the Controller DTM shows a comparison of
possible differences in device information taken from:

e The hardware device (displayed in central column of 3)
e and the DTM (displayed in right column of 3)

The left column contains which information is compared between the information sources
‘Hardware Device’ and ‘DTM'.

Note: If a field contains the text ‘n/a’, the corresponding information is not applicable
in the current context (fieldbus).

Creation Mode Under Creation Mode one of the following options can be selected:
e User Hilscher generic DTM if available

e Use vendors DTMs if available

e Choose for each device

Ilse Hilscher generic DTMs if available j

Scan Response dialog of the Controller DTM >
Choose for each device ‘Creation Mode’

Create Devices | About Create Devices ...
o for each Device device the previously selected DTM device is created.

e an upload of the Device configuration can be proceeded.

Cancel Click Cancel to leave the dialog without creating a device.

Table 29: Description on the Scan Response dialog of the Controller DTM
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6.2.4 Creating Devices

3. Click Create Devices

» In the Scan Response dialog of the Controller DTM click Create
Devices.

» The dialog Devices Network Scan - Creating Device appears. The
dialog shows the progress of the device creation process.

_} Note: Depending on the device manufacturer, a different dialog may also
be displayed.

» The question appears “The current module and submodule
configuration of the connected device will be read out now. Do you
want to apply the read-out module and submodule configuration?”
“Yes”/"No”

“ASVCON.net - [PROFINET_IRT_NetworkScan.spj] =]
” File View Device Network BExtras Help

DR @ |zsa|no =

| netProject - X| netDevice =
=2-23 Project: PROFINET_IRT_MetworkSc rs I }'
& -~ BRI -1 Modbus RTU -l

'] -2 Open Modbus/TCP

(-2 POWERLINK

-[2] PROFIBUS DRV 0

-1 PROFIBUS DPV 1

5-[23 PROFIBUS MPI

=-[23 PROFINET IO

5-E3 Gateway / Stand-Alone Slave
= (2 Master

MNetwork Scan - Creating Devices

CETNE— e
pf 1)
& The current module and submodule configuration of the connected E 0% |

| device will be read out now.
Do you want to apply the read-out module and submodule

configuration?
| V3.5.35_- V3x[CIFX RE/PN5 V3.5.35 - V3x —
Ja I Mein | ﬂ
Lind /
L 0% | =
Cancel I
Device:  CIFX RE/PNM V3
*|| Info: CIFX_RE_PNM_IRT V3 PROFINET IRT
| | »[  |conTRoLLER
a| | | » | ', Network View / Topology View - CIFX_RE_PNIM_IRT V3 PROFINET IRT ( | Vendor:  Hilscher GmbH d|
x| o Download succeeded to device CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PMNM V3]« controller= (£1).
a4
o Metwork Scan is started. -> Device: CIFX_RE_PMNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PMNM V3]< controller=(#1)
o Device entry Station address cifxrepns, -> Device: CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PMNM V3]« controller= (#1)
2 o Metwork Scan is finished, -» Device: CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3]<controller= (#1)
|
=4
=
=
<
| &|[14] 41> [Ms, SYCON.net ’, netDevice [«] | o]
Ready |Administrator I [[numalf | 2

Figure 82: Query for generating the module configuration (Example)

» Click “No”.
> For each Device device the previously selected DTM device is created.
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6.2.5 Download to the PROFINET IO-Controller Device

~ Adhere to the necessary safety precautions to prevent personnel injury
__ and property damage. For more refer to section Safety Messages on
W Firmware or Configuration Download on page 28.

4. Use the Download function of the Controller DTM to download the IP
settings of the Device device to the Controller device.

» In netDevice: right-click on the device symbol of the PROFINET 10-
Controller DTM.

» Select Download from the context menu.

:SYCON.net - [PROFINET_IRT_MetworkScan.spj] - |EI|1|
” File View Device MNetwork Extras Help

DR @ |z=a|no =

[netProject ==
=3 Project: PROFINET_IRT_MetworkSc - I J_'_
1 iCIFX_RE_PMM_IRT V3 PROFIME -2 Modbus RTU d

. -[L1] Open Modbus/TCP
1-[2] POWERLINK

B

£

B
CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3]< -] PROFIBUSDPV O
i B

B

| | 1 -2 PROFIBUS DPV 1
,}! Connect

(] PROFIBUS MPI

Disconnect =L PROFINET IO
PNS_V3.5.35_-_V3.x[CIFX RE/PNS V3.5.: (2 Gateway / Stand-Alone Slave
Upload =2 Master
— . e e CIFX RE/PNM
€t e CIFX RE/PNM V3
Copy %] COMX 1003C4-RE/PNM
Pasty .2 COMXK 100XX-RE/PNM V3
Metwork Scan... ...net=z WETX 100 RE/PNM
-neb= NMETX 100 RE/PNM V3
Topology Editor ..nekz NETX 500 RE/PNM
Configuration. .. -.nekz METX 500 RE/PMNM V3
Measured Yalee... | i ! MHST-T100-EMN/PMNM -
Simulatiom., 25 N 100304-RE/PNM
Diagnasisee | 23 NJ 100XX-RE/PNM V3 -
Additional Functions  » r-‘."rF;:eIEiII;:;/(‘u‘endor}\ DTM Class>\ Found /
Delete DTr-t!: PROFINET IO IRT Controller DTM -
Symbolic Mame. .. :"I:a:t.lol-. Hilscher GmbH
_— Version:  V1.0200.5.1652
Date: 2008-06-24
Device:  CIFX RE/PNM V3
~l| Info: CIFX_RE_PNM_IRT V3 PROFINET IRT
1| | » CONTROLLER
41 | | » | [\, Network View  Topology View - CIFX_RE_PNM_IRT V3 PROFINET IRT ¢ | Vendor:  Hischer GmbH =l

= o Download succeeded to device CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3] < controller= (£1).

! o MNetwork Scan is started. -» Device: CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PMNM V3]« controller= (1)

o Device entry Station address cifxrepns, -=> Device: CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PMNM V3] < controller= (1)
o MNetwork Scan is finished. -» Device: CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3]< controller= (£1)

2

13 oUpload succeeded from device CIFX_RE_PNS_V3.5.35_-_V3.x[CIFX RE/PMS V3.5.35 - V3.x]< cifxrepns=,

=

=1

=

S| 4[4[ [\, SYCON.net', netDevice || | »]
Ready |Administrator I [[numalf | 2

Figure 83: ,Download’ current Configuration to PROFINET IO-Controller (Example)

> The Dialog netDevice - Download appears:

If you attempt to download during bus operation, communication
between master and slaves is stopped.

Do you really want to download?
» Click Yes.

» The dialog netDevice appears showing the progress bar Download
active, device performs initialisation...
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» The netDevice window shows the message (example): Download
succeeded to device CIFX_RE_PNM[CIFX RE/PNM]<>(# 1).

6.2.6 Running ‘Upload’ and generating Module Configuration

5. Use the Upload function to upload the device configuration of each
Device device to the Device DTM.

» In netDevice: right-click on the device symbol of the PROFINET 1O-
Device DTM.

» Select Upload from the context menu.

"3 SYCOMN.net - [PROFINET_IRT_NetworkScan.spj] ~1ol x|

” File View Device MNetwork Extras Help

DR @ |z a|s o |[=e e

[netProject =
=223 Project: PROFINET_IRT_MetworkSc s I )'_
Frim CIFX_RE_PNM_IRT V3 PROFINE -2 Modbus RTU -l
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-0 POWERLINK

[
[
[
CIFXIRENPIMNRTWIPROFINETIRT CONTROMER[CIRORE/FNMNVE]E | | =1 PROFIBUS DPVO
! £
[

7-C] PROFIBUS DPV 1
.(Z1] PROFIBUS MPI

-2 PROFINET IO
CIF)_( RE_PNS V3.5.35_-_W3.x[CIFX RE/PNS V3.5.] (2] Gateway / Stand-Alone Slave
\‘ Comect =12 Master
Discannect ~m CIFXRE/PNM
_ -ym CIFX RE/PNM V3
Download B2 COMX 100XX-RE/PNM
B2 COMX 100XX-RE/PNM V3
cut k< NETX 100 RE/PNM
Copy k< NETX 100 RE/PNM V3
Paste k< NETX 500 RE/PNM
ot P k< NETX 500 RE/PNM V3
onnguraton... p
e ————_ [} NHST-TL00-EN/PNM |
Sl 53 NJ 100XX-RE/PNM
Diagnosis 53 NJ100XX-RE/PNM V3
- 5.17A Slave [ |
Additional Functions + Fieldbus K‘u‘endorx DTM Class>\ Found /
DTM: PROFINET I0 IRT Controller DTM -
Delete Info: -
Symbolic N Vendor: Hilscher GmbH
ymooic lame. .. Version:  V1,0200.5,1652
Date: 2008-D6-24
Device:  CIFX RE/PNM V3
~|| 1Info: CIFX_RE_PNM_IRT V3 PROFINET IRT
< | » CONTROLLER
4 | | » | M\, Network View  Topoalogy View - CIFX_RE_PNM_IRT V3 PROFINET IRT ¢ | Vendor:  Hischer GmbH =l

x| ODownload succeeded to device CIFX_RE_PMNM_IRT V3 PROFINET IRT COMTROLLER[CIFX RE/PNM V3]< controller= (#1).

! ONetwork Scan is started, -» Device: CIFX_RE_PNM_IRT V3 PROFIMNET IRT CONTROLLER[CIFX RE/PNM V3] controller= (#1)

ODe\rice entry Station address cifxrepns, -> Device: CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3]<controller=(#1)
ONetwork Scan isfinished, -» Device: CIFX_RE_PMNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3]« controller= (#1)

ES

13 oUplnad succeeded from device CIFX_RE_PMS_V3.5.35_-_V3.x[CIFX RE/PN5 V3.5.35 - V3.x]<cifxrepnss.

= oDownload succeeded to device CIFX_RE_PMNM_IRT V3 PROFINET IRT COMTROLLER[CIFX RE/PNM V3]< controller= (#1).

=]

f=1

| S| T4 ¥ [MI[F, SYCONinet, netDevice [«] | »]
Ready |Administrator I[ [[Muma ]| | 2

Figure 84: ,Upload’ the Device Configuration (Example)

> The dialog Devices Symbolic Name of the Controller Device [Device
Description] <Device Address> Starting Upload ... appears. The dialog
shows the progress of the upload process.

_} Note: Depending on the device manufacturer, a different dialog may also
be displayed.

 The question appears “The current module and submodule
configuration of the connected device will be read out now. Do you
want to apply the read-out module and submodule configuration?”
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h [Z1 PROFIBUS MPI
-2 PROFINET 10
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= Master
| i CIFX RE/PNM
Device: CIFX_RE_PNS_V3.5.35_-_V3x[CIFX RE/PNS V3.5.35 - V3x
=
=% The current module and submodule configuration of the connected %
/.' device will be read out now,
Do you want to apply the read-out module and submadule
configuration? L‘EII
I ) L NJ100XX-RE/PNM V3
Ji Ny i
2 =0 | 277 Slaue Ll
Fieldbus  Vendor % DTM Class % Found
DTHM: PROFINET IO IRT Controller DTM -
Info: - —
Vendor:  Hischer GmbH
Version: V1.0200.5.1652
Date: 2008-08-24
Device: CIFX RE/PNM V3
hd Info: CIFX_RE_PNM_IRT V3 PROFINET IRT |
< | » CONTROLLER
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* o Download succeeded to device CIFX_RE_PMNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PMM V3]< controller= (#1).
L]
o MNetwork Scan is started, -> Device: CIFX_RE_PMNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3]<controller> (#1)
o Device entry Station address cifurepns, -» Device: CIFX_RE_PMM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PMNM V3]< controller= (#1)
= ONetwork Scan is finished, -> Device: CIFX_RE_PNM_IRT V3 PROFINET IRT CONTROLLER[CIFX RE/PNM V3]< controller> (£1)
§ o Upload succeeded from device CIFX_RE_PMN5_V3.5.35_-_V3x[CIFX RE/PNS V3.5.35 - V3.x] < cifurepns>.
2 o Download succeeded to device CIFX_RE_PMNM_IRT V3 PROFINET IRT COMNTROLLER[CIFX RE/PNM V3]< controller= (#1).
5
&[4[ 4] ¥ ¥, SVCOMNnet’, netDevice [«] | v
Ready [Administrator [ numa]| | 2

Figure 85: Query for generating the module configuration (Example)

> Click “Yes”.

> For the Device its current configuration is uploaded via the Controller
device and the Controller DTM to the Device DTM.

> The successful progress for the upload procedure is reported in the
output window.

Note: If you start the Upload function and you have not yet assigned the
IP address to a reinstalled Device, you will receive the following error
message: Upload failed from device. For further information on this,
refer to section Upload failed from device on page 124.
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Figure 86: Upload succeeded (Example)

After the module configuration of the PROFINET 10-Device has been
created, you can display the uploaded modules by double-clicking the
Device symbol.
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Figure 87: Uploaded Modules (Example)
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6.2.7 Download to the PROFINET IO-Controller Device

) b
L EIi] I
k. 28

e

Adhere to the necessary safety precautions to prevent personnel injury
and property damage. For more refer to section Safety Messages on
Firmware or Configuration Download on page 28.

6.

>

>

Use the Download function of the Controller DTM to download the
device configuration of the Device devices to the Controller device.

In netDevice: right-click on the device symbol of the PROFINET 10-
Controller DTM.

Select Download from the context menu.

 The Dialog netDevice - Download appears:

If you attempt to download during bus operation, communication
between master and slaves is stopped.

Do you really want to download?
Click Yes.

The dialog netDevice appears showing the progress bar Download
active, device performs initialisation...

The netDevice window shows the message (example): Download
succeeded to device CIFX_RE_PNM[CIFX RE/PNM]<>(# 1).
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6.2.8  Upload failed from device

2 If you start the Upload function and you have not yet assigned the
IP address to a reinstalled Device, you receive the following error
message: Upload failed from device Symbolic Name of the Device
[Device Description] <Device Address> You might find additional
information in the output window.
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i

x
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RE/PNS V3.5.35 - V3.x] <cifxrepns>!
‘fou might find additional information in the output window, Cancel
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Z
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Figure 88: Upload failed from device (Example)

» Inthis case assign the IP settings.
» Then download the current configuration to the Controller device and
» restart the Upload function.
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6.3 Download Configuration

The device configuration is created offline in the DTM (application
program). A download to the device is required, to transfer the configuration
with the parameter data to the device.

Note: To download configuration parameter data to the PROFINET 10-
Controller device an online connection from the PROFINET 10-Controller
DTM to the PROFINET IO-Controller device is required. Further
information can be found in the Connecting/Disconnecting Device section
on page 109.

Safety Precautions

If you plan to perform a configuration download via the PROFINET IO-
Controller DTM be aware of the following:

| & WARNING |

Communication Stop due to Configuration Download,
Faulty System Operation possible or Loss of Device Parameters

Before you initiate a configuration dowload process, while the bus is still in
operation status:

» Stop the application program.

» Make sure that all network devices are placed in a fail-safe condition.

| & WARNING |

Mismatching System Configuration,
faulty System or Device Operation possible

» In the device use only a configuration suitable for the system.

NOTICE

Loss of Parameters caused by Power Disconnect during
Configuration Download

» During configuration download process, do not interrupt the power supply
to the PC, or to the device and do not perform a reset to the device!

For more see next page.
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Download Steps

To transfer the configuration with the corresponding parameter data to the
PROFINET IO-Controller device you download the data using the frame
application of the configuration software.

For netDevice the download is made via Device > Download or use the
context menu with Download.

1. Select Download in the context menu of the device.

2 If the download is started as long as the Slave devices are connected to
the Master device, the following message is displayed: ‘If you attempt to
download during bus operation, communication between Master and
Slaves is stopped. Do you really want to download?’

.
netDevice CIFX_DP_DPMICIFX DP/DPM]<1>(#1) - Download -

"-.I If you atternpt to download during bus operation, communication
W' between master and slaves is stopped
Do you really want to download?

-

Yes Mo

Figure 89: netDevice Message: Download

Important: If the communication between the Master and the Slave
devices is stopped, the data exchange between the Master device and the
Slave devices is stopped.

2. Click to Yes if you intend to download the configuration.

2 Then the current configuration in the application program is down
loaded to the device.

3. Otherwise click to No.
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6.4 Start /Stop Communication

You can manually start or stop the communication between a PROFINET
|O-Controller device and PROFINET IO-Device devices.

e Start Communication can be enabled if the communication was
stopped before or if the configuration requires this (Controlled release of
communication).

e Stop Communication can be enabled if the communication was star-
ted.

» To start or to stop the communication, proceed as follows:

Start Communication

1. Connecting device:

Note: To start the communication of the device at the bus manually, an
online connection from the PROFINET 10-Controller DTM to the
PROFINET IO-Controller device is required. Further information can be
found in the Connecting/Disconnecting Device section on page 109.

2. Select Additional Functions > Service > Start Communication from
the context menu (right mouse click).

R The device communicates at the bus.

Stop Communication

| A WARNING |
Faulty System Operation possible, Overwriting of Firmware

or Loss of Device Parameters

Before you stop the communication:

» Stop the application program.

» Make sure that all network devices are placed in a fail-safe condition.

1. Select Additional Functions > Service > Stop Communication from
the context menu (right mouse click).

» The communication of the device at the bus is stopped.
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6.5 Licenses

Using the license dialog, you can order licenses for Master protocols or
Utilities and download them to your device.

6.5.1 Open License Dialog

You first open the License window.

_) Note: You first need to assign the Controller device to the DTM. Only
then, the device data and the licenses already present in the device are
displayed in the License dialog.

How to proceed:

A.) Assigning the Controller device to the DTM

1
>
2
>
>
3
>
>
4
>
>
>
>
5.

Open the DTM configuration dialog.

In the FDT container netDevice double click to the device icon.
Select one or several drivers.

Select Settings > Driver.

Check the drivers.

Configure the driver if necessary.

Select Settings > Driver > [Name of the assigned driver].
Configure the driver settings.

Scan for and select the devices.

Select Settings > Device Assignment.

Under Device selection select suitable only or all and then Scan.
In the table, check the required devices.

Select Apply.

Close the DTM configuration dialog via OK.

For details to the device assignment, refer to section Device Assignment
in this manual.

B.) Open the License pane

>
>

In the FDT container netDevice right click to the device icon.

From the context menu select Additional Functions > License.

 The License pane opens.
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6.5.2 License Dialog

In the License! pane you can:

e check, which licenses for Master protocols or Utilities are present in the
device (Position @ in the figure below),

e order licenses (Positions @ to @),

e transfer licenses to the device @

: netDevice - License @@@

License Type =
| | Existing | Order (2 ) [ A
| |Master protocols bt
|| | i.Dne General Master License NO O @
L. Two General Master Licenses NO O
(|| i PROFIBUS Master YES O
(| | i CANopenMaster YES O
||| DeviceNet Master YES O
Pl ASdnterface Master YES O
i i PRAFINET 1IN AT Cantaller vEQ M b
Request Form, please fill out
Name | Value ((3) |A
| |License type User Single Device License S~
| |Manufacturer™ Ox0001 @
|_|Article number” 11251100
|_|Serial number* 120007
|_|Chiplype” 000000001
[Step® 0x00000000
_|Romcode revision™ |0x00000000 v

Fields marked with ' are mandatory.

=

Download
License

| Close I Help |

@

EEeE

Figure 90: License Pane

_} Note: To display further entries under License Type, move the scroll box
@ downwards or upwards. To display further entries under Request
Form, please fill out, move the scroll box ® downwards or upwards.

1 The title bar contains the notation of the device description:
Symbolic Name [Device Description] <Station Address > (#Network ID).
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6.5.3  Which Licenses are present in the Device?

Check, which licenses are present in the device.
How to proceed:
» Open the License pane as described.

Licenze Type

| | Enizting | Order
Maszter protocols

Utilities

Figure 91: License Pane - License Type

» Under License Type click [+ at Master protocols.
2 The Master protocols overview opens:

Lizenze Tupe

| | Existing | Order -
:__J M aster protocols
| One General Master License g [] O
| Twao General Master Licenzes MO O
| PROFIBUS Masgter YES (|
N CaMopen b agter YES O
N DeviceMet Master YES O
AS-Interfface Mazter YES O
|l PRMAFIMET IN BT Cenbrallar = m b

Figure 92: License Pane — License Type / Master protocols

> Or click [+] at Utilities.
2 The Utilities overview opens:

License Type

| | Exizting | Order -~

A Master protocols
= | Utilities
a L OPC Server MO a
A L. SYCOM. net MO O
| - Vis Minimum Size ND a
R L OVis Standard Size MO a
A L. OViz Masimum Size MO a

P ralatus bdivies ien Cina Al [ ¥

Figure 93: License Pane — License Type / Utilities

2 The column Existing indicates which licenses are present in the device.
Yes = License is present in the device.
No = License is not present in the device.

_) Note: In newer versions of the present configuration software under
License Type may be displayed additional licenses or other protocols that
can be ordered later.
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6.5.3.1 License for Master Protocols

One General Master License:

On the device maximally 1 communication protocol with master function
can be implemented.

Two General Master Licenses:

On the device maximally 2 communication protocols with master function
can be implemented.

The license includes the following Master protocols:
e AS-Interface Master

e CANopen Master

e DeviceNet Master

e EtherCat Master

e EtherNet/IP Scanner

e PROFIBUS Master

e PROFINET IO RT Controller

e Sercos Master

6.5.3.2 License for Utilities

e SYCON.net

e OPC Server

e QVis Minimum Size

e QVis Standard Size

e QVis Maximum Size

o CoDeSys Minimum Size
o CoDeSys Standard Size
e CoDeSys Maximum Size

For the utilities QVis and CoDeSys, only one license each may be chosen
alternatively as:

e Minimum Size,
e Standard Size or

e Maximum Size.
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6.5.4 How to order a License

To order a license, proceed as follows:

P w0 N PR

Refer to Section: Page
Open the license dialog. Open License Dialog 128
Select the required licenses. Selecting License 132
Enter the ordering data. Ordering Data 133
Place your order. Ordering the License 135

6.5.5 Selecting License(s)

You can select licenses for Master protocols and / or utilities.

1.

>
>

2

Selecting license(s) for Master protocol(s):
Under License Type click [+ at Master protocols in the License pane.

Under Order check as many licenses must run simultaneously on your
device:

One General Master License or

Two General Master Licenses.

And/or select license(s) for utility(utilities):

In the License pane under License Type click I+l at Utilities.
Under Order check the required utility(utilities)
(single or several)?:

SYCON.net

OPC Server

QVis Minimum Size*

QVis Standard Size*

QVis Maximum Size*

CoDeSys Minimum Size**

CoDeSys Standard Size**

CoDeSys Maximum Size**

For * and ** minimum size, standard size or maximum size can be selected only as
an alternative.
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6.

5.6 Ordering Data

6.5.6.1

Device

Request Form, pleaze fill out

1. Device Information

2 The Device Information required for the order are read from the device

and automatically filled in the order.
2. Ordering Data
Enter the Ordering Data into the License pane.

» Enter the Data to manage the Order.

Information (Ordering data read from the Device)

The following ordering data are read from the device and displayed in the

License pane:

e Manufacturer

e Device number

e Serial number

e Chiptype

e Step (chip revision)
e Romcode revision

e Checksum (checksum of the device data)

» The gray fields under Request Form, please fil
ordering data read from the device:

| out contain the

Fields marked with ** are mandaton.

M ame | Y alue -
| |Manufacturer (=00071
| |Aticle number® 1251100
|_|Senial number® 20007
|| Chiptype® C000000071
| |Step” D=00000000
|_|Romcade revision® (00000000
|| Checksum® G

Figure 94: License Pane - Request Form, please fill out / Device Information

 These ordering data read out from the device are displayed

automatically from the device.
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6.5.6.2 Data to manage the Order (License Information)

Request Form, pleaze fill out

For your order you must enter the following data to the License pane:

1.

License Type (User Single Device License).

M ame

| Y alue A

HLicenze bupe

[ Uzer Single Device License

Fequest Farm, pleaze fill out

Figure 95: License Pane - Request Form, please fill out / License Type

» Select the license type under Request Form, please fill out > Value,

(for future application, currently only User Single Device License can be
selected).

Mandatory data to the order request (editable fields):

First Name

Surname

E Mail (address, to which the license download link shall be send.)
Telephone

Company

Address

Country

City, State, Zip

Mame | " alue s
| |First name" John
| |Surmname” Doe
|_|E-Mall* License@doe. com
| | Telephone” 0011223344-55
| |Fax 0011223344-100
|| Custarner number 123456739
|| Company” Doe Example LTD w

Fields marked with ** are mandator.

Figure 96: License Pane - Request Form, please fill out / Mandatory data

» Enter all mandatory fields under Request Form, please fill out > Value

(marked with*).

Additional order data, not mandatory (editable fields):

Fax
Customer Number
Order Number

Value added tax identification number

» Under Request Form, please fill out > Value enter all fields for the

additional data, which are not mandatory.
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6.5.7 Ordering the License

Place your order in the License pane. Therefore:

vl E-mail... @‘
Print Fax Form... @l

Telephane... ®|

Export License Hequest,‘ 8 ,l

Figure 97: License Pane — Selecting the Subsidiary / Ordering / Contacts

=

Select the Subsidiary @ to which the order shall be send.
2. Place the order:

Refer to Section: Page
e byE-Mail ®, Ordering the License by E Mail 136
* or by Fax ® Ordering the License by Fax or 137
or by Telephone @, by Telephone
e orinafFile ®. Explortinq License Requestto 139
a File

 The Contact Data of the selected subsidiary are displayed under

Position @ and @
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6.5.7.1 Ordering the License by E Mail

You can place your order by e-mail.

E-mail.. @ |

Figure 98: License Pane — placing the order by E-mail

> Click E-mail... ®.
2 The order E-mail License request opens:

License Type @

U To... @ SMTP:license@DoeExample.com <license@DoeExample.com:

Wcee. User Single Dewvice License
Subject: License request
= Device Information@
Append... 2] EmailorderRequest 1251100 20007.xm|@ ——————————————————————————————————
— Manufacturer: O0x0001
============================================ A Device Number: 1251100

Serial Number: 20007

Chip Type: 0Ox00000001
Step: 0Ox00000000
Romcode Revision: 0x00000000
License Flags 1: 0Ox7f
License Flaos 2: Ox0

Ordered Licenses @

Company: Doe Example LTD

Address: 2Z000th Rd U. 3. NY 11‘117@
Fax: +49 0011223344-100

Licensee Information @

Haster Protocols:

First Name: John

Surname: Doe > One General Master License

e-Mail: Licensefdoe.con > AS-Interface Master

Telephone: 0011223344-55 > ChlNopen Master

Fax: 0011223344-100 > DeviceNet Master

Customer Number: 123456789 > EtherCat Master

Company: Doe Example LTD > EtherNet/IP Scanner

Address: Z2000th Rd > PROFIBUS Master

Country: u. s, > PROFINET IO RT Controller

City Zip: NY 11417 > SERCOS III Master

Order Number: 987654321 v

Tax Ident. Number: test Utilities: 3

<@

> SYCON.net ~

Figure 99: Example: Order E-Mail License request

 The order e-mail License request contains:
e the E-mail... of the selected subsidiary @

e the automatically generated XML file @ EmailOrderRequest_-
[Devicenumber]_[Serialnumber].xml with a summary info of the order
information,

e the Order Address @

e the License Information @
e the License Type @

e the Device Data @

e the ordered Licenses @

» Send the order e-mail License request.

» The order process is complete.
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6.5.7.2 Ordering the License by Fax or by Telephone

You can place your order by Fax or by Telephone.

Print Fax Form... @ | Te!ephone...m |

Figure 100: License Pane - placing the order by Fax or by Telephone

» Click Print Fax Form @ or Telephone... @

 The summary of the ordering data PrintOrderRequest [Devicenum-
ber]_[Serialnumber].html is opened in a browser window.

+ Note: If your browser does not display the order data or the window Move
Element or Copy Element are displayed, check the safety settings of
your system.

netX License Order Form

Doe Example LTD
2000th Rd @
NY 11417

u.s.

fax: +11223344-100

Licensee Information @

First Name: John

Surname: Doe

e-Mail: License(@doe.com
Telephone: 0011223344-55
Fax: 0011223344-100
Customer No: 123456789
Company: Doe Example LTD
Address: 2000th Rd
Country: Us.

City Zip: NY 11417

Order Number: 987654321

Tax [dent. Number: test

License Type @

User Single Device License

Device Information

Manufacturer: Ox0001
Device Number: 1251100
Serial Number: 20007

Chip Type: 0x00000001
Step: Ox00000000
Romcode Revision: Ox00000060
License Flags 1: ox7f
License Flags 2: ox0

Ordered Licenses

Master Protocols
® One General Master License
» Sercos [II Master

Utilities
® SYCON.net

Date: Signature:

Figure 101: Example: Order Data Form PrintOrderRequest
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The order data form contains:
the Order Address @

the License Information @
the License Type @

the Device Data @

the ordered Licenses @

v ¢ &I I I I

Print the order data form, sign it and send it by Fax.

Print Fax Form... ]

Figure 102: License Pane — Fax Number of the selected Subsidiary

» Use the Fax number , which is displayed after the subsidiary was
selected in the License pane.

Or:

» Keep ready the order data form and communicate the order data via
telephone.

Telephone... |

Figure 103: License Pane — Telephone Number of the selected Subsidiary

» Use the telephone number @ which is displayed after the subsidiary
was selected in the License pane.

» The order process is complete.
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6.5.7.3 Exporting License Request to a File

If you are working on a process computer without an e-mail client, you can
export your order information to a file, save the file to a removable disk and
place your order manually via e-mail from a different PC.

Export License Hequesl..,( 8 '
Figure 104: License Pane - Ordering by exported File and E-Mail

» Click Export License Request... .

2 The window Browse For Folder is displayed.

> Choose for or create a new folder on a removable disk.
>

Save the automatically generated XML file EmailOrderRequest -
[Devicenumber]_[Serialnumber].xml with a summary info of the order
information to this folder.

Send this file from a PC with an e-mail client manually via e-mail.

» Therefore, use an e-mail address, which is displayed after the

subsidiary was selected in the License pane (see Position @ Figure
License Pane).

» The order process is complete.
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6.5.8 How to get the License and transfer it to the Device

_) Note: License files can only be delivered via e-mail. The e-mail contains a
link to download the license file.

According to the license you ordered, you will receive an e-mail containing
a Link to download the License File. This leads to a server PC on which
the license file is provided. Using the received link you will have to save the
license file on your PC and then transfer the license to your device. If your
e-mail client is on another PC as your device, you must save your license
file e. g. to an USB stick.

Steps how to proceed

1.

A\

v N

Save the license file to a PC or a disk.
Click to the Link to download the License File in the e-mail.

Save the license file *.nxl to a PC or a removable disk.

Download the license file to the device.

Respectively connect the removable disk with the license file to the PC,
which is connected to your device.

Click Download License @ in the License pane in the configuration
software.

®

Download
License

Figure 105: License Pane - Download License

=N
>
>
=N
=N

3.

The File selection window Open is displayed.

Therein select the license file netX License Files (*.nxI).
Click Open.

The license file is transferred to the device.

After this the license is present in the device and is activated with the
next device reset.

Activate Device Reset

Hint: To activate the license in the first device, a device reset is required.

>

To check whether the license has been activated, follow the steps in
section Which Licenses are present in the Device?
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7 Diagnosis

7.1 Overview

Diagnosis

The dialog Diagnosis serves to diagnose the device behavior and
communication errors. For diagnosis the device must reside in online state.

Diagnosis Panes

The table below gives an
panes descriptions:

overview for the individual Diagnosis dialog

PROFINET IO-Controller DTM | Folder Name / Section Manual Page

Mavigation area B General Diagnosis 142

= JDisgrosis Master Diagnosis 144
ey General-Diagnosis ) . )

Master-Diagnosis Station Diagnosis 145

Station Diagnosis Firmware Diagnosis 146

Firmware Diagnosis
(17 Extended Diagnosis

Navigation Area - Diagnosis

Table 30: Descriptions of the Diagnosis Panes

Online Connection to the Device

Note: Accessing the Diagnosis panes of the PROFINET 10O Controller
DTM requires an online connection from the PROFINET 10 Controller
DTM to the PROFINET IO Controller device. For further information refer
to section Connecting/Disconnecting Device on page 109.

How to proceed
1.

In the Controller the

communication is OK:

DTM diagnosis dialog check whether

Diagnosis > General Diagnosis > Device status "Communication" must
be green!

2. "Communication" is green: Open the 10 Monitor and test the input or
output data..
3. "Communication"” is not green: Use Diagnosis and Extended

diagnosis for troubleshooting.

Extended Diagnosis

The Extended Diagnosis helps to find communication and configuration
errors, when default diagnosis fails. For further information refer to section
Overview Extended Diagnosis on page 147.
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7.2 General Diagnhosis

Information regarding the Device State and other general diagnosis

parameters are displayed in the General Diagnosis dialog.

Device state Metwork, state
u Communication 9 Cperate
W run i) Idle
Ready 1_} Stop
i Erraor i) Offling
Configuration state
i) Configuration locked
'-J Mew configuration pending
iy Reset required
i Bus OM
Zammunication errar:
Wakchdog kime: 1000 ms
Error counk: i}
Figure 106: General Diagnosis
LED Meaning ‘ Color | State
Device State
Communication | Shows whether the PROFINET IO device executes | i (green) In COMMUNICATION
the network communication. state
.‘J( ray) Not in
gray COMMUNICATION state
Run Shows whether the PROFINET IO device has been | (g (green) Configuration OK
configured correctly.
(] (gray) Configuration not OK
Ready Shows whether the PROFINET IO device has been (vellow) | Device READY
started correctly. The PROFINET IO device waits :
for a configuration. (=] (gray) Device not READY
Error Shows whether the PROFINET IO device records a é (red) ERROR
device status error. For further information about the
error characteristics and the number of counted .‘J (gray) No ERROR
errors refer to the extended diagnosis. gray
Network State
Operate Shows whether the PROFINET IO device is in data | (g (green) In OPERATION state
exchange. In a cyclic data exchange the input data
or the output data of the PROFINET 10 Controller [ (gray) Not
are transmitted to the PROFINET IO Device. in OPERATION state
Idle Shows whether the PROFINET 10 device is in idle (yellow) |InIDLE state
state.
.‘J (gray) Not in IDLE state
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LED Meaning Color State
Stop Shows whether the PROFINET 10 device is in Stop | @ (req) In STOP state
state: There is no cyclic data exchange at the
PROFINET IO network. The PROFINET IO device i (gray) Not in STOP state
was stopped by the application program or it y
changed to the Stop state because of a bus error.
Offline The PROFINET IO Controller is offline as long as it (vellow) | In OFFLINE state
does not have a valid configuration.
.‘J (gray) Not in OFFLINE state
Configuration State
Configuration Shows whether the PROFINET 10 device (yellow) | Configuration LOCKED
locked configuration is locked, to avoid the configuration
data are typed over. [ ra Configuration not
@a) | ockep
New Configura- | Shows whether a new PROFINET IO device (yellow) | New Configuration
tion pending configuration is available. pending
[ ra No new Configuration
(gray) pending
Reset required Shows whether a firmware reset is required as a (vellow) | RESET required
new PROFINET IO device configuration has been
loaded into the device. [ (gray) No RESET required
Bus ON Shows whether the bus communication was started | (g (green) Bus ON
or stopped. . e., whether the device is active on the
bus or no bus communication to the device is [ (gray) Bus OFF
possible and no response telegrams are sent.
Table 31: Indication General Diagnosis
Parameter Meaning

Communication Error

set to zero again.

Shows the name of the communication error. If the cause of error is resolved, the value will be

Watchdog time

Shows the watchdog time in ms.

Error Count

related or caused internally.

This field holds the total number of errors detected since power-up, respectively after reset.
The protocol stack counts all sorts of errors in this field no matter whether they were network

Table 32: Parameter General Diagnosis
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7.3 Master Diagnosis

Note: The PROFINET

IO specification defines the designations

"Controller" instead of "Master" and "Device" instead of "Slave". The
master diagnosis is a general diagnostic function by the configuration
software and therefore uses the designations "Master" and "Slave".

Information regarding the Slave State, slave errors and slaves configured,
active or in diagnostic are displayed in the Master Diagnosis dialog.

Slave state failed
Slave error log indicakaor available
Configured slaves 2

Active slaves n

Slaves with diagnostic 2

Figure 107: Master Diagnosis

Parameter Meaning Range of Value /
Default Value
Slave state Shows whether slave state is ok or not. UNDEFINED, OK,

The Slave state field for Master diagnosis shows whether the Master is
in cyclic data exchange to all configured slaves. In case there is at
least one slave missing or if the slave has a diagnostic request
pending, the status will be set to FAILED. For protocols that support
non-cyclic communication only, the slave state is set to OK as soon as
a valid configuration is found.

FAILED

Slave error log
indicator

Shows whether the Slave Error Log Indicator is available.

The error log indicator field holds the number of entries in the internal
error log. If all entries are read from the log, the field will be set to zero.

EMPTY, AVAILABLE

Configured slaves

Shows number of configured slaves.

Number of configured slaves in the network according to the slave list
derived from the configuration database created by the configuration
software . The list includes the slaves to which the Master has to open
a connection.

Active slaves

Shows number of active slaves.

Number of slaves in data exchange mode. The list includes the slaves
to which the Master has successfully opened a connection.

Slaves with diagnostic

Shows number of slaves with diagnostic.
Number of Slaves with diagnosis or error slaves.

Table 33: Parameter Master Diagnosis
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7.4 Station Diagnosis

In the Station diagnosis all disposal PROFINET stations (1 ... 128) and
their states are shown. If the device is connected, the DTM will update this

display cyclically.

Station diagnosis

Status | Marne of station | IP Address
Device name 192168.0.2
[ Running [] biagnosis [ Mot found M Error

Figure 108: Station diagnosis

Parameter Meaning Range of Value
/ Default Value
Status Indication of whether the device connected to this station address is running, Running,
whether diagnostic data are pending, whether the device was not found or Diagnosis, Not
whether there is an error message for this device. found, Error
Name of Network name of the PROFINET IO-Device station. 1-240
stations characters
IP Address The IP address of the PROFINET IO-Device station. If the device was not found, | Valid
or if a diagnosis or an error message for the device is pending, no IP address IP address
appears.
Table 34: Parameters for Station diagnosis
The legend below describes the possible values for the state of a device,
which is assigned to a station address.
Color Name Meaning
green Running The device associated with this station address is running.

yellow Diagnosis

Diagnosis is available for the device associated with this station address.

blue Not found

The device associated with this station address was parameterized, but not found.

red Error

For the status,error' additionally a textual error messages can appear.

An error message is available for the device associated with this station address.

Table 35: Possible Values for the Status
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7.5 Firmware Diagnosis

Fitrnware:
Version:

Date:

In the dialog Firmware Diagnosis the current task information of the
firmware is displayed.

Under Firmware or Version the name of the firmware and version
(including the date) are indicated.

Task information;

PROFIMET I Cantraller

2.6.0 (Build 5)
5.2,2012

Figure 109: Firmware Diagnosis (Example)

Task Information:

Task | Mame of kask | Mersion | Prio... | Description State

0 R _IDLE 1.0 63 Fex IDLE Task, Task Status ok, (0x00000000)
1 R _TIMER, 1.0 1 rex Timer, Task Status ok, (Dx000000007
z R¥_SYSTEM 1.16 3z Middleveare Syske,,,  Task Status ok, (D00000000)
3 DPM_COMO, .., 1.0 S0 TLR-R.outer DPM. Task Status ok, (Ox00000000%
4 DPM_COM, ., 1.0 51 TLR-R.outer DPM. Task Status ok, (0x00000000%
5 ThTimer 0.0 17 The task identifier ... Task Status ok, {0:x00000000)
A MARSHALLER. 2.0 59 Marshaller: Main T..,  Task Status ok, (D00000000)
7 T_PNIO_EDD 1.0 16 PROFIMET IO EDD,.. Task Status ok, {D00000000)
g T_PNIO_ACP 1.0 15 PROFIMET I0 ACP...  Task Status ok, {0x00000000%
el T_PMIO _DZP 1.0 19 PROFIMET IO DCP...  Task Status ok, {0:x00000000)
10 T_PNIO_MGT 1.0 20 PROFIMET IC Man... Task Status ok, (0000000007
11 TZP_LIDF 2,16 21 TCPUDP task (TCP,..  Task Status ok, (0000000007
12 T_RPC 4.0 22 RPC Task, Task Status ok, (0x00000000%
13 T_PMWIO CM,.. 1.0 23 PROFIMET I0-Con...  Task Status ok, {0:x00000000)
14 T_PNIO_AP... 1.0 24 PROFIMET IQ-Can...  Task Status ok, (0000000007
15 T_PNIO_AP... 1.0 25 PROFIMET IQ-Can...  Task Status ok, (0000000007
16 SMMP-Server 4,1 29 SMIMP Server Task, Task Status ok, (0x00000000%
17 Mib-Database 4.1 30 MIE Database for ... Task Status ok, {0:x00000000)
15 LLDP-Task, 4,2 27 LLDP protocal kask, Task Status ok, (Ox000000000
19 PACKET RO,.. 2.0 ] Marshaller: Packet,.. Task Status ok, (0000000007

The table Task Information is listing the task information of the single
firmware tasks.

Column

Meaning

Task

Task number

Name of task

Name of the task

Version Version number of the task
Prio Priority of the task
Description Description of the task
Status Current status of the task

Table 36: Description Table Task Information
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8 Extended

8.1 Overview Extended Diagnosis

Diagnosis

The Extended Diagnosis of the PROFINET IO-Controller DTM helps to
find communication and configuration errors. Therefore it contains a list of
diagnosis structures as online counter, states and parameters.

Dialog Panes “Extended Diagnosis”

The table below gives an overview for the Extended Diagnosis dialog

panes descriptions:

PROFINET IO-Controller DTM Folder Name in the |Dialog Pane Manual
Navigation Area Page
Mavigation Area =] RX-SYSTEM Task Information 148
(L1 Diagnosis IniBatch Status 149
‘23 Extended Diagnosis DPM_COMO_SMBX | Task Information 148
S RXSYSTEM DPM_COMO_RMBX | Task Information 148
Task information -
. MARSHALLER Task Information 148
IniBatch status
IniBatch status PNM_AP Task Information 148
IniBatch status Configuration Stat 150
IniBatch status Network State 151
In!EatCh status Communication State 152
IniBatch status
3 DPM_COMO_SMBX Most recent Logbook Entries 153
Task information PROFINET Interface State 154
{2 DPM_COMO_RMBX PROFINET Switch Diagnosis 155
Task information System State 155
23 PMM_AP
ey Task information
Cenfiguration state
Metwork state
Communication state
Most recent logbook entries
PROFIMET interface state
PROFIMET switch diagnosis
System state
Navigation Area - Extended Diagnosis

Table 37: Descriptions of the Dialog Panes Extended Diagnosis

Online Connection to the Device

Note: Accessing the Extended Diagnosis dialog panes of the
PROFINET 10-Controller DTM requires an online connection from the
PROFINET IO-Controller DTM to the PROFINET IO-Controller device. For
further information refer to section Connecting/Disconnecting Device on

page 109.
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8.2 Task Information

Task information

Task states
Mame Value
i“ld:jg?iirrsian I:IIXI:":":I o Exam pIE
Minor version 6 The d|splayed values depend from the
Maximum packet size 2045 coresponding task.
Default queue OxB30064F00
Unigue identifier {00000001-0001-0003-0000-000000000000%
Init result ]

Figure 110: Extended Diagnosis > [Folder Name] > Task Information Example Display

Name

Description

Identifier

Identification number of the task

Major version

Task version, contains incompatible changes

Minor version

Task version, contains compatible changes

Maximum packet size

Maximum packet size, which the task sends

Default queue

Queue handle, which is accessible via DPM by mailbox.

UuID Unique user ID, 16 Byte indicator used for task identification and its affiliation e. g. to a stack
(therein different identification data are coded in).
Init result Error Code, 0= no Error

The description of the error codes can be found in this manual or in the corresponding
software reference manuals.

Table 38: Extended Diagnosis > [Folder Name] > Task Information
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8.3

IniBatch Status

IniBatch status

Task states
Name | Value
Communication channel 0
Current state Error
IniBatch result Mo DBM file
Open DBM result 0x00006201
Send packet result 0x00000000
Confirmation result 0x00000000
Last packet number i
Last packet command 0x00000000
Last packet length i
Last packet destination 0x00000000

Figure 111: Extended Diagnosis > [Folder Name] > IniBatch Status Example Display

Name

Description

Communication channel

Number of the communication channel used by the device.

Current state

Idle;
IniBatch packets in progress;
Retrying to send last packet;
Error

IniBatch result

Ok;

No DBM file;

No packet table;

No data set available;

Data set is shorter than packet length;
Packet buffer is shorter than packet length;
Invalid packet destination;

Logical queue not defined

Send packet failed;

Too many retries;

Error in confirmation packet status

Open DBM result

Error when opening the IniBatch data base

file" (1) is.

Send packet result

Error when sending a packet

Under "Send packet result" the error code is typed in, when "IniBatch result" == “send
packet failed" (8) is.

Confirmation result

Confirmation error when sending packets

"IniBatch result " == "Error in confirmation packet status” (10) is.

Last packet number

Value depends by the communication system.

Last packet command

Value depends by the communication system.

Last packet length

Value depends by the communication system.

Last packet destination

Value depends by the communication system.

Table 39: Extended Diagnosis > [Folder Name] > IniBatch Status

The task status "Confirmation result" is bus specific. The other task states

are rcx-related error codes.
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8.4 PNM_AP

8.4.1 Configuration State
Configuration state
Task states
Mame | Value -
Last configuration error code 0x00000000
Handle of element with configuration error 0
Caonfiguration state of device handle 1 Configured for RT
Configuration state of device handle 2 Mot configured
Configuration state of device handle 3 Mot configured
Configuration state of device handle 4 Mot configured
Caonfiguration state of device handle 5 Mot configured
Caonfiguration state of device handle & Mot configured
Configuration state of device handle 7 Mot configured =
Configuration state of device handle & Mot configured I
Configuration state of device handle 9 Mot configured
Configuration state of device handle 10 Mot configured
Configuration state of device handle 11 Mot configured
Configuration state of device handle 12 Mot configured
Configuration state of device handle 13 Mot configured
Configuration state of device handle 14 Mot configured
Configuration state of device handle 15 Mot configured
Configuration state of device handle 16 Mot configured
Configuration state of device handle 17 Mot configured
Configuration state of device handle 158 Mot configured
Configuration state of device handle 19 Mot configured
Configuration state of device handle 20 Mot configured
Configuration state of device handle 21 Mot configured
Caonfiguration state of device handle 22 Mot configured
Configuration state of device handle 23 Mot configured
Configuration state of device handle 24 Mot configured
Configuration state of device handle 25 Mot configured
Configuration state of device handle 26 Mot configured
Configuration state of device handle 27 Mot configured
Configuration state of device handle 23 Mot configured
Configuration state of device handle 29 Mot configured

Figure 112: Extended Diagnosis > PNM_AP > Configuration State

For each Slave device (1 to 128) possible in the PROFINET network a
device handle is passed to the firmware, including information about the
Slave configuration status.

Name Meaning

Range of Value /
Default Value

Last configuration error

Error code indicating which error occurred in the last
code misconfigured device handle.

Refer to chapter Error
codes

Handle of element with
configuration error

Displays the station address of the PROFINET IO-IRT-Device 1...128
that was detected at last as faulty configured.

Configuration state of
device handle [1 ... 128]

off.

Each device handle passes, the information to the firmware, Not available,
whether a Slave is configured for RT or IRT. Also an information | Not configured,
is passed when a Slave is not available or if no Slave has been Deactivated,

configured (not configured) or when the Slave has been switched

Configured for RT,
Configured for IRT

Table 40: Extended Diagnosis > PNM_AP > Configuration State

The displaed device handles match to the file handles of the acyclic
services. A file handle is an addressing of file operations.
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8.4.2 Network State
MNetwork state
Task states
Mame | Value
Mame of station controller
IF address 192.168.0.1
IF network mask 255.255,255.0
IF gateway address 0.0.0.0
Bus state On
Address conflict detection Mo conflict
Conflicting Mame of station MAC address  00-00-00-00-00-00
Conflicting IF MAC address 00-00-00-00-00-00

Figure 113: Extended Diagnosis > PNM_AP > Network State

Name

Meaning

Range of Value /
Default Value

Name of station

Network name of the PROFINET IO-Device station.

1 - 240 characters

IP address IP address of the PROFINET IO-Device station. Valid IP address
IP network mask Network mask of the PROFINET |0-Device station. Valid IP network
mask
IP gateway address | Gateway address of the PROFINET 10-Device station. Valid IP gateway
address
Bus state Shows the current state on the bus (DPM bus state) for the states if Off,
the bus is not in operation (Off), if the communication is started on the | Startup,
bus (Startup), if the bus is in operation (On) and if the communication | On,
is stopped and the bus is shut down (shutdown). Shutdown
Adress conflict The firmware checks in cyclic intervals if a conflict exists and displays | No conflict,

detection

the result.

Address conflicts can occur for the name of station or the IP address
or for both.

Name of station conflict,
IP adress conflict,

Name of station conflict,
IP address conflict

Conflicting name of
station MAC
address

If a name of station conflict is detected, the MAC address of the
station with the same name of station is displayed.

00-00-00-00-00-00 ...
FF-FF-FF-FF-FF-FF

Conflicting IP MAC
address

If an IP address conflict is detected, the MAC address of the station
with the same IP address is displayed.

00-00-00-00-00-00 ...
FF-FF-FF-FF-FF-FF

Table 41: Extended Diagnosis > PNM_AP > Network State
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8.4.3 Communication State

Communication state

Task states

Mame | Value
Communication state of device handle 1 In data exchange
Communication state of device handle 2 Mot configured
Communication state of device handle 3 Mot configured

4

5

Communication state of device handle Mot configured
Communication state of device handle Mot configured
Communication state of device handle & Mot configured
Communication state of device handle 7 Mot configured
Communication state of device handle 8 Mot configured
Communication state of device handle @ Mot configured
Communication state of device handle 10 Mot configured
Communication state of device handle 11 Mot configured
Communication state of device handle 12 Mot configured
Communication state of device handle 13 Mot configured
Communication state of device handle 14 Mot configured
Communication state of device handle 15 Mot configured
Communication state of device handle 16 Mot configured
Communication state of device handle 17 Mot configured
Communication state of device handle 18 Mot configured
Communication state of device handle 19 Mot configured
Communication state of device handle 20 Mot configured
Communication state of device handle 21 Mot configured
Communication state of device handle 22 Mot configured
Communication state of device handle 23 Mot configured
Communication state of device handle 24 Mot configured
Communication state of device handle 25 Mot configured
Communication state of device handle 26 Mot configured
Communication state of device handle 27 Mot configured
Communication state of device handle 28 Mot configured
Communication state of device handle 29 Mot configured
Communication state of device handle 30 Mot configured
Communication state of device handle 31 Mot configured

Figure 114: Extended Diagnosis > PNM_AP > Communication State

Name Meaning Range of Value / Default Value

Communication state of Each device handle passes the Not available
device handle [1 ... 128] information to the firmware in which Not configured

communication state, the respective ]
Slave is. Deactivated

No link

Connecting - Startup

Connecting - Parameterization
Connecting - Waiting for ready

In data exchange

In data exchange, Configuration mismatch
In data exchange, Diagnosis available

In data exchange, Configuration mismatch,
Diagnosis available

Table 42: Extended Diagnosis > PNM_AP > Communication State
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8.4.4 Most recent Logbook Entries

Most recent logbook entries

Task states
Mame | Value -
Time since device start 4458 zeconds
Entry 0 time 4191 seconds
Entry 0 device handle Ox0001
Entry 0 event Connection established
Entry 0 detail 0x00000000
Entry 1 time 4148 seconds
Entry 1 device handle w0000
Entry 1 event Bus state changed
Entry 1 detail 0x00000002
Entry 2 time 4143 seconds
Entry 2 device handle w0000
Entry 2 event Memary usage
Entry 2 detail 0x002D243C =
Entry 3 time 4143 seconds
Entry 3 device handle w0000
Entry 3 event Bus state changed
Entry 3 detail 000000001
Entry 4 time 4143 seconds
Entry 4 device handle w0000
Entry 4 event Configuration changed
Entry 4 detail 0x00000002
Entry 5 time 4143 seconds
Entry 5 device handle w0000
Entry 5 event Configuration changed
Entry 5 detail 0x00000001
Entry & time 4143 seconds
Entry 6 device handle w0000
Entry & event Configuration changed
Entry 6 detail 0x00000000
Entry 7 time 4143 seconds
Entry 7 device handle w0000

Entry 7 event
Frtra T dat=il

Memory usage
M min 144

Figure 115: Extended Diagnosis > PNM_AP > Most recent Logbook Entries

In the global logbook general

alarms are displayed, such as

disconnections. The last 24 history entries are held in a ring buffer. Each
entry includes a timestamp, the affected device handle, the event and
details about the event in the form of an error code. Moreover, a personal
logbook is firmware internally performed for each device.

Name Meaning Range of Value / Default Value
Time since device start Time since boot in seconds. 0..
Entry [0 ... 23] time Intelligent timestamp: Same events are 0..
detected. The time stamp is updated.
Entry [0 ... 23] device Affected device handle 0x0001 bis 0x0128
Handle
Entry [0 ... 23] event Possible event type Unused,

Configuration changed,
Configuration locked,

Low priority alarm,

High priority alarm,

RPC read failed,
Connection not established,
Connection established,
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Name

Meaning

Range of Value / Default Value

Memory usage,

Connection aborted,

Host interface watchdog error,
RPC write failed,

Bus state changed

Entry [0 ... 23] detail

Error code indicating which error occurred
respectively for the events in the logbook.

Refer to chapter error codes. In addition, error
codes can be displayed which come directly
from the bus. These are 32-bit values
described in the PROFINET specification.

Table 43: Extended Diagnosis > PNM_AP > Most recent Loghook Entries

8.4.5 PROFINET Interface State

PROFIMNET interface state

Task states
Marmne | Value
Local port diagnosis port 1 K
Remote port diagnosis port 1 0.4
RTC3 port state port 1 Off
Local port diagnosis port 2 K
Remote port diagnosis part 2 0.4
RTC3 port state port 2 Off
Figure 116: Extended Diagnosis > PNM_AP > PROFINET Interface State
If the firmware gets neighborhood information by a topology configuration,
the PROFINET interface status shows the evaluation of the checks carried
out by the PROFINET IO IRT Controller for proximity detection.
Name Meaning Range of Value / Default Value

Local port diagnosis port 1
(or 2)

Indicates whether to the appropriate port
- an error was detected or

- that the port is not connected,

- the wrong MAUTYype or

- the wrong cable delay.

OK,

No link,

Wrong MAUTYype,
Wrong cable delay

Remote port diagnosis
port 1 (or 2)

Indicates whether to the corresponding
neighboring port

- an error was detected or

- no or a wrong neighbor station,

- the incorrect port or

- the wrong MAUType,

- the wrong media redundancy domain or
- the wrong cable delay.

OK,

No peer detected,
Wrong peer,

Wrong peer port,
Wrong MAUTYype,
Wrong MRP domain,
Wrong cable delay

RTC3 port state port 1
(or 2)

Displays the RTC3 port state for IRT
configurations. In the 'Startup’ state, the

Controller device.

PROFINET IO-Device devices still send their | Run (sending and receiving in red)
frames unsynchronized to the PROFINET IO-

Off,
Up (sending in red),

Table 44: Extended Diagnosis > PNM_AP > PROFINET Interface State
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8.4.6 PROFINET Switch Diagnosis

PROFINET switch diagnosis

Task states
Mame | Value
Received data port 1 Q2422270 Byte
Sent data port 1 92037674 Byte
Discarded receive data port 1 10 Packets
Discarded send data port 1 0 Packets
Receive errors port 1 0 Packets
Send errors port 1 0 Packets
Received data port 2 0 Byte
Sent data port 2 0 Byte
Discarded receive data port 2 0 Packets
Discarded send data port 2 1402 Packets
Receive errors port 2 0 Packets
Send errors port 2 0 Packets
Figure 117: Extended Diagnosis > PNM_AP > PROFINET Switch Diagnosis
Name Meaning
[Service] Diagnosis counter. Indicates the services processed. (The services of the single packets
are described in the APl manual.)

Table 45: Extended Diagnosis > PNM_AP > PROFINET Switch Diagnosis

8.4.7 System State

System state

Task states
Mame Value
Available RAM memaory 6935292 Bytes
Used RAM memaory 2957796 Bytes
CPU load 6 %

Figure 118: Extended Diagnosis > PNM_AP > System State

The diagnostic system status shows the total available RAM memory and
the currently used RAM in bytes as well as the CPU usage in%.
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9 Tools

9.1 Overview Tools

Under Tools the Packet Monitor and the IO Monitor are provided for test

and diagnosis purposes.

Tools Panes

The table below gives an overview for the individual Tools dialog panes

descriptions:

PROFINET IO-Controller DTM

Folder Name / Section

Manual Page

Mavigation Area ==
|_1 Diagnosis
|_7 Extended Diagnosis

ST

iy Packet Monitor
10 Menitar
Process Image Monitor

Navigation Area - Tools

Packet Monitor 157
IO Monitor 160
Process Image Monitor 161

Table 46: Descriptions of the Diagnosis Panes

Online Connection to the Device

Note: Accessing the Tools dialog panes of the PROFINET I0-Controller
DTM requires an online connection from the PROFINET IO-Controller
DTM to the PROFINET IO-Controller device. For further information refer
to section Connecting/Disconnecting Device on page 109.
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9.2 Packet Monitor

The Packet Monitor serves for test and diagnosis purposes.

Data packets, i. e. messages are self-contained blocks of defined data
length. The packets are used to communicate with the firmware and they
are exchanged between the application (configuration software) and the
firmware in the device. Packets can be sent once or cyclically to the
connected device controlled by the user and packets received can be
displayed.

Data packets comprise from a Packet Header and the Send Data or from
a Packet Header and the Receive Data. The packet header can be
evaluated by the receiver of the packet and contain the sender and receiver
address, the data length, an ID number, status and error messages and the
command or response code. The minimum packet size amounts 40 Byte
for the packet header. The sending and receiving data are added.

For further information to the packet description refer to the Protocol API
Manual.

» Open the Packet Monitor via Tools > Packet Monitor.

Send

Facket header Send data: Counter: 0
Dest; | 00000000 ~] 00 |01 [02[03 (0405 |06 |07 0803 |~
Src: 00000000 Stabe: | 00000000 gggﬂ -

Dest ID: | 00000000 Crd: 00000000 00 4

St ID: IM Ext: IM omE
Len: 00000000 Rout: | 0000DODD gggg
0. Doooaaan futo Increment I W |003C "
Put cyclic | | Put packst
Receive
Packet header Receive data: Counter; 0
Dest: | 00 01|02 03 04 05 06 07 0809 A
arc: Ii Skate: Ii gggﬁ "

Desk ID: Zmd: a0 4
Exck: 0mnE
F.ouk: e

Sk 1D
Len:

I0:

no0=2

nozC b

Figure 119: Packet Monitor

Display Mode switches the representation of the send and reception data
between decimal and hexadecimal.

» Select Reset Counter to reset the packet counter.
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9.2.1 Sending Packet
Send
Packet header Send data: Counter: 0
Dist: ||:||:||:||:||:||:||:|1 j 2 |3 |4 (6 [B |7 [8 |9 |~
Src: Qo0oao00 State: Qo0o0oao
Deskt ID: | 00000000 Crnd: Qo0o0ZFa0
Src ID: Qo000 Q000000
Lem: Im R.ouk: IM
I 00000001 &uto Increment I W G0 W
Puk cylic | | Puk packet
Figure 120: Send > Packet Header and Send Data
Packet Header
Under Send > Packet Header the elements of the packet header of the
sending packet are displayed, which is transmitted from the application
(configuration software) to the device. The packet header of the sending
packets contain the elements described in the following table.
Element Description
Dest Destination Queue Handle Contains the identifier of the receiver for the packet (destination task
queue of the firmware).
Src Source Queue Handle Contains the identifier of the sender of the packet (sending task).
Dest Destination Queue Reference | Contains an identifier for the receiver of unsolicited sent packets from the
ID firmware to the application (configuration software).
Src ID Source Queue Reference Contains an identifier of the sender.
Len Packet Data Length (in Bytes) | Length of the send respectively receive data.
ID Packet Identification As Identifies identical data packets among each other.
Unique Number
State Status / Error Code Transmits status or error codes to the packet sender.
Cmd Command / Response Code Command or respond code.
Ext Extension Field for extensions (reserved).
Rout Routing Information Internal value of the firmware.

Table 47: Descriptions Packet Header

» Under Dest select the receiver (destination task queue).

» Under Cmd select the command identification (Request).

Auto Increment ID is an increment for the identifier of the data packets
and increments the ID by 1 for each newly sent packet.

Send Data

» Under Send > Send data enter the send data of the packet, which shall
be transmitted from the application (configuration software) to the
mailbox of the device. The meaning of the transmitted data depends on
the command or response code.
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Sending Packets once or cyclic
» To send packet once, select Put packet.
» To send packet cyclic, select Put cyclic.
9.2.2 Receiving Packet
Receive
Packet header Receive data: Counter: 0
Dest: | 000OOOOL 01234557 [58[3 |«
arc: Qo0o0ooo State; |IIIIIIIIIIIIIIIIIIIIIIII 0 K):00 00 00 00 00 00 00 00 04
10 |00 60 01 00 ©1 00 0o oo
Desk ID: | 00000000 Crnd: |IIIEIEIIIIEFEII a0
Src 10 Qo0o0oao Exk: | o0o0o0o a0
Len: Qo0o0olz Rout: | Qo000 ;g
IC: Qo0o0003E B w
Figure 121: Packet Header and Receive Data
Packet Header
Under Receive > Packet Header the elements of the packet header of the
receiving packet are displayed, which are transmitted back from the device
to the application (configuration software). The packet header of the
receiving packets contain the elements described in the following table.
Element Description
Dest Destination Queue Handle Contains the identifier of the receiver for the packet (destination task
gueue of the firmware).
Src Source Queue Handle Contains the identifier of the sender of the packet (sending task).
Dest ID Destination Queue Reference | Contains an identifier for the receiver of unsolicited sent packets from
the firmware to the application (configuration software).
Src ID Source Queue Reference Contains an identifier of the sender.
Len Packet Data Length (in Bytes) | Length of the send respectively receive data.
ID Packet Identification As Identifies identical data packets among each other.
Unique Number
State Status / Error Code Transmits status or error codes to the packet sender.
Cmd Command / Response Code Command or respond code.
Ext Extension Field for extensions (reserved).
Rout Routing Information Internal value of the firmware.

Table 48: Descriptions Packet Header

Receive Data

Under Receive > Receive Data the receiving data of the packet, which is
transmitted back from the device to the application (configuration software)

are displayed.
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9.3 10 Monitor

The IO Monitor serves for test and diagnosis purposes. It provides to view
data of the process data image and to change output data easily. The
display is always in a Byte manner.

_) Note: Only change and write output data if you know that no plant
disturbances are caused by this. All output data written by the IO Monitor
are transmitted at the bus and have effect on subordinate drives, IO etc.

Calurnins: 10 =l Display mode:  |Decimal |
[ntput data
Offsek: | 0 G0
1] 1 2 3 4 ) = K b 9 ~
0wy L2070 0 0 0 0 0 0 0
10 |0 1] I} 0 0 1] I} 0 0 1]
20 |0 1] I} 0 0 1] I} 0 0 1]
3O |0 1] I} 0 0 1] I} 0 0 1]
40 |0 1] I} 0 0 1] I} 0 0 1]
RO |0 1] I} 0 0 1] I} 0 0 1]
0N n n n n n n n n n b
Cutput data
Offset: | 0 (=]
1] 1 2 3 4 ) G ki g 9 -
LU L 11 0 0 0 0 0 |:| 0 0
10 |0 1] I} 0 0 1] I} 0 0 1]
20 |0 1] I} 0 0 1] I} 0 0 1]
o |0 1] I} 0 0 1] I} 0 0 1]
40 |0 1] I} 0 0 1] I} 0 0 1]
RO |0 1] I} 0 0 1] I} 0 0 1]
0N M 1] i n M 1] i n M b’

Update

Figure 122: 10 Monitor

Columns switches the number of columns.

Display mode switches the representation of the input and output data
between decimal and hexadecimal.

Offset / Go moves the indication of the data to the entered offset value.
» Enter the output value and select Update.

2 Always the data of the process image are displayed, also when these
Bytes have not been reserved by the configuration.
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9.4 Process Image Monitor

The window Process Image Monitor lists the Device devices connected to
the Controller, as well as the configured modules or input or output signals
of the devices. This makes visible the fieldbus structure and the data
structure of the device’s input and output data transmitted at the bus.
Furthermore the values of the signal data provided to the OPC server are
displayed here.

» Open Tools > Process Image Monitor.

Process Image Monitor

Display mode: Decimal -

| Type | Tag | Value
= CIFX_RE_PMS_V3.5.x <cifxrepns> CIFX_RE_PM5_V3.5.x -
= CIFX RE/PMS V3.5 CIFX RE/PMS V3.5.x -
CIFX RE/PMS V3.5.x <5ubslot 1> CIFX RE/PNS V3.5x <5Subslot 1> -
PM-I0 <5Subslot 32768 = PM-10 =5ubslot 32768 > -
Port1 <5ubslot 32769 Port1l <5ubslot 32769 = -
Port 2 <5ubslot 32770 Port 2 <5ubslot 32770 -
= CIFX_RE_PMS5 V3.5.x <cifurepns-001>  CIFX_RE_PMNS V35x -
= CIFX RE/PMS V3.5 CIFX RE/PMNS V3.5.x -
CIFX RE/PMS V3.5 <Subslot 1= CIFX RE/PMS V3.5 < Subslot 1> -
PM-I0 < Subslot 32768 = PM-10 =Subslot 32768 -
Port1 <5Subslot 32769 Port1 <5Subslot 32769 -
Port 2 <5Subslot 32770> Port 2 <5Subslot 32770 -
Fl T F

Last error:

Figure 123: Window ‘Process Image Monitor’

Parameter Meaning Range of Value /
Value
Display Mode Display of the values in the column Value in decimal or Decimal (Default),
hexadecimal mode. Hexadecimal
-1 The tree shows the structure of the devices (1), modules (2) and the
=] input data (3) and output data (4).
'3
v o4
2 Display when the input and output data are not completely read and
) analyzed.
! Display when the input and output data are not valid.
W Display when the input and output data are valid.
Typ Device labeling provided by the hardware:
Also description of the modules or input or output signals configured
to the device.
TAG Device name provided by the hardware (not changeable in the FDT
container) or symbolic name for the modules configured to the
device or for the input or output signals (changeable in the window
Configuration > Process Data).
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Parameter Meaning Range of Value /
Value
Value Display of the valid input and output data values.
Last Error Last occurred error (Description see appropriate Application
Programming Manual)

Table 49: Notes to the Window ‘Process Image Monitor’
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10 Error Codes

10.1 Error Code Definition

For COM based application, like the ODM Server and ODM drivers, a
common error definition is used, similar to the Microsoft Windows®
HRESULT definition.

Error Code Structure:

COM Errors are HRESULTSs, which are 32 bit values using the following
layout:

3322222222221111111111
10987654321098765432109876543210

e e RS = +
|Sev|C|R] Facility | Code |
e e RS = +
where

Sev - is the severity code:

00 - Success
01 - Informational

10 - Warning

11 - Error
C - is the Customer code flag
R - is a reserved bit
Facility - is the facility code

Code

is the facility"s status code

In this common error definition, several error code regions are already
reserved by Windows® itself, the ODM and some other modules.
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10.2 Overview Error Codes

Overview Error Codes

Range

General Hardware Errors
RCX Operating System

RCX General Task: 0xC02B0001 to 0xC02B4D52

RCX Common Status & Errors Codes: 0x00000000 to 0xC002000C

RCX Status & Error Codes: 0x00000000 to 0xC0000008

PROFIENT IO-Controller
V3 Task

PROFINET IO-Controller V3 Task Error Codes 0xCOCB0001L to 0xCOCBO0O06BL

ODM Server General ODM Error Codes: 0x8004C700 to 0x8004C761
General ODM Driver Error Codes: 0x8004C7A0 to 0x8004C7C2
ODM Drivers cifX Driver Specific ODM Error: 0x8004C001 to 0x8004C0A4

cifX Device Driver
and netX Driver

Generic Error: 0x800A0001 to 0x800A0017

Generic Driver Error: 0x800B0001 bis0x800B0042

Generic Device Error: 0x800C0010 bisOx800C0041

netX Driver CIFX API Transport: 0x800D0001 to 0x800D0013
CIFX API Transport Header State Error: 0xX800E0001 to Ox800E000B
DBM ODM Error Codes: 0xC004C810 to 0xC004C878

Table 50: Overview Error Codes and Ranges

~ Further fieldbus specific error codes are described in the manuals of the
corresponding protocol tasks.
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10.3 General Hardware Error Codes

10.3.1 RCX General Task Errors

Error Code (Definition) Value Description
RCX_E_QUE_UNKNOWN 0xC02B0001 Unknown Queue
RCX_E_QUE_INDEX_UNKNOWN 0xC02B0002 Unknown Queue Index
RCX_E_TASK_UNKNOWN 0xC02B0003 Unknown Task
RCX_E_TASK_INDEX_UNKNOWN 0xC02B0004 Unknown Task Index
RCX_E_TASK_HANDLE_INVALID 0xC02B0005 Invalid Task Handle
RCX_E_TASK_INFO_IDX_UNKNOWN 0xC02B0006 Unknown Index
RCX_E_FILE_XFR_TYPE_INVALID 0xC02B0007 Invalid Transfer Type
RCX_E_FILE_REQUEST_INCORRECT 0xC02B0008 Invalid File Request
RCX_E_TASK_INVALID 0xC02BO0O00E Invalid Task

RCX_E_SEC_FAILED 0xC02B001D Security EEPROM Access Failed
RCX_E_EEPROM_DISABLED 0xC02B0O01E EEPROM Disabled
RCX_E_INVALID_EXT 0xC02B001F Invalid Extension
RCX_E_SIZE_OUT_OF_RANGE 0xC02B0020 Block Size Out Of Range
RCX_E_INVALID_CHANNEL 0xC02B0021 Invalid Channel
RCX_E_INVALID_FILE_LEN 0xC02B0022 Invalid File Length
RCX_E_INVALID_CHAR_FOUND 0xC02B0023 Invalid Character Found
RCX_E_PACKET_OUT_OF_SEQ 0xC02B0024 Packet Out Of Sequence
RCX_E_SEC_NOT_ALLOWED 0xC02B0025 Not Allowed In Current State
RCX_E_SEC_INVALID_ZONE 0xC02B0026 Security EEPROM Invalid Zone
RCX_E_SEC_EEPROM_NOT_AVAIL 0xC02B0028 Security EEPROM Eeprom Not Available
RCX_E_SEC_INVALID_CHECKSUM 0xC02B0029 Security EEPROM Invalid Checksum
RCX_E_SEC_ZONE_NOT_WRITEABLE 0xC02B002A Security EEPROM Zone Not Writeable
RCX_E_SEC_READ_FAILED 0xC02B002B Security EEPROM Read Failed
RCX_E_SEC_WRITE_FAILED 0xC02B002C Security EEPROM Write Failed
RCX_E_SEC_ACCESS_DENIED 0xC02B002D Security EEPROM Access Denied
RCX_E_SEC_EEPROM_EMULATED 0xC02B002E Security EEPROM Emulated
RCX_E_INVALID_BLOCK 0xC02B0038 Invalid Block
RCX_E_INVALID_STRUCT_NUMBER 0xC02B0039 Invalid Structure Number
RCX_E_INVALID_CHECKSUM 0xC02B4352 Invalid Checksum
RCX_E_CONFIG_LOCKED 0xC02B4B54 Configuration Locked
RCX_E_SEC_ZONE_NOT_READABLE 0xC02B4D52 Security EEPROM Zone Not Readable

Table 51: RCX General Task Errors
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10.3.2 RCX Common Status & Errors Codes

Error Code (Definition) Value Description
RCX_S_OK 0x00000000 Success, Status Okay
RCX_E_FAIL 0xC0000001 Fail
RCX_E_UNEXPECTED 0xC0000002 Unexpected
RCX_E_OUTOFMEMORY 0xC0000003 Out Of Memory
RCX_E_UNKNOWN_COMMAND 0xC0000004 Unknown Command
RCX_E_UNKNOWN_DESTINATION 0xC0000005 Unknown Destination
RCX_E_UNKNOWN_DESTINATION_ID 0xC0000006 Unknown Destination ID
RCX_E_INVALID_PACKET_LEN 0xC0000007 Invalid Packet Length
RCX_E_INVALID_EXTENSION 0xC0000008 Invalid Extension
RCX_E_INVALID_PARAMETER 0xC0000009 Invalid Parameter
RCX_E_WATCHDOG_TIMEOUT 0xC000000C Watchdog Timeout
RCX_E_INVALID_LIST_TYPE 0xC000000D Invalid List Type
RCX_E_UNKNOWN_HANDLE 0xCO00000E Unknown Handle
RCX_E_PACKET_OUT_OF_SEQ 0xCO00000F Out Of Sequence
RCX_E_PACKET_OUT_OF_MEMORY 0xC0000010 Out Of Memory
RCX_E_QUE_PACKETDONE 0xC0000011 Queue Packet Done
RCX_E_QUE_SENDPACKET 0xC0000012 Queue Send Packet
RCX_E_POOL_PACKET_GET 0xC0000013 Pool Packet Get
RCX_E_POOL_GET_LOAD 0xC0000015 Pool Get Load
RCX_E_REQUEST_RUNNING 0xCOO00001A Request Already Running
RCX_E_INIT_FAULT 0xC0000100 Initialization Fault
RCX_E_DATABASE_ACCESS_FAILED 0xC0000101 Database Access Failed
RCX_E_NOT_CONFIGURED 0xC0000119 Not Configured
RCX_E_CONFIGURATION_FAULT 0xC0000120 Configuration Fault
RCX_E_INCONSISTENT_DATA_SET 0xC0000121 Inconsistent Data Set
RCX_E_DATA_SET_MISMATCH 0xC0000122 Data Set Mismatch
RCX_E_INSUFFICIENT_LICENSE 0xC0000123 Insufficient License
RCX_E_PARAMETER_ERROR 0xC0000124 Parameter Error
RCX_E_INVALID_NETWORK_ADDRESS 0xC0000125 Invalid Network Address
RCX_E_NO_SECURITY_MEMORY 0xC0000126 No Security Memory
RCX_E_NETWORK_FAULT 0xC0000140 Network Fault
RCX_E_CONNECTION_CLOSED 0xC0000141 Connection Closed
RCX_E_CONNECTION_TIMEOUT 0xC0000142 Connection Timeout
RCX_E_LONELY_NETWORK 0xC0000143 Lonely Network
RCX_E_DUPLICATE_NODE 0xC0000144 Duplicate Node
RCX_E_CABLE_DISCONNECT 0xC0000145 Cable Disconnected
RCX_E_BUS_OFF 0xC0000180 Network Node Bus Off
RCX_E_CONFIG_LOCKED 0xC0000181 Configuration Locked
RCX_E_APPLICATION_NOT_READY 0xC0000182 Application Not Ready
RCX_E_TIMER_APPL_PACKET_SENT 0xC002000C Timer App Packet Sent

Table 52: RCX Common Status & Errors Codes
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10.3.3 RCX Status & Error Codes

Error Code (Definition) Value Description

RCX_S_OK 0x00000000 SUCCESS, STATUS OKAY
RCX_S_QUE_UNKNOWN 0xC02B0001 UNKNOWN QUEUE
RCX_S_QUE_INDEX_UNKNOWN 0xC02B0002 UNKNOWN QUEUE INDEX
RCX_S_TASK_UNKNOWN 0xC02B0003 UNKNOWN TASK
RCX_S_TASK_INDEX_UNKNOWN 0xC02B0004 UNKNOWN TASK INDEX
RCX_S_TASK_HANDLE_INVALID 0xC02B0005 INVALID TASK HANDLE
RCX_S_TASK_INFO_IDX_UNKNOWN 0xC02B0006 UNKNOWN INDEX
RCX_S_FILE_XFR_TYPE_INVALID 0xC02B0007 INVALID TRANSFER TYPE
RCX_S_FILE_REQUEST_INCORRECT 0xC02B0008 INVALID FILE REQUEST
RCX_S_UNKNOWN_DESTINATION 0xC0000005 UNKNOWN DESTINATION
RCX_S_UNKNOWN_DESTINATION_ID 0xC0000006 UNKNOWN DESTINATION ID
RCX_S_INVALID_LENGTH 0xC0000007 INVALID LENGTH
RCX_S_UNKNOWN_COMMAND 0xC0000004 UNKNOWN COMMAND
RCX_S_INVALID_EXTENSION 0xC0000008 INVALID EXTENSION

Table 53: RCX Status & Error Codes

10.3.3.1 RCX Status & Error Codes Slave State

Error Code (Definition) Value Description
RCX_SLAVE_STATE_UNDEFINED 0x00000000 UNDEFINED
RCX_SLAVE_STATE_OK 0x00000001 OK
RCX_SLAVE_STATE_FAILED 0x00000002 FAILED (at least one slave)

Table 54: RCX Status & Error Codes Slave State
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10.4 PROFINET IO-Controller V3 Task Error Codes

Error Code (Definition) Value Description

PNM_AP_CFG_INVALID_PARAMETER 0xCOCBO0001L Invalid parameter

PNM_AP_CFG_INVALID_STRUCT_VERSION 0xC0OCB0002L Invalid structure version

PNM_AP_CFG_INVALID_IDENTIFIER 0xCOCB0003L Invalid identifier

PNM_AP_CFG_INVALID_DEVICE_HANDLE 0xC0OCB0004L Invalid device handle

PNM_AP_CFG_INVALID_SEND_CLOCK_FACTO 0xCOCBO0005L Invalid PROFINET send clock factor

R

PNM_AP_CFG_INVALID_REDUCTION_RATIO 0xCOCB0006L Invalid PROFINET reduction ratio

PNM_AP_CFG_INVALID_DATA_HOLD_FACTOR 0xCOCBO0007L Invalid PROFINET data hold factor

PNM_AP_CFG_INVALID_PHASE 0xC0OCB0008L Invalid PROFINET phase

PNM_AP_CFG_INVALID_FRAME_SEND_OFFSE 0xCOCB0009L Invalid PROFINET frame send offset

T

PNM_AP_CFG_INVALID_DOMAIN_NAME 0xCOCBOOOAL Invalid domain name

PNM_AP_CFG_INVALID_UUID 0xC0OCB000OBL Invalid UUID (Universally Unique Identifier)

PNM_AP_CFG_INVALID_NUMBER_OF_ENTRIES | 0xCOCB000CL Invalid number of entries

PNM_AP_CFG_INVALID_PORT_NUM 0xC0CB000ODL Invalid port number

PNM_AP_CFG_INVALID_STATION_NAME 0xCOCBOOOEL Invalid station name

PNM_AP_CFG_INVALID_PORT_NAME 0xCOCBOOOFL Invalid Ethernet port name

PNM_AP_CFG_INVALID_IP_ADDRESS 0xC0OCB0010L Invalid IP address

PNM_AP_CFG_INVALID_IOCR_HANDLE 0xCOCBO0011L Invalid PROFINET IOCR Handle
Unglltiger PROFINET-IOCR-Identifikator

PNM_AP_CFG_INVALID_IOCR_TYPE 0xCOCB0012L Invalid PROFINET IOCR type

PNM_AP_CFG_INVALID_IOCR_PROP 0xC0OCB0013L Invalid PROFINET IOCR properties

PNM_AP_CFG_INVALID_IOCR_DATA_LENGTH 0xC0OCB0014L Invalid PROFINET IOCR data length

PNM_AP_CFG_INVALID_DPM_OFFSET 0xCOCB0015L Invalid DPM offset

PNM_AP_CFG_OVERLAPPING_DPM_OFFSET 0xC0OCB0016L Overlapping DPM data area

PNM_AP_CFG_INVALID_SUBMODULE_HANDLE | 0xCOCB0017L Invalid submodule handle

PNM_AP_CFG_INVALID_SUBMODULE_TYPE 0xCOCB0018L Invalid submodule type

PNM_AP_CFG_INVALID_INPUT_DATA LENGTH 0xCOCBOO1AL Invalid submodule input data length

PNM_AP_CFG_INVALID_INPUT_FRAME_OFFSE | 0xCOCBO00O1BL Invalid submodule input data offset

T

PNM_AP_CFG_OVERLAPPING_INPUT_FRAME_ | 0xCOCBO01CL Overlapping submodule input data areas

OFFSET

PNM_AP_CFG_INVALID_INPUT_IOCS_OFFSET 0xC0oCB001DL Invalid submodule input IOCS offset
(IOCS = Input/Output Consumer Status)

PNM_AP_CFG_OVERLAPPING_INPUT_IOCS O 0xCOCBOO1EL Overlapping submodule input IOCS

FFSET

PNM_AP_CFG_INVALID_OUTPUT_DATA_LENG 0xCOCBOO1FL Invalid submodule output data length

TH

PNM_AP_CFG_INVALID_OUTPUT_FRAME_OFF 0xC0OCB0020L Invalid submodule output data offset

SET

PNM_AP_CFG_OVERLAPPING_OUTPUT_FRAM 0xC0CB0021L Overlapping submodule output data areas

E_OFFSET

PNM_AP_CFG_INVALID_OUTPUT_IOCS_OFFSE | 0xCOCB0022L Invalid submodule output IOCS offset

T

PNM_AP_CFG_OVERLAPPING_OUTPUT_IOCS_ | 0xCOCB0023L Overlapping submodule output IOCS

OFFSET

PNM_AP_CFG_INVALID_PLL_WINDOW 0xC0CB0024L Invalid PROFINET IRT PLL window
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Error Code (Definition) Value Description
PNM_AP_CFG_INVALID_PTCTP_TIMEOUT 0xCOCB0025L Invalid PROFINET IRT Synchronization

timeout (PTCP Timeout)
PNM_AP_CFG_INVALID_TAKEOVER_TIMEOUT 0xCOCB0026L Invalid PROFINET IRT Takeover timeout
PNM_AP_CFG_INVALID_PTCP_STARTUP_TIME | OxCOCB0027L Invalid PROFINET IRT PTCP startup time
PNM_AP_CFG_INVALID_PTCP_MASTER_PRIO 0xC0CB0028L Invalid PROFINET IRT synchronization
master priority
PNM_AP_CFG_INVALID_NUM_IRT_PHASES 0xCOCB0029L Invalid PROFINET IRT phase count
PNM_AP_CFG_INVALID_NUM_IRT_FRAMES 0xCOCBO002AL Invalid PROFINET IRT frame count
PNM_AP_CFG_INVALID_GREEN_PERIOD_BEGI | 0xCOCB002CL Invalid PROFINET IRT green period begin
N
PNM_AP_CFG_INVALID_ORANGE_PERIOD_BE 0xCOCBO02EL Invalid PROFINET IRT orange period
GIN begin
PNM_AP_CFG_INVALID_FRAME_LENGTH 0xCOCBO0O02FL Invalid PROFINET IRT frame length
PNM_AP_CFG_INVALID_LINE_DELAY 0xCOCB0030L Invalid PROFINET IRT line delay
PNM_AP_CFG_INVALID_PREAMBLE_LENGTH 0xCOCB0031L Invalid PROFINET frame preamble length
PNM_AP_CFG_INVALID_PARAMETER_FLAG 0xC0OCB0032L Invalid parameter enable flag value
PNM_AP_CFG_INVALID_PARAMETER_TYPE 0xCOCB0033L Invalid parameter type
PNM_AP_CFG_INVALID_FSU_MODE 0xCO0CB0034L Invalid Fast Startup Mode
PNM_AP_CFG_INVALID_FS_HELLO_INTERVAL 0xCOCB0035L Invalid Fast Startup Hello telegram interval
PNM_AP_CFG_INVALID_FS_HELLO_RETRY 0xCOCBO0036L Invalid Fast Startup Hello telegram retry
PNM_AP_CFG_INVALID_FS_HELLO_DELAY 0xCOCB0037L Invalid Fast Startup Hello delay
PNM_AP_CFG_INVALID_SYNC_MODE 0xC0OCBO0038L Invalid sychronization mode
PNM_AP_CFG_INVALID_MAUTYPE_MODE 0xCOCB0039L Invalid mau type mode
PNM_AP_CFG_INVALID_DOMAIN_BOUNDARY 0xCOCBO0O3AL Invalid domain boundary value
PNM_AP_CFG_INVALID_DCP_BOUNDARY 0xCOCB003BL Invalid DCP boundary value
PNM_AP_CFG_INVALID_PEERTOPEER_BOUND | 0xCOCB003CL Invalid peer to peer boundary value
ARY
PNM_AP_CFG_INVALID_MULTIPLE_INTERFACE | 0xCOCBO003DL Invalid multiple interface mode value
_MODE
PNM_AP_CFG_INVALID_MRP_INSTANCE 0xCOCBOO3EL Invalid mrp instance
PNM_AP_CFG_INVALID_MRP_CHECK 0xCOCBOO3FL Invalid mrp check value
PNM_AP_CFG_INVALID_MRP_ROLE 0xC0OCB0040L Invalid mrp role
PNM_AP_CFG_INVALID_MRP_PARAMETERS 0xC0OCB0041L Invalid mrp parameter
PNM_AP_CFG_INVALID_MRP_MANAGER_PRIO 0xC0CB0042L Invalid mrp manager priority
PNM_AP_CFG_INVALID_MRP_TOPO_CHANGE_ | 0xCOCB0043L Invalid mrp topology change frame interval
INTERVAL value
PNM_AP_CFG_INVALID_MRP_TOPO_REPEAT_ 0xC0CB0044L Invalid mrp topology change frame repeat
COUNT value
PNM_AP_CFG_INVALID_MRP_SHORT_TEST_IN Invalid mrp short test frame interval value
TERVAL 0xCOCBO0045L)
PNM_AP_CFG_INVALID_MRP_DEFAULT_TEST_ | 0xCOCB0046L Invalid mrp default test frame interval
INTERVAL value
PNM_AP_CFG_INVALID_MRP_TEST_MONITOR_ | 0xCOCB0047L Invalid mrp test monitor countvalue.
COUNT
PNM_AP_CFG_INVALID_MRP_LINK_DOWN_INT | 0xCOCB0048L Invalid mrp link down frame interval
ERVAL
PNM_AP_CFG_INVALID_MRP_LINK_UP_INTERV | 0xCOCB0049L Invalid mrp link up frame interval
AL
PNM_AP_CFG_INVALID_MRP_LINK_CHANGE_C | 0xCOCBO04AL Invalid mrp link change repeat value
OUNT
PNM_AP_CFG_INVALID_FIBEROPTIC_PARAME 0xC0CB004BL Invalid fiber optic parameter value
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Error Code (Definition) Value Description
PNM_AP_CFG_DUPLICAT_UUID 0xCO0CB004CL Doubly used UUID value
PNM_AP_CFG_DUPLICAT_NAME_OF_STATION 0xC0CB004DL Doubly used PROFINET Name Of Station
value
PNM_AP_CFG_DUPLICAT_IP_ADDRESS 0xCOCBOO4EL Doubly used IPv4 network address
PNM_AP_CFG_INVALID_RTA_TIMEOUT_FACTO | 0xCOCBOO4FL Invalid value for alarm frame timeout
R
PNM_AP_CFG_INVALID_RTA_RETRIES 0xCOCB0050L Invalid value for alarm frame retry
PNM_AP_CFG_INVALID_MAX_ALARM_DATA LE | 0xCOCBO0O051L Invalid value for alarm data length
NGTH
PNM_AP_CFG_AR_TYPE_NOT_SUPPORTED 0xC0OCB0052L Unsupported application relation type
PNM_AP_CFG_INVALID_AR_TYPE 0xCOCBO0053L Invalid application relation type
PNM_AP_CFG_INVALID_SLOT 0xC0CB0054L Invalid module slot number
PNM_AP_CFG_INVALID_MODULE_IDENT 0xCOCBO0055L Invalid module id number
PNM_AP_CFG_INVALID_SUBSLOT 0xCOCBO0056L Invalid submodule subslot number
PNM_AP_CFG_NO_PORT_SUBMODULE 0xCOCBO0057L The specified submodule is not a port
submodule
PNM_AP_CFG_INVALID_MAX_BRIDGE_DELAY 0xC0OCB0058L Invalid maximum ethernet bridge delay
PNM_AP_CFG_INVALID_MAX_PORT_TX_DELAY | 0xCOCBO0059L Invalid maximum port tx delay
PNM_AP_CFG_INVALID_MAX_PORT_RX_DELA 0xCOCBOO5AL Invalid maximum port rx delay
Y
PNM_AP_CFG_INVALID_MAX_LINE_DELAY 0xCOCB005BL Invalid maximum line delay
PNM_AP_CFG_INVALID_YELLOW_TIME 0xCOCB005CL Invalid length of yellow interval
PNM_AP_CFG_INVALID_FRAME_DATA_PROP 0xCOCB005DL Invalid frame data properties
PNM_AP_CFG_INVALID_FRAME_ID 0xCOCBOO5EL Invalid frame id value
PNM_AP_CFG_INVALID_FRAME_DETAIL_SYNC | 0xCOCBOO5FL Invalid framedetails sync frame mask
_FRAME_MASK
PNM_AP_CFG_INVALID_FRAME_DETAIL_FRAM | 0xCOCB0060L Invalid framedetails send offset
E_SEND_OFFSET
PNM_AP_CFG_INVALID_NUM_IRT_ASSIGNMEN | 0xCOCB0061L Invalid number of IRT phase assignments
T
PNM_AP_CFG_DUPLICAT_SYNC_MASTER 0xC0OCB0062L More than one synchronization master
defined
PNM_AP_CFG_INVALID_NUMBER_OF_PORTS 0xCOCB0063L Invalid number of ports
PNM_AP_CFG_TOPO_PORT_ALREADY_CONFI 0xC0OCB0064L The referenced port's topology is already
GURED configured
PNM_AP_CFG_TOPO_INFO_MISMATCH 0xCOCBO0065L Inconsistent topology configured
PNM_AP_CFG_INVALID_CONFIG_STATE 0xCOCB0066L Wrong configuration state
PNM_AP_CFG_MISSING_IOCR 0xCOCBO0067L IOCR missing in configuration
PNM_AP_CFG_MAX_NUMBER_IOCR_EXCEEDE | 0xCOCB0068L Maximum possible number of IOCRs
D exceeded
PNM_AP_CFG_INVALID_DAP_CONFGURATION 0xCOCB0069L Invalid configuration of a device access
point (DAP)
PNM_AP_CFG_INVALID_DROP_BUDGET 0xCOCBOO6AL Invalid value for network switch drop
budget
PNM_AP_CFG_INVALID_REDORANGE_PERIOD | 0xCOCBO006BL Invalid value for PROFINET IRT red period

_BEGIN

begin

Table 55: PROFIENT IO-Controller V3 Task Error Codes

DTM for Hilscher PROFINET IO-Controller Devices | Configuration of Hilscher Controller Devices
DOC1507040I05EN | Revision 5 | English | 2019-04 | Released | Public

© Hilscher, 2015-2019



Error Codes

171/194

10.5 ODM Error Codes

10.5.1 General ODM Error Codes

Error Code (Definition) Value Description
CODM3_E_INTERNALERROR 0x8004C700 Internal ODM Error
ODM3_E_DESCRIPTION_NOTFOUND 0x8004C701 Description not found in ODM database
CODM3_E_WRITEREGISTRY 0x8004C710 Error writing to the registry
CODM3_E_BAD_REGULAR_EXPRESSION 0x8004C711 Invalid regular expression
CODM3_E_COMCATEGORIE_MANAGER_ 0x8004C712 Component Category Manager could not
FAILED be instantiated
CODM3_E_COMCATEGORIE_ENUMERATION_ 0x8004C713 Driver could not be enumerated by the
FAILED Category Manager
CODM3_E_CREATE_LOCAL_BUFFER 0x8004C714 Error creating local buffers
CODM3_E_UNKNOWNHANDLE 0x8004C715 Unknown handle
CODM3_E_QUEUE_LIMIT_REACHED 0x8004C717 Queue size limit for connection reached
CODM3_E_DATASIZE_ZERO 0x8004C718 Zero data length passed
CODM3_E_INVALID_DATA 0x8004C719 Invalid data content
CODM3_E_INVALID_MODE 0x8004C71A Invalid mode
CODM3_E_DATABASE_READ 0x8004C71B Error reading database
CODM3_E_CREATE_DEVICE_THREAD 0x8004C750 Error creating device thread
CODM3_E_CREATE_DEVICE_THREAD_STOP_ 0x8004C751 Error creating device thread stop event
EVENT
CODM3_E_CLIENT_NOT_REGISTERED 0x8004C752 Client is not registered at the ODM
CODM3_E_NO_MORE_CLIENTS 0x8004C753 Maximum number of clients reached
CODM3_E_MAX_CLIENT_CONNECTIONS _ 0x8004C754 Maximum number of client connections
REACHED reached
CODM3_E_ENTRY_NOT_FOUND 0x8004C755 Driver/device not found
CODM3_E_DRIVER_NOT_FOUND 0x8004C757 The requested driver is unknown to the
ODM
CODM3_E_DEVICE_ALREADY_LOCKED 0x8004C758 Device is locked by another process
CODM3_E_DEVICE_UNLOCKED_FAILED 0x8004C759 Device could not be unlocked, lock was
set by another process
CODM3_E_DEVICE_LOCK_NECCESSARY 0x8004C75A Operation requires a device lock to be set
CODM3_E_DEVICE_SUBSCRIPTIONLIMIT 0x8004C75B Maximum number of servers registered for
this device reached
CODM3_E_DEVICE_NOTSUBSCRIBED 0x8004C75C Process is not registered as a server on
this device
CODM3_E_DEVICE_NO_MESSAGE 0x8004C75D No message available
CODM3_E_TRANSFERTIMEOUT 0x8004C760 Message transfer timeout
CODM3_E_MESSAGE_INSERVICE 0x8004C761 Message in service

Table 56: ODM Error Codes - General ODM Error Codes
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10.5.2 General ODM Driver Error Codes

Error Code (Definition) Value Description
CODM3_E_DRV_OPEN_DEVICE 0x8004C7A0 Packet type unsupported by driver
CODM3_E_DRV_INVALID_IDENTIFIER 0x8004C7A1 Invalid device identifier
CODM3_E_DRV_DEVICE_PARAMETERS _ 0x8004C7A3 Parameters differ from requested device
MISMATCH

CODM3_E_DRV_BROWSE_NO_DEVICES 0x8004C7A4 No devices found
CODM3_E_DRV_CREATE_DEVICE_INST 0x8004C7A5 Device instance could not be created
CODM3_E_DRV_DEVICE_NOMORE_TX 0x8004C7A6 Device connection limit reached
CODM3_E_DRV_DEVICE_DUPLICATE_TX 0x8004C7A7 Duplicate transmitter ID
CODM3_E_DRV_DEVICE_NOT_CONFIGURED 0x8004C7A8 Device is not configured
CODM3_E_DRV_DEVICE_COMMUNICATION 0x8004C7A9 Device communication error
CODM3_E_DRV_DEVICE_NO_MESSAGE 0x8004C7AA No message available
CODM3_E_DRV_DEVICE_NOT_READY 0x8004C7AB Device not ready
CODM3_E_DRV_INVALIDCONFIGURATION 0x8004C7AC Invalid driver configuration
CODM3_E_DRV_DLINVALIDMODE 0x8004C7C0 Invalid download mode
CODM3_E_DRV_DLINPROGRESS 0x8004C7C1 Download is active
CODM3_E_DRV_ULINPROGRESS 0x8004C7C2 Upload is active

Table 57: ODM Error Codes - General ODM Driver Error Codes
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10.5.3

cifX Driver Specific ODM Error Codes

cifX Driver Specific ODM Error Codes

Error Code (Definition) Value Description
DRV_E_BOARD_NOT_INITIALIZED 0x8004C001 DRIVER Board not initialized
DRV_E_INIT_STATE_ERROR 0x8004C002 DRIVER Error in internal init state
DRV_E_READ_STATE_ERROR 0x8004C003 DRIVER Error in internal read state
DRV_E_CMD_ACTIVE 0x8004C004 DRIVER Command on this channel is
active
DRV_E_PARAMETER_UNKNOWN 0x8004C005 DRIVER Unknown parameter in function
DRV_E_WRONG_DRIVER_VERSION 0x8004C006 DRIVER Version is incompatible with DLL
DRV_E_PCI_SET_CONFIG_MODE 0x8004C007 DRIVER Error during PCI set configuration
mode
DRV_E_PCI_READ_DPM_LENGTH 0x8004C008 DRIVER Could not read PCI dual port
memory length
DRV_E_PCI_SET_RUN_MODE 0x8004C009 DRIVER Error during PCI set run mode
DRV_E_DEV_DPM_ACCESS_ERROR 0x8004C00A DEVICE Dual port ram not
accessable(board not found)
DRV_E_DEV_NOT_READY 0x8004C00B DEVICE Not ready (ready flag failed)
DRV_E_DEV_NOT_RUNNING 0x8004C00C DEVICE Not running (running flag failed)
DRV_E_DEV_WATCHDOG_FAILED 0x8004C00D DEVICE Watchdog test failed
DRV_E_DEV_0OS_VERSION_ERROR 0x8004CO0E DEVICE Signals wrong OS version
DRV_E_DEV_SYSERR 0x8004CO0F DEVICE Error in dual port flags
DRV_E_DEV_MAILBOX_FULL 0x8004C010 DEVICE Send mailbox is full
DRV_E_DEV_PUT_TIMEOUT 0x8004C011 DEVICE PutMessage timeout
DRV_E_DEV_GET_TIMEOUT 0x8004C012 DEVICE GetMessage timeout
DRV_E_DEV_GET_NO_MESSAGE 0x8004C013 DEVICE No message available
DRV_E_DEV_RESET_TIMEOUT 0x8004C014 DEVICE RESET command timeout
DRV_E_DEV_NO_COM_FLAG 0x8004C015 DEV}CE COM-flag not set. Check if Bus is
running
DRV_E_DEV_EXCHANGE_FAILED 0x8004C016 DEVICE I/O data exchange failed
DRV_E_DEV_EXCHANGE_TIMEOUT 0x8004C017 DEVICE I/O data exchange timeout
DRV_E_DEV_COM_MODE_UNKNOWN 0x8004C018 DEVICE 1/O data mode unknown
DRV_E_DEV_FUNCTION_FAILED 0x8004C019 DEVICE Function call failed
DRV_E_DEV_DPMSIZE_MISMATCH 0x8004C01A DEVICE DPM size differs from
configuration
DRV_E_DEV_STATE_MODE_UNKNOWN 0x8004C01B DEVICE State mode unknown
DRV_E_DEV_HW_PORT_IS_USED 0x8004C01C DEVICE Output port already in use
DRV_E_USR_OPEN_ERROR 0x8004CO1E USER Driver not opened (device driver not
loaded)
DRV_E_USR_INIT_DRV_ERROR 0x8004CO1F USER Can't connect to device
DRV_E_USR_NOT_INITIALIZED 0x8004C020 USER Board not initialized (DevlinitBoard
not called)
DRV_E_USR_COMM_ERR 0x8004C021 USER IOCTRL function failed
DRV_E_USR_DEV_NUMBER_INVALID 0x8004C022 USER Parameter DeviceNumber invalid
DRV_E_USR_INFO_AREA_INVALID 0x8004C023 USER Parameter InfoArea unknown
DRV_E_USR_NUMBER_INVALID 0x8004C024 USER Parameter Number invalid
DRV_E_USR_MODE_INVALID 0x8004C025 USER Parameter Mode invalid
DRV_E_USR_MSG_BUF_NULL_PTR 0x8004C026 USER NULL pointer assignment
DRV_E_USR_MSG_BUF_TOO_SHORT 0x8004C027 USER Message buffer too small
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cifX Driver Specific ODM Error Codes

Error Code (Definition) Value Description
DRV_E_USR_SIZE_INVALID 0x8004C028 USER Parameter Size invalid
DRV_E_USR_SIZE_ZERO 0x8004C02A USER Parameter Size with zero length
DRV_E_USR_SIZE_TOO_LONG 0x8004C02B USER Parameter Size too long
DRV_E_USR_DEV_PTR_NULL 0x8004C02C USER Device address null pointer
DRV_E_USR_BUF_PTR_NULL 0x8004C02D USER Pointer to buffer is a null pointer
DRV_E_USR_SENDSIZE_TOO_LONG 0x8004C02E USER Parameter SendSize too large
DRV_E_USR_RECVSIZE_TOO_LONG 0x8004CO02F USER Parameter ReceiveSize too large
DRV_E_USR_SENDBUF_PTR_NULL 0x8004C030 USER Pointer to send buffer is a null
pointer
DRV_E_USR_RECVBUF_PTR_NULL 0x8004C031 USER Pointer to receive buffer is a null
pointer
DRV_E_DMA_INSUFF_MEM 0x8004C032 DMA Memory allocation error
DRV_E_DMA_TIMEOUT_CH4 0x8004C033 DMA Read 1/O timeout
DRV_E_DMA_TIMEOUT_CH5 0x8004C034 DMA Write 1/0 timeout
DRV_E_DMA_TIMEOUT_CH6 0x8004C035 DMA PCI transfer timeout
DRV_E_DMA_TIMEOUT_CH7 0x8004C036 DMA Download timeout
DRV_E_DMA_DB_DOWN_FAIL 0x8004C037 DMA Database download failed
DRV_E_DMA_FW_DOWN_FAIL 0x8004C038 DMA Firmware download failed
DRV_E_CLEAR_DB_FAIL 0x8004C039 DMA Clear database on the device failed
DRV_E_DEV_NO_VIRTUAL_MEM 0x8004C03C DMA USER Virtual memory not available
DRV_E_DEV_UNMAP_VIRTUAL_MEM 0x8004C03D DMA USER Unmap virtual memory failed
DRV_E_GENERAL_ERROR 0x8004C046 DRIVER General error
DRV_E_DMA_ERROR 0x8004C047 DRIVER General DMA error
DRV_E_WDG_IO_ERROR 0x8004C048 DRIVER /0 WatchDog failed
DRV_E_WDG_DEV_ERROR 0x8004C049 DRIVER Device Watchdog failed
DRV_E_USR_DRIVER_UNKNOWN 0x8004C050 USER Driver unknown
DRV_E_USR_DEVICE_NAME_INVALID 0x8004C051 USER Device name invalid
DRV_E_USR_DEVICE_NAME_UKNOWN 0x8004C052 USER Device name unknown
DRV_E_USR_DEVICE_FUNC_NOTIMPL 0x8004C053 USER Device function not implemented
DRV_E_USR_FILE_OPEN_FAILED 0x8004C064 USER File could not be opened
DRV_E_USR_FILE_SIZE_ZERO 0x8004C065 USER File size zero
DRV_E_USR_FILE_NO_MEMORY 0x8004C066 USER Not enough memory to load file
DRV_E_USR_FILE_READ_FAILED 0x8004C067 USER File read failed
DRV_E_USR_INVALID_FILETYPE 0x8004C068 USER File type invalid
DRV_E_USR_FILENAME_INVALID 0x8004C069 USER Invalid filename
DRV_E_FW_FILE_OPEN_FAILED 0x8004C06E USER Firmware file could not be opened
DRV_E_FW_FILE_SIZE_ZERO 0x8004CO06F USER Not enough memory to load
firmware file
DRV_E_FW_FILE_NO_MEMORY 0x8004C070 USER Not enough memory to load
firmware file
DRV_E_FW_FILE_READ_FAILED 0x8004C071 USER Firmware file read failed
DRV_E_FW_INVALID_FILETYPE 0x8004C072 USER Firmware file type invalid
DRV_E_FW_FILENAME_INVALID 0x8004C073 USER Firmware file name not valid
DRV_E_FW_DOWNLOAD_ERROR 0x8004C074 USER Firmware file download error
DRV_E_FW_FILENAME_NOT_FOUND 0x8004C075 USER Firmware file not found in the
internal table
DRV_E_FW_BOOTLOADER_ACTIVE 0x8004C076 USER Firmware file BOOTLOADER active
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cifX Driver Specific ODM Error Codes

Error Code (Definition) Value Description
DRV_E_FW_NO_FILE_PATH 0x8004C077 USER Firmware file no file path
DRV_E_CF_FILE_OPEN_FAILED 0x8004C078 USER Configuration file could not be
opend
DRV_E_CF_FILE_SIZE_ZERO 0x8004C079 USER Configuration file size zero
DRV_E_CF_FILE_NO_MEMORY 0x8004CO7A USER Not enough memory to load
configuration file
DRV_E_CF_FILE_READ_FAILED 0x8004C07B USER Configuration file read failed
DRV_E_CF_INVALID_FILETYPE 0x8004C07C USER Configuration file type invalid
DRV_E_CF_FILENAME_INVALID 0x8004C07D USER Configuration file name not valid
DRV_E_CF_DOWNLOAD_ERROR 0x8004CO7E USER Configuration file download error
DRV_E_CF_FILE_NO_SEGMENT 0x8004CO07F USER No flash segment in the
configuration file
DRV_E_CF_DIFFERS_FROM_DBM 0x8004C080 USER Configuration file differs from
database
DRV_E_DBM_SIZE_ZERO 0x8004C083 USER Database size zero
DRV_E_DBM_NO_MEMORY 0x8004C084 USER Not enough memory to upload
database
DRV_E_DBM_READ_FAILED 0x8004C085 USER Database read failed
DRV_E_DBM_NO_FLASH_SEGMENT 0x8004C086 USER Database segment unknown
DEV_E_CF_INVALID_DESCRIPT_VERSION 0x8004C096 CONFIG Version of the descript table
invalid
DEV_E_CF_INVALID_INPUT_OFFSET 0x8004C097 CONFIG Input offset is invalid
DEV_E_CF_NO_INPUT_SIZE 0x8004C098 CONFIG Input size is 0
DEV_E_CF_MISMATCH_INPUT_SIZE 0x8004C099 CONFIG Input size does not match
configuration
DEV_E_CF_INVALID_OUTPUT_OFFSET 0x8004C09A CONFIG Invalid output offset
DEV_E_CF_NO_OUTPUT_SIZE 0x8004C09B CONFIG Output size is 0
DEV_E_CF_MISMATCH_OUTPUT_SIZE 0x8004C09C CONFIG Output size does not match
configuration
DEV_E_CF_STN_NOT_CONFIGURED 0x8004C09D CONFIG Station not configured
DEV_E_CF_CANNOT_GET_STN_CONFIG 0x8004C09E CONFIG Cannot get the Station
configuration
DEV_E_CF_MODULE_DEF_MISSING 0x8004C09F CONFIG Module definition is missing
DEV_E_CF_MISMATCH_EMPTY_SLOT 0x8004CO0A0 CONFIG Empty slot mismatch
DEV_E_CF_MISMATCH_INPUT_OFFSET 0x8004C0A1 CONFIG Input offset mismatch
DEV_E_CF_MISMATCH_OUTPUT_OFFSET 0x8004C0A2 CONFIG Output offset mismatch
DEV_E_CF_MISMATCH_DATA_TYPE 0x8004C0A3 CONFIG Data type mismatch
DEV_E_CF_MODULE_DEF_MISSING_NO_SI 0x8004C0A4 CONFIG Module definition is missing,(no

Slot/Idx)

Table 58: cifX Driver Specific ODM Error Codes
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10.6 Error Codes cifX Device Driver and netX Driver
10.6.1 Generic Error Codes
Error Code | Value Description
(Definition)
CIFX_INVALID_POINTER 0x800A0001L Invalid pointer (NULL) passed to driver
CIFX_INVALID_BOARD 0x800A0002L No board with the given nameindex
available
CIFX_INVALID_CHANNEL 0x800A0003L No channel with the given index
available
CIFX_INVALID_HANDLE 0x800A0004L Invalid handle passed to driver

CIFX_INVALID_PARAMETER 0x800A0005L Invalid parameter
CIFX_INVALID_COMMAND 0x800A0006L Invalid command
CIFX_INVALID_BUFFERSIZE 0x800A0007L Invalid buffer size
CIFX_INVALID_ACCESS_SIZE 0x800A0008L Invalid access size
CIFX_FUNCTION_FAILED 0x800A0009L Function failed
CIFX_FILE_OPEN_FAILED 0x800A000AL File could not be opened
CIFX_FILE_SIZE_ZERO 0x800A000BL File size is zero
CIFX_FILE_LOAD_INSUFF_MEM 0x800A000CL Insufficient memory to load file
CIFX_FILE_CHECKSUM_ERROR 0x800A000DL File checksum compare failed
CIFX_FILE_READ_ERROR 0x800A000EL Error reading from file
CIFX_FILE_TYPE_INVALID 0x800A000FL Invalid file type
CIFX_FILE_NAME_INVALID 0x800A0010L Invalid file name
CIFX_FUNCTION_NOT_AVAILABLE 0x800A0011L Driver function not available
CIFX_BUFFER_TOO_SHORT 0x800A0012L Given buffer is too short
CIFX_MEMORY_MAPPING_FAILED 0x800A0013L Failed to map the memory
CIFX_NO_MORE_ENTRIES 0x800A0014L No more entries available
CIFX_CALLBACK_MODE_UNKNOWN 0x800A0015L Unkown callback handling mode
CIFX_CALLBACK_CREATE_EVENT_FAILED | Ox800A0016L Failed to create callback events
CIFX_CALLBACK_CREATE_RECV_BUFFER 0x800A0017L Failed to create callback receive buffer

Table 59: Generic Error Codes
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10.6.2 Generic Driver Error Codes

Error Code (Definition) Value Description
CIFX_DRV_NOT_INITIALIZED 0x800B0001L Driver not initialized
CIFX_DRV_INIT_STATE_ERROR 0x800B0002L Driver init state error
CIFX_DRV_READ_STATE_ERROR 0x800B000O3L Driver read state error
CIFX_DRV_CMD_ACTIVE 0x800B0004L Command is active on device
CIFX_DRV_DOWNLOAD_FAILED 0x800B0005L General error during download
CIFX_DRV_WRONG_DRIVER_VERSION 0x800B000O6L Wrong driver version
CIFX_DRV_DRIVER_NOT_LOADED 0x800B0030L CIFx driver is not running
CIFX_DRV_INIT_ERROR 0x800B0031L Failed to initialize the device
CIFX_DRV_CHANNEL_NOT_INITIALIZED 0x800B0032L Channel not initialized (xOpenChannel
not called)
CIFX_DRV_IO_CONTROL_FAILED 0x800B0033L I0Control call failed
CIFX_DRV_NOT_OPENED( 0x800B0034L Driver was not opened
CIFX_DRV_DOWNLOAD_STORAGE_UNKN 0x800B0040L Unknown download storage type
OWN (RAMFLASH based) found
CIFX_DRV_DOWNLOAD_FW_WRONG_CHA | 0x800B0041L Channel number for a firmware
NNEL download not supported
CIFX_DRV_DOWNLOAD_MODULE_NO_BAS | 0x800B0042L Modules are not allowed without a Base

EOS

OS firmware

Table 60: Generic Driver Error Codes
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10.6.3 Generic Device Error Codes

Error Code (Definition) Value Description
CIFX_DEV_DPM_ACCESS_ERROR 0x800C0010L Dual port memory not accessable
(board not found)
CIFX_DEV_NOT_READY 0x800C0011L Device not ready (ready flag failed)
CIFX_DEV_NOT_RUNNING 0x800C0012L Device not running (running flag failed)
CIFX_DEV_WATCHDOG_FAILED 0x800C0013L Watchdog test failed
CIFX_DEV_SYSERR 0x800C0015L Error in handshake flags
CIFX_DEV_MAILBOX_FULL 0x800C0016L Send mailbox is full
CIFX_DEV_PUT_TIMEOUT 0x800C0017L Send packet timeout
CIFX_DEV_GET_TIMEOUT 0x800C0018L Receive packet timeout
CIFX_DEV_GET_NO_PACKET 0x800C0019L No packet available
CIFX_DEV_MAILBOX_TOO_SHORT 0x800CO01AL Mailbox too short
CIFX_DEV_RESET_TIMEOUT 0x800C0020L Reset command timeout
CIFX_DEV_NO_COM_FLAG 0x800C0021L COM-flag not set
CIFX_DEV_EXCHANGE_FAILED 0x800C0022L 10 data exchange failed
CIFX_DEV_EXCHANGE_TIMEOUT 0x800C0023L 10 data exchange timeout
CIFX_DEV_COM_MODE_UNKNOWN 0x800C0024L Unknown IO exchange mode
CIFX_DEV_FUNCTION_FAILED 0x800C0025L Device function failed
CIFX_DEV_DPMSIZE_MISMATCH 0x800C0026L DPM size differs from configuration
CIFX_DEV_STATE_MODE_UNKNOWN 0x800C0027L Unknown state mode
CIFX_DEV_HW_PORT_IS_USED 0x800C0028L Device is still accessed
CIFX_DEV_CONFIG_LOCK_TIMEOUT 0x800C0029L Configuration locking timeout
CIFX_DEV_CONFIG_UNLOCK_TIMEOUT 0x800C002AL Configuration unlocking timeout
CIFX_DEV_HOST_STATE_SET_TIMEOUT 0x800C002BL Set HOST state timeout
CIFX_DEV_HOST_STATE_CLEAR_TIMEOUT | 0x800C002CL Clear HOST state timeout
CIFX_DEV_INITIALIZATION_TIMEOUT 0x800C002DL Timeout during channel initialization
CIFX_DEV_BUS_STATE_ON_TIMEOUT 0x800C002EL Set Bus ON Timeout
CIFX_DEV_BUS_STATE_OFF_TIMEOUT 0x800C002FL Set Bus OFF Timeout
CIFX_DEV_MODULE_ALREADY_RUNNING 0x800C0040L Module already running
CIFX_DEV_MODULE_ALREADY_EXISTS 0x800C0041L Module already exists

Table 61: Generic Device Error Codes
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10.7 Error Codes netX Driver

10.7.1 CIFX API Transport Error Codes

Error Code (Definition) Value Description
CIFX_TRANSPORT_SEND_TIMEOUT 0x800D0001L Time out while sending data
CIFX_TRANSPORT_RECV_TIMEOUT 0x800D0002L Time out waiting for incoming data
CIFX_TRANSPORT_CONNECT 0x800D0003L Unable to communicate to the deviceno
answer
CIFX_TRANSPORT_ABORTED 0x800D0004L Transfer has been aborted due to keep

alive timeout or interface detachment

CIFX_CONNECTOR_FUNCTIONS_READ_ERR | 0x800D0010L

OR

Error reading the connector functions
from the DLL

CIFX_CONNECTOR_IDENTIFIER_TOO_LONG | 0x800D0011L

Connector delivers an identifier longer
than 6 characters

CIFX_CONNECTOR_IDENTIFIER_EMPTY

0x800D0012L

Connector delivers an empty dentifier

CIFX_CONNECTOR_DUPLICATE_IDENTIFIER | 0x800D0013L

Connector identifier already used

Table 62: CIFX API Transport Error Codes

10.7.2 CIFX API Transport Header State Error Codes

Error Code | Value Description

(Definition)
CIFX_TRANSPORT_ERROR_UNKNOWN 0x800E0001L Unknown error code in transport header
CIFX_TRANSPORT_CHECKSUM_ERROR 0Ox800E0002L CRC16 checksum failed

CIFX_TRANSPORT_LENGTH_INCOMPLETE | Ox800EO003L

Transaction with inclomplete length
detected

CIFX_TRANSPORT_DATA_TYPE_UNKOWN 0x800E0004L

Device does not support requested data
type

CIFX_TRANSPORT_DEVICE_UNKNOWN

0x800E0005L

Device not availableunknown

CIFX_TRANSPORT_CHANNEL_UNKNOWN 0x800E0006L

Channel not availableunknown

CIFX_TRANSPORT_SEQUENCE 0x800E0007L Sequence error detected
CIFX_TRANSPORT_BUFFEROVERFLOW 0x800E0008L Buffer overflow detected
CIFX_TRANSPORT_RESOURCE 0x800E0009L Device signals out of resources
CIFX_TRANSPORT_KEEPALIVE Ox800EO0OAL Device connection monitoring error
(Keep alive)
CIFX_TRANSPORT_DATA_TOO_SHORT( 0x800E000BL Received transaction data too short

Table 63: CIFX API Transport Header State Error Codes
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10.8 ODM Error Codes DBM V4

ODM Error Codes DBM V4

Error Code (Definition) Value Description
CDBM_E_MDS5_INVALID 0XC004C810 Checksum invalid
CDBM_E_INTERNALERROR 0XC004C811 Internal Error
CDBM_W_WRITEREGISTRY 0X8004C812 Error writing to the registry
CDBM_E_UNEXPECTED_VALUE_ 0XC004C813 Error in a file containing the old DBM
IN_OLD_HEADER_FORMAT Header format.
CDBM_E_CHECKSUM_INVALID 0XCo004C814 The Checksum of the old Header is invalid
CDBM_E_DB_ALREADY_LOADED_ FORMAT 0XC004C815 A database is already loaded
CDBM_E_NO_VALID_TRANSACTION 0XC004C816 No valid transaction handle given
CDBM_E_STD_STRUCT_ERROR 0XC004C817 An error occurred during validation of data
CDBM_E_UNSUPPORTED_ 0XC004C818 Unsupported DataType
DATA_TYPE_FORMAT
CDBM_W_CLASS_DELETED_FORMAT 0X8004C819 Using an Object which is marked as
(Warning) deleted
CDBM_W_CLIENT_DISCONNECTED 0X8004C81A A CIient.has already an outstanding .
(Warning) ﬁcc))cvng(ég?rg;gde? Table. The connection is
CDBM_E_STRUCTURE_DEFINITION_ INVALID 0XC004C81B A structure definition of an Element in a
Table is invalid
CDBM_E_NO_DATA_AVAILABLE 0Xcoo4csic No data available for this operation
CDBM_E_NO_VALID_STRUCTURE 0XC004C81D No valid structure available for this
operation
CDBM_E_NO_TOGGLE_STRING_ FOUND 0XCO004C81E No Toggle string found for this number
CDBM_E_ELEMENT_OUT_OF_RANGE 0XCO004C81F An element wasn’t found in the Record of
a Table
CDBM_E_ELEMENT_NOT_IN_ TABLE 0XC004C820 The element is not part of the Table
CDBM_E_CANNOT_CONVERT_ 0XC004C821 The data can't be converted into the Client
INTO_CLIENT_TYPE type
CDBM_E_TRANSACTION_ ALREADY_OPEN 0XC004C822 A transaction is already open. Please
close this one first before opening a new
one.
CDBM_I_OLD_WITHOUT_HEADER 0X4004C823 Use of an old DBM file Format without
(Informational) Header
CDBM_E_HR_FROM 0XC004C824 An HRESULT was received from a
Subroutine
CDBM_E_PARAMETER 0XC004C825 A Parameter is invalid
CDBM_E_NOTIMPL 0XC004C826 Method is currently not implemented
CDBM_E_OUTOFMEMORY 0XC004C827 Out of memory
CDBM_E_NO_OPEN_TRANSACTION 0XC004C828 No transaction open
CDBM_E_NO_CONTENTS 0XC004C829 No contents available
CDBM_REC_NO_NOT_FOUND 0XC004C82A Record not found
CDBM_STRUCTURE_ELEMENT_ NOT_FOUND 0XC004C82B Element of the Structure not found
CDBM_E_NO_MORE_RECORDS_ IN_TABTYPE 0XC004C82C Table type 3 can contain only one record
CDBM_E_WRITE 0XC004C82D The data in the VARIANT must be given in
a SafeArray
CDBM_E_WRITE_NO_PARRAY 0XC004C82E The VARIANT contains no valid [parray]

element
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ODM Error Codes DBM V4

Error Code (Definition) Value Description

CDBM_E_WRITE_CANT_ ACCESS_DATA 0XC004C82F Unable to access SafeArray Data in the
VARIANT

CDBM_E_WRITE_DATA 0XC004C830 To write the data of this Element it must be
given as a BSTR, or as an Array of
VT _UILNVT 11

CDBM_E_WRITE_BSTR_E1 0XC004C831 The BSTR string must have an even
length.

CDBM_E_WRITE_BSTR_E2 0XC004C832 The BSTR string must contain only hex
digits (0..9 and a/A..f/F).

CDBM_E_WRITE_CANT_ INTERPRET_ARRAY 0XC004C833 Unable to interpret data in the SafeArray.

CDBM_E_WRITE_VT_ERROR 0XC004C834 Data type in the SafeArray is not VT_UI1
or VT_I1.

CDBM_E_WRITE_LENGTH 0XC004C835 Data length is invalid for write operation of
this type.

CDBM_WRITE_ELEMENT 0XC004C836 Element not found in the Record of the
Table

CDBM_MIN_MAX_ERROR 0XC004C837 Can't write data because of min underflow
or max overflow

CDBM_TABLE_EXIST 0XC004C838 Table already exist in the database

CDBM_MIN_MAX_INVALID 0XC004C839 The Min value is greater than the Max
Value

CDBM_DEF_MIN_MAX_INVALID 0XC004C83A The Default Value is not in the range
between the Min value and the Max Value

CDBM_CANT_CHANGE_STRUCTURE_ 0XC004C83B It's not allowed to change the structure

WHILE_RECORDS_EXIST while Records exist in the Table

CDBM_NEW_STRUCT_NEEDS_TYPE 0XC004C83C In a newly added structure the data type
must be set also

CDBM_VALUE_ERROR 0XC004C83D Range error while validating a value

CDBM_DATATYPE_ UNSUPPORTED_IN_RCS 0XC004C83E The data type is unsupported in the RCS
file format

CDBM_I_COUNT_OF_TABLES _ 0X4004C83F The count of Tables exceeds the RCS

EXCEEDS_RCS_RANGE

(Informational)

range of Tables. This can cause problems
if the file is downloaded to RCS Systems

CDBM_|_COUNT_OF TABLES_
EXCEEDS_OLDDBM_RANGE

0X4004C840
(Informational)

The count of Tables exceeds the
DBM32.DLL range of Tables. This can
cause problems if the file is used with older
Tools using the DBM32.DLL

CDBM_UNSUPPORTED_DATATYPE_ 0XC004C841 The Data type is not compatible with the
IN_RCS_MODE old database format
CDBM_WRITE_UNSTRUCTURED_1 0XC004C842 The data of an unstructured record can
only be written with the "Write' Method not
with ‘WriteElement'.
CDBM_READ_UNSTRUCTURED_1 0XC004C843 The data of an unstructured record can
only be read with the 'Read' Method not
with '‘ReadElement'
CDBM_WRITE_DATA _LENGTH_ INVALID 0XC004C844 The given data length doesn’t correspond
with the expected data length.
CDBM_UNKNOWN_VIEW_MODE 0XC004C845 The View Mode is unknown.
CDBM_E_DIAG_TABLE 0XC004C846 It doesn’t make much sense to add or

delete records from a diagnostic table
because those changes are never saved.

DTM for Hilscher PROFINET IO-Controller Devices | Configuration of Hilscher Controller Devices

DOC1507040I05EN | Revision 5 | English | 2019-04 | Released | Public

© Hilscher, 2015-2019




Error Codes

182/194

ODM Error Codes DBM V4

Error Code (Definition) Value Description
CDBM_E_ADR_STRING_ERROR 0XCoo4cC847 The given Address string doesn't fit the
required format of this type where all
address bytes must be in the range
between 0 and FF
CDBM_ERROR_FROM_VAR_ CHANGE_TYPE 0XC004C848 Function VariantChangeType return an
error when trying to convert the Parameter
CDBM_E_MINERROR 0XC004C849 Error while comparing the Value with the
lower range
CDBM_E_MAXERROR 0XC004C84A Error while comparing the Value with the
upper range
CDBM_E_RANGE_ERROR 0XC004C84B Value out of Range
CDBM_E_TABLE_TYPE1 0Xcoo4cs4ac Table type 1 doesn’'t have a unique record
length over all records
CDBM_E_TABLE_TYPE3_ ADDREC 0XC004C84D Table type 3 doesn't allow to insert more
than one Record
CDBM_E_TABTYPE1 0XC004C84E It's not allowed to insert more Records
than structure definitions in Table Type 1
CDBM_E_TOGGLE_NOT_FOUND 0XC004C84F Could not find the string for this value in
the list of valid toggle strings
CDBM_E_TOGGLE_VALUE_IS_EMPTY_STRING | 0XC004C850 The toggle string for this value is empty.
CDBM_VARIANT2BYTEARRAY_ ERROR 0XC004C851 Error during conversion of Variant to byte
array
CDBM_E_SET_ELEM_PROP_ DEPENDENCY 0XC004C852 The Toggle Type needs also the additional
string and the additional number entries in
the Method
CDBM_E_TABTYPE1_REC_ 0XC004C853 When reading the records of Table type 1
DOESNT_CORRESPOND_ WITH_ELEMENT elementwise the record number must
correspond with the element number
CDBM_TABTYPE1_NO_DATA_ 0XC004C854 When reading the records of Table type 1
FOUND_FOR_RECORD and structure definitions are present it's
assumed that for each structure element a
corresponding record must exist
CDBM_E_TABTYPE1l_WRITE_ 0XC004C855 When writing the records of Table type 1
ELEMENT_NE_RECORD elementwise and structure definitions are
present it's only allowed to write the
corresponding element number in each
record
CDBM_E_TABTYPE1_WRITE_ 0XC004C856 When writing the records of Table type 1
ELEMENT_NOT_FOUND with an array and structure definitions are
present it's assumed that a corresponding
element number of this record exist
CDBM_I_TABLE_NAME_EXCEEDS _ 0X4004C857 The Table name exceeds the maximum
RCS_RANGE (Informational) length of RCS compatible Table names
CDBM_W_CUT_STRING 0X8004C858 The string exceeds the maximum length
(Warning) and will be limited to the maximum length
CDBM_I_STRING_TOO_SHORT 0X4004C859 The string is below the minimum length.
(Informational) The minimum length will be reduced.
CDBM_I_STRING_TOO_LONG 0X4004C85A The string is exceeding the maximum. The
(Informational) maximum length will be extended.
CDBM_E_STRING_TOO_SHORT 0XC004C85B The string is below the minimum length.
(Error)
CDBM_E_STRING_TOO_LONG 0XC004C85C The string is exceeding the maximum
(Error) length
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ODM Error Codes DBM V4

Error Code (Definition) Value Description
CDBM_E_WRONG_TYPE_ FOR_WRITE 0XC004C85D Writing on the Element type with the given
Data type is not implemented
CDBM_E_NO_APPEND_IN_ 0XC004C85E Method IDbmRecord::AppendData is not
STRUCTURED_RECORDS allowed for structured records
CDBM_E_DATA_UNAVAILABLE 0XC004C85F No data available
CDBM_E_CANT_CONVERT_ INTO 0XC004C860 Unable to convert the value into the
Element type
CDBM_E_DBM_FILE_OVERFLOW 0XC004C861 You try to write a RCS like database which
needs too much bytes
CDBM_E_PW_ERROR 0XC004C862 Password not correct
CDBM_E_FILELENGTH_CORRUPT 0XC004C863 The file length doesn’t correspond to the
length given in the Header.
CDBM_E_STRUCT_TYPE 0XC004C864 Error in the file.
CDBM_E_MD5SUM_INVALID 0XC004C865 MD5 sum invalid
CDBM_E_STRUCT_LENGTH 0XC004C866 Error in the expected and given structure
length at a specific offset in the file.
CDBM_E_APPEND 0XC004C867 Append of data is only allowed if the
Record contains only one data field and
the field type will support this
CDBM_APPEND_NOT_ SUPPORTED 0XC004C868 Append of Data not supported by this filed
type
CDBM_DATA_TYPE_APPEND_ ERROR 0XC004C869 Can't append Data of this type.
CDBM_E_UNSTRUCTURED_TABLE_ 0XCO004C86A A Table without structure information
DOESNT_SUPPORT_LENGTH doesn’t support a record length
CDBM_E_DISABLED_WHILE_ 0XC004C86B The Method is disabled while a transaction
TRANSACTION_IS_OPEN is open. Please close this one first and call
the Method again.
CDBM_E_UNABLE_TO_CALL_ 0XC004C86C The Method is disabled on a LinkedList
READ_ON_LINKED_LIST type. Please use the IRecordCollection on
this type.
CDBM_E_ELEMENT_HAS NO_ 0XC004C86D An Element from a Table has no
SUBSTRUCTURE substructure
CDBM_STRUCT_ERROR_FROM_ 0XC004C86E Error from calling VariantChangeType
VAR_CHANGE_TYPE
CDBM_E_FOREIGNKEY_DEF 0XC004C86F The definition of a FOREIGNKEY must
contain the name of the related Table in
the description and this Table must exist at
this time
CDBM_E_FOREIGNKEY_ REF_TAB 0XC004C870 The description of a FOREIGNKEY must
refer to a Table of type
‘eDbmTableTypeLinkedList'
CDBM_E_KEY 0XC004C871 To create a Record Collection with a KEY
it's necessary to have the data type KEY at
the first position in all Records of the
searched Table
CDBM_E_KEY_TABLE_TYPE 0XC004C872 This Method needs a Table of type
‘eDbmTableTypeLinkedList'
CDBM_DATATYPE_NOT_ IMPLEMENTED 0XC004C873 This data type is currently not implemented
CDBM_INSERT_POS_NOT_ FOUND 0XC004C874 The position of the Record where the new
one should be inserted wasn’t found
CDBM_E_INSERT_REC_QI 0XC004C875 Error during insertion of a Record
CDBM_E_TAB_PROP 0XC004C876 Invalid Property in Table
CDBM_E_KEY_NOT_FOUND 0XCo004C877 The KEY wasn't found in the Table
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ODM Error Codes DBM V4

Error Code (Definition)

Value

Description

CDBM_E_KEY_INVALID

0XC004C878

The KEY is invalid for this operation

Table 64: ODM Error Codes DBM V4
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11 Appendix

11.1 User Rights

User-rights are set within the FDT-container. Depending on the level the
configuration is accessible by the user or read-only.

To access the Settings, Configuration and Diagnosis panes of the
PROFINET 10 Controller DTM you do not need special user rights. Also all
users can select the decimal or hexadecimal Display mode or sort table
entries.

Configuration panes, you need user rights for Maintenance, for Planning
Engineer or for Administrator.

Note: To edit, set or configure the parameters of the Settings and

The following tables give an overview of the user right groups and which
user rights you need to configure the single parameters.

11.1.1 Settings

Observer Operator Maintenance Planning Administrator
Engineer
Driver D D X X X
Verify or adapt Driver Settings | - - X X X
Configuring netX Driver - - X X X
Device Assignment D D X X X
Scanning for Devices - - X X X
Selecting the Device (with or - - X X X
without firmware)
Selecting the Device once more | - - X X X
(with Firmware)
Firmware Download D D X X
Ethernet Devices D D X X X

Table 65: Settings (D = Displaying, X = Editing, Configuring)

11.1.2 Configuration

Observer Operator Maintenance Planning Administrator
Engineer
Controller Network Settings D D X X X
Device Table D D X X X
IP Address Table D D X X X
Process Data D D X X X
Address Table D D X X X
FSU/Port-Settings D D X X X
Stations Timing D D X X X
Controller Settings D D X X X

Table 66: Configuration (D = Displaying, X = Editing, Configuring)
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11.2 Name encoding

The name is an OctetString with 1 to 240 octets. A name can contain one
or more labels separated by a dot [.].

The definition of IETF RFC 5890 and the following syntax applies:

e 1 or more labels, separated by [.]

e Total length is 1 to 240

e Labellengthis 1to 63

e Labels consist of [a-z0-9-]

e Labels do not start with [-]

e Labels do not end with [-]

¢ Labels do not use multiple concatenated [-] except for IETF RFC 5890

e The first label does not have the form “port-xyz” or “port-xyz-abcde” with
a, b, c d e x vy z=0.9 to avoid wrong similarity with the field
AliasNameValue

e Station names do not have the form a.b.c.d with a, b, ¢, d =0...999
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11.6 Glossary

DCP
Discovery and Configuration Protocol.
The Discovery and basic Configuration Protocol (DCP) is a protocol for
identifying and configuring devices which is defined within the PROFINET
specification.

DNS
Domain Name Service.

DTM
Device Type Manager.
The Device Type Manager (DTM) is a software module with graphical user
interface for the configuration or for diagnosis of device.

Ethernet
A networking technology used both for office and industrial communication
via electrical or optical connections. It has been developed and specified by
the Intel, DEC and XEROX. It provides data transmission with collision
control and allows various protocols. As Ethernet is not necessarily capable
for real-time application, various real-time extensions have been developed
(Industrial Ethernet, Real-Time Ethernet).

FDT

Field Device Tool

FDT specifies an interface, in order to be able to use DTM (Device Type
Manager) in different applications of different manufacturers.

Gateway Address
The IP address of a Gateway
GSDML
GSDML = Generic Station Description Markup Language.

Internet Protocol.

IP belongs to the TCP/IP family of protocols and is defined in RFC791. It is
based on layer 3 of the ISO/OSI 7 layer model of networking.

It is a connectionless protocol, i.e. you do not need to open a connection to
a computer before sending an IP data packet to it. Therefore IP is not able
to guarantee that the IP data packets really arrive at the recipient. On IP
level neither the correctness of data nor the consistence and completeness
are checked.

IP defines special addressing mechanisms, see IP Address.
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IP Address

IRT

MAC-ID

MAU

Module

Name of Station

Network Mask

Address within IP (the Internet Protocol, part of TCP/IP).

An IP address is an address identifying a device or a computer within a
network using the IP protocol. IP addresses are defined as a 32 bit number.
Usually, for ease of notation the IP address is divided into four 8 bit
numbers which are represented in decimal notation and separated by
points:

a.b.cd
where a.b.c.d are each integer values between 0 and 255.
Example: 192.168.30.15

However, not all combinations are allowed, some are reserved for special
purposes.

The IP address 0.0.0.0 is defined as invalid.

Isochronous-real-time

MAC = Media Access Control
A MAC-ID is on delivery a unique (physical) Ethernet address of the device.

MAC-IDs are defined as a 48 bit number. Usually, for ease of notation the
MAC-ID address is divided into six 8 bit numbers which are represented in
hexadecimal notation and separated by “minus”-signs (-):

A-B-C-D-E-F
where A-B-C-D-E-F are each integer values between 0 and OXFF=255.
Example: 00-02-A2-20-91-18

Medium Attachment Unit

Hardware or logical component of a physical device.

The Name of Station is defined by the DNS compatible device name in the
GSD file. It can be modified according to the DNS name specification. If the
PROFINET IO device does use the name baptism the Name of Station is
set by the PROFINET 10O device.

Bit mask for separation between network part and device part in IP
addresses in the network protocol IPv4.

The network part must be the identical for all devices of the corresponding
network, while the device part is different.

This is used to specify whether the device searchs for a given IP address in
its own network (device part) or can reach the IP address in other networks
via router (network part).
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ODMV3

PROFINET

PROFINET 10

PROFINET IRT

See also https://en.wikipedia.org/wiki/lPv4 subnetting reference
Example: 255.255.255.0 (network part 255 255 255, device part 0)

The Online-Data-Manager Version 3 (ODMV3) is an application interface.
The ODMV3 works as a server, which can be run as an out-proc server or
system service. Its task is to provide different applications (e.g.
SYCON.net), access to multiple devices and even share one device
amongst several applications.

A communication system for Industrial Ethernet designed and developed by
PROFIBUS & PROFINET International (PI). It uses some mechanisms
similar to those of the PROFIBUS field bus.

PROFINET 10 (Input - Output) has been created for the connection of
decentralized peripherals to a controller.

PROFINET protocol level for PROFINET 10 applications in drive systems
with cycle times of less than 1 ms; IRT = Isochronous Real-Time

PROFINET IO Controller

PROFINET 10 Device

RPC

SCADA

Slot

Subslot

Submodule

A PROFINET control unit responsible for the defined run-up of an I/O
subsystem and the cyclic or acyclic data exchange.

A PROFINET field device that cyclically receives output data from its
PROFINET IO-Controller and responds with its input data.

Remote Procedure Call

Mechanism for calling up a code on another computer in the network
(standard used by PROFINET)

Supervisory Control and Data Acquisition

A concept for control and data acquisition of technical processes

Address of a structural unit within a PROFINET IO device.

Subslot address of a structural unit within a slot.

Hardware or logical component of a module.
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Headquarters

Germany

Hilscher Gesellschaft fiir
Systemautomation mbH
Rheinstrasse 15

65795 Hattersheim

Phone: +49 (0) 6190 9907-0
Fax: +49 (0) 6190 9907-50
E-Mail: info@hilscher.com

Support
Phone: +49 (0) 6190 9907-99
E-Mail: de.support@hilscher.com

Subsidiaries

China

Hilscher Systemautomation (Shanghai) Co. Ltd.

200010 Shanghai
Phone: +86 (0) 21-6355-5161
E-Mail: info@hilscher.cn

Support
Phone: +86 (0) 21-6355-5161
E-Mail: cn.support@hilscher.com

France

Hilscher France S.a.r.l.

69500 Bron

Phone: +33 (0) 4 72 37 98 40
E-Mail: info@hilscher.fr
Support

Phone: +33 (0) 4 72 37 98 40
E-Mail: fr.support@hilscher.com

India

Hilscher India Pvt. Ltd.
Pune, Delhi, Mumbai
Phone: +91 8888 750 777

E-Mail: info@bhilscher.in

Italy

Hilscher ltalia S.r.l.

20090 Vimodrone (MI)

Phone: +39 02 25007068
E-Mail: info@hilscher.it
Support

Phone: +39 02 25007068
E-Mail: it.support@hilscher.com

Japan

Hilscher Japan KK

Tokyo, 160-0022

Phone: +81 (0) 3-5362-0521
E-Mail: info@hilscher.jp
Support

Phone: +81 (0) 3-5362-0521
E-Mail: jp.support@hilscher.com

Korea

Hilscher Korea Inc.

Seongnam, Gyeonggi, 463-400
Phone: +82 (0) 31-789-3715
E-Mail: info@hilscher.kr

Switzerland

Hilscher Swiss GmbH

4500 Solothurn

Phone: +41 (0) 32 623 6633
E-Mail: info@hilscher.ch

Support
Phone: +49 (0) 6190 9907-99
E-Mail: ch.support@hilscher.com

USA

Hilscher North America, Inc.
Lisle, IL 60532

Phone: +1 630-505-5301
E-Mail: info@bhilscher.us

Support
Phone: +1 630-505-5301
E-Mail: us.support@hilscher.com
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